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Introduction

A significant academic paper, published in August 2003
, detailed how the A5/2 privacy algorithm could be efficiently compromised in a few milliseconds. The attack has the potential to greatly expose networks to serious levels of fraud and significant billing and network quality issues with the result that industry (in particular 3GPP SA3 and GSMA SG) concluded that A5/2 must be removed from, or disabled in, handsets, and BSS infrastructure upgraded to support stronger algorithms. These ideas have been discussed for some years
.

The successful withdrawal of A5/2 requires terminal manufacturers to remove it from, or disable it in, emerging GSM enabled devices.
It appears that there has been some confusion in various statements made regarding A5/2 support in new terminals, and this input clarifies the situation and asks for SA3 support to clarify this
.

GCF Support

GCF is well placed to ensure the withdrawal of A5/2 from devices is a success by ensuring delivery of the algorithm implementation requirements that were changed in the 3GPP core specifications in December 2004 and February 2006. The current specifications mandate that it is prohibited to implement A5/2 in devices from 3GPP Rel-6 and it is strongly recommended that the algorithm be withdrawn for earlier releases. 

The GSM Association’s Security Group (GSMA SG) fully supports and endorses the work item proposed within GCF to develop test cases to verify the removal of A5/2. This will ensure that the requirement to remove/disable A5/2 will constitute one of the GCF certification criteria. Acceptance of the work item is dependent on all network operators being informed that they must not request the support of A5/2 and they should not reject delivery of devices without that algorithm. The support of device manufacturers for this work item is much appreciated and GSMA SG understands the importance of ensuring that operators do not insist on continued A5/2 support in devices.

GSMA Communications to members

GSMA acknowledges manufacturer concerns that some operators may insist on buying devices that support A5/2. GSMA fully understands the need to establish a level of comfort for manufacturers and the need to establish and grow manufacturer confidence prompted GSMA to prepare a comprehensive communications plan to ensure network operators fully understand the key issues. 

A range of communication exercises have already been undertaken, and more will follow, to ensure network operators are fully aware that they should no longer insist on device support of A5/2. 

The risk of operators continuing to demand A5/2 device support stems from the possibility that some operators may not upgrade their networks to support stronger algorithms in a timely manner. The emergence of devices without A5/2 support will mean that encryption will not be possible on networks that have not upgraded their BSS infrastructure to support A5/1 and/or A5/3. However, because of the nature of the attack, and the fact that A5/2 does not offer a higher level of protection than A5/0, it is deemed preferable that these networks run with no encryption rather than use the compromised A5/2 protocol. Therefore, there is no valid reason why operators would continue to insist on A5/2 support in devices - even those that use the algorithm - and that is the key message that GSMA is promoting to its network operator members. 

It is hoped that GSMA’s communications initiatives will alleviate any concerns the device manufacturer community may have regarding their customers' expectations. 
PTCRB Concerns

GSMA SG is aware of device manufacturer concerns in relation to apparently conflicting requirements emanating from the network operator community with regards to non-support of A5/2. Of concern is the fact that PTCRB is currently demanding the support of A5/2 in terminals for their certification, whilst the GCF is planning to only certify devices that do not support A5/2. This issue was discussed by GSMA and device manufacturer representatives at a meeting in London on 25th July at which support was pledged for the withdrawal of A5/2 by end of this year and for the GCF work item to certify terminals with A5/2 removed if GSMA can provide assurances, by end October, that PTCRB and GCF requirements are aligned. 

PTCRB's demands that devices support A5/2 are grounded in fears that the emergence of handsets without A5/2 could result in roaming inter-working issues if handsets that do not support the algorithm roam onto networks that only support that algorithm. GSMA believes that the fears are unfounded as A5/2 was only introduced in the GSM Phase 2 specifications. In GSM Phase 1, terminals were only mandated to support A5/1 and A5/0 (unciphered mode). Therefore in order to support GSM Phase 1 mobiles, A5/2 networks have always had to allow terminals to connect using unciphered mode (A5/0). For this reason we are confident that all A5/2 networks would allow a terminal that does not support A5/2 to connect using unciphered mode, or could be easily reconfigured to allow it. 

There were also concerns that non-encrypted calls could give rise to customers being shown non-ciphering indicators on some terminals, causing them alarm. However, operators can turn off this feature using a configuration bit on the SIM/USIM.

GSMA SG
 addressed a PTRCB operator meeting on 7th August at which the rationale for the withdrawal of A5/2 was explained and the impact was explored. A PTCRB decision could not be reached at the meeting as the issues related to the withdrawal of A5/2 require discussion within individual organisations before any collective agreement can be reached. However, it was agreed that PTCRB members would consider the arguments put forward by GSMA SG and the PTCRB position will be finalized by end October. 

GSMA SG is very hopeful that PTCRB will align with GCF and, in the interim, GSMA will continue to gather evidence designed to provide confidence for PTCRB operators that no roaming inter-working issues will arise as a result of the withdrawal of A5/2 from handsets, and that no issues will arise relating to the cipher indicator. GSMA is working with both network operators and BSS equipment suppliers and is currently on track to have this data collated by end September. The findings will be supplied to members of PTCRB to enable it to finalise its position during October. It is expected that operator requirements will then be aligned to provide device manufacturers with the level of comfort necessary to ensure support for the GCF work item to certify terminals that do not contain A5/2.

Actions

The need to phase out the A5/2 cipher algorithm is absolute. The implications of practical attacks against the algorithm are serious for network operators and their customers, but the withdrawal of A5/2 will, over time, mitigate the risks.

GSMA is currently engaged in a series of communications exercises with all stakeholders to ensure the industry as a whole is aware of the dangers inherent in the continued use of A5/2. As part of that exercise, GSMA is checking with every handset manufacturer, BSS vendor and network operator as to what their plans are to phase out A5/2, particularly with a view to ensuring they will have this done by the end of this year. 

SA WG3 is asked to inform SA of the requirement to withdraw A5/2 support in terminals, with an absolute deadline of the end of 2006. This will enable manufacturers to support this initiative.

If any further information is required on any aspect of the initiative to withdraw A5/2 further details can be had from James Moran, Fraud and Security Director, GSM Association (jmoran@gsm.org)
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� A5/2 has been specifically forbidden in handsets from Release 6 onwards. For earlier releases the current specifications indicate that it "is strongly encouraged not to support A5/2 in new terminals after July 1st, 2006". 


 


This has lead to some people interpreting the specifications to mean that it is not mandatory to remove A5/2 from handsets.
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