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##### START of change #1  #####
1
Scope

This document specifies system description for interworking between 3GPP systems and Wireless Local Area Networks (WLANs). This specification is not limited to WLAN technologies. It is also valid for other IP based Access Networks that support the same capabilities towards the interworking system as WLAN does. The intent of 3GPP–WLAN Interworking is to extend 3GPP services and functionality to the WLAN access environment. The 3GPP–WLAN Interworking System provides bearer services allowing a 3GPP subscriber to use a WLAN to access 3GPP PS based services.

This specification defines a 3GPP system architecture and procedures to do the following:

-
Provide Access, Authentication and Authorisation (AAA) services to the 3GPP-WLAN Interworking System based on subscription.

-
Provide access to the locally connected IP network (e.g. the Internet) if allowed by subscription.

-
Provide WLAN UEs with IP bearer capability to the operator's network and PS Services, if allowed by subscription.


Provide WLAN UEs with IP bearer capability to access IMS Emergency calls for both UICC and UICC-less cases.
##### END of change #1  #####
##### START of change #2 #####
5
High-level Requirements and Principles
5.1
Access Control

Access Control is the capability to permit or deny a subscriber the use of a resource, in this case the WLAN and/or the interworking to the 3GPP system. The following functional requirements and principles have guided the development of this standard with regard to Access Control.

5.1.1
WLAN Impacts

The following requirements should be satisfied by the WLAN 3GPP Interworking function with regard to the WLAN itself:

-
Legacy WLAN terminals should be supported. However software upgrades may be required for e.g. to access a (U)SIM.

-
Existing client hardware and software should be used where ever possible

-
Minimal impact on existing WLAN networks.

-
The need for operators to administer and maintain WLAN UE software shall be minimized.

-
Methods for key distribution to the WLAN access network to allow secure tunnels to be established shall be supported. Note: This does not mean Wireless Equivalent Privacy (WEP) keys in the case of a 802.11 network.
-
WLAN Access Authorization shall occur upon the success of the authentication procedure. It may take into account the user's subscription profile and optionally information about the WLAN AN, such as WLAN AN operator name, WLAN AN location information (e.g., country, telephone area code, city), WLAN AN throughput (e.g., maximum and minimum bandwidth guarantees for both ingress and egress traffic).
-
Results of WLAN Access Authorization requests shall be indicated to the WLAN, so that the WLAN can take appropriate action.

-
It shall be possible to indicate to the user of the results of authorization requests.

-
The WLAN Access Authorization mechanism shall be able change service provisioning dynamically, and inform the user and WLAN of any change.

-
Transporting Authentication signalling over WLAN Radio Interface: WLAN authentication signalling is carried between WLAN UE and WLAN AN by WLAN Access Technology specific protocols. To ensure multivendor interoperability these WLAN technology specific protocols shall conform to existing standards of the specific WLAN access technology.
-
Transporting Authentication signalling between WLAN AN and 3GPP network: WLAN Authentication signalling shall be transported between any WLAN AN and 3GPP network by a standard protocol, which is independent of the specific WLAN technology utilised within the WLAN Access network.
-
Changes to the WLAN required to support IMS Emergency Calls should be supported, although these changes are to be mimimized. 
5.1.2
Existing 3GPP Element Impacts

The following requirements should be satisfied by the 3GPP-WLAN Interworking System function with regard to existing 3GPP network elements:
-
Existing SIM and USIM shall be supported. Authentication shall rely on (U)SIM based authentication mechanisms. R6 USIM may include new functionality if necessary e.g. in order to improve privacy.

-
Changes in the HSS/HLR/AuC shall be minimized.

-
The Service Location Function (SLF) node shall be used in the same way as defined in TS 23.228 [24] to find the address of a subscriber's HSS, if necessary.

-
The WLAN connection established for a 3GPP subscriber shall have no impact to the capabilities of having simultaneous PS and CS connections for the same subscriber. (e.g. the HLRSS shall not deregister a PS subscriber when the UE registers on a WLAN)

-
This TS proposes solutions for operators who want to interwork their WLAN with an existing pre-R6 HLR/HSS.
- 
IMS Emergency Calls over I-WLAN shall be supported in this release. This includes also the case of UICC-less UE.
5.1.3
Requirements for WLAN Direct IP Access

The following requirements should be satisfied by the WLAN 3GPP-WLAN Interworking function with regard to allowing direct access to the IP network to which the WLAN is connected (e.g. the Internet):

-
A WLAN supporting both WLAN Direct IP Access and WLAN 3GPP IP Access shall be able to support a WLAN UE operating in the WLAN Direct IP Access mode only, e.g. according to subscription.

5.1.4
Requirements for WLAN 3GPP IP Access

The following requirements should be satisfied by the WLAN 3GPP-WLAN Interworking function with regard to allowing access to a WLAN 3GPP IP network (e.g. the operator's intranet which allows IMS access):

-
Service Authorization for 3GPP services shall occur after successful Authentication.

-
It shall be possible to use Service Based Policy Control.

-
Access to 3GPP PS based services shall be provided via WLAN. The interworking architecture shall provide IP connectivity to be able to support all 3GPP PS based services. 3GPP PS based services which use more than IP connectivity (e.g. SMS, MMS, MBMS) could require additional entities and interfaces not specified in this document. Depending on operator's policy, it shall also be possible to access 3GPP PS based services via the Internet (noting that the access to the Internet in this case may or may not be via WLAN Direct IP Access).

-
Quality of Service shall be supported when accessing these services via WLAN, although some limitations may exist because of the WLAN AN.

-
A combined access capable user with the subscription for both services should be able to choose between "WLAN Direct IP Access only" or "WLAN 3GPP IP Access".

The WLAN UE shall be able to detect if a 3GPP–WLAN does not support access to 3GPP PS based services.

-
Data flows must be able to be routed to the HPLMN or the VPLMN, e.g. according to subscription. The enforcement of this routing shall not rely on the WLAN UE client.

NOTE:
This routing enforcement may require additional functionality in the WLAN AN

-
End to End Authentication: WLAN Authentication signalling is executed between WLAN UE and 3GPP AAA Server for the purpose of authenticating the end-user and authorizing the access to the WLAN and 3GPP network. Details of End-to-End Authentication is covered in TS 33.234 [14].
-
Service Selection and Authorisation: The solution shall include means for securely delivering service selection information from the WLAN UE to the 3GPP AAA Server in the Home Network. If a user chooses to access the Internet directly using the local IP network, no service selection information is passed to the PLMN. In all other cases, where WLAN 3GPP IP Access is desired, the service selection information shall contain the name of the W-APN to which access is requested. The 3GPP AAA Server in the Home network shall verify the users subscription to the indicated W-APN against the subscriber profile retrieved from HSS. The 3GPP AAA Server selects a W-APN based on the requested W-APN and on the user's subscription/local policy.

-
The service request shall be indicated by a tunnel establishment request from the WLAN UE to the PDG. The PDG shall then seek authentication/authorisation from the 3GPP AAA Proxy or Server in the same network.

-
The results of the authorisation decision shall be communicated to the Visited Network. All subscription-based authorisation decisions are made in the Home network.

-
In the case of a request for access to services provided in the Visited Network, the 3GPP AAA Proxy shall also authorise access based on local policy.

5.1.4.1
Requirement for private network access from WLAN 3GPP IP Access

The following requirements should be satisfied by the WLAN 3GPP-WLAN Interworking function with regard to allowing private network access from WLAN 3GPP IP Access:

-
Confidentiality of ID and password used for authentication and authorization by PDN service provider shall be possible.

-
It shall be possible that PAP and CHAP capability with existing RADIUS protocol between PDG and external RADIUS server in PDN is utilized.

-
Duration of tunnelling establishment should be as short as possible.

-
Impact to UE or PDG should be as less as possible.

5.1.4.X
Requirements for Support of IMS Emergency Calls

The following requirements shall be satisfied by the WLAN 3GPP-WLAN Interworking function with regard to support for IMS Emergency Calls:

-
Service Selection and Authorisation: The WLAN UE shall be able to ask for IMS Emergency Call Service in tunnel establishment via an IMS Emergency Call specific W-APN for this purpose. The PDG shall then seek authentication/authorisation from the 3GPP AAA Proxy or Server in the same network.

-
No service subscription shall be necessary for the user to gain access to the IMS Emergency Call W-APN i.e. the 3GPP AAA Server in the Home network does not need to verify the users subscription to the indicated W-APN against the subscriber profile retrieved from HSS

-
End to End Authentication: Based on the national regulations and opertor’s policy, WLAN Authentication signalling between WLAN UE and 3GPP AAA Server for the purpose of authenticating the end-user and authorizing the access to the WLAN and 3GPP network may be skipped. Details of End-to-End Authentication are covered in TS 33.234 [14].

For the UICC-less case, it shall be possible to either (i) Skip authentication or (ii) use a dummy or null authentication method.
-
The results of the authorisation decision shall be communicated to the VPLMN and the WLAN AN.
5.1.5
WLAN Access Authorization
WLAN Access Authorization defines the process(es) in 3GPP AAA Server verifying whether WLAN Access should be allowed to a subscriber and deciding what access rules/policy should be applied to a subscriber. It is the stage after access authentication, but before service authorisation and WLAN UE's local IP address allocation.

After the authentication process succeeds, there could be additional conditions for the 3GPP AAA Server to decide whether the access is allowed and what access rules/policy should be applied. These conditions may be based on the subscriber's profile, the account status, O&M rules, local agreements or information about the WLAN AN.
The procedure for WLAN Access Authorization between the WLAN UE and the 3GPP AAA Server is combined with the WLAN Access Authentication.

Access rules/policy decided by the 3GPP AAA Server may be deployed in the 3GPP AAA Server, or/and in other entities such as the WAG or the WLAN AN.

Access rules/policy may include access scope limitation, time limitation, bandwidth control values, and/or user priority.
WLAN Access rules/policy should be specified by the home and/or visited operator based on the subscriber's profile, the account status, O&M rules (e.g. blacklist, access limitation list), and local agreements. Factors such as access time and access location could also be considered in these rules.
The access scope limitation could be, for example, only/not/may "access through WAG"; only/not/may "access intranet X".

Access scope limitation can be achieved using IP allocation scheme, VLAN allocation, Filtering, ACLs in the routers and switchers, or other methods.

Different access priority or the range of priorities may be authorized for different subscribers, and/or for one subscriber based on different access time or location, etc.
The UE should be able to indicate in the access authorization procedure that the user is connecting in order to make an IMS Emergency Call. The 3GPP AAA Server shall in that case be able to deploy access/rules and policy to restrict the user to only that service.
5.1.6
3GPP WLAN Attach
3GPP WLAN attach status indicates whether the WLAN UE is now being served by the 3GPP–WLAN Interworking System.

A WLAN UE is "WLAN-attached" after successful authentication and WLAN Access Authorization.

A WLAN UE is "WLAN-detached" in 3GPP network after its disconnection, or its authentication or WLAN Access Authorization being cancelled.

The WLAN-attach status is maintained by the 3GPP AAA Server.
The WLAN UE's WLAN attach status should be obtained from the 3GPP AAA Server directly or through the HSS, by other entities in the 3GPP or 3GPP connected network. Other entities in the 3GPP network obtain the WLAN UE's WLAN-attach status directly from the 3GPP AAA Server or through the HSS. These entities and the corresponding reference points are not in the scope of this TS.

The description of the corresponding status in the WLAN UE is out of the scope of this TS.
5.2
Void
5.3
User Identity

5.3.1
General

The network authentication procedure is based on the use of EAP method where user identification is based on Network Access Identifier (NAI), whose format is specified in RFC 2486 [17]. A NAI is composed of a username part and a realm part. In the following, the term of 'identity' includes both the NAI username part and the realm part, while the term of 'username' only refers to the NAI username part.

5.3.2
NAI Username

The NAI username part format shall comply with IETF EAP-SIM [23] and EAP-AKA [22]. Three types of usernames are:
1.
a Permanent username;
2.
a Pseudonym username;
3.
a Fast re-authentication username.

Both of the Pseudonym and the Fast re-authentication usernames are used in temporary identities, but the purpose and usage of them are different. The first two types of usernames are only used on full authentication and the last one only on fast re-authentication.
The Permanent username, which is specified in IETF EAP-SIM [23] and EAP-AKA [22], shall be derived from IMSI, which resides in the UICC. Details of these are covered in TS 33.234 [14], TS 24.234 [9] and TS 23.003 [5]. For the case of UICC-less IMS Emergency Call, an identifier of the UE (e.g., IMEI) should be used as the permanent username.
NOTE:
The permanent username is not used for authentication in case of UICC-less IMS emergency calls.
The Pseudonym username is used for user identity protection. The use of the Pseudonym username is necessary to replace the Permanent username derived from IMSI in radio transmissions, so that it protects the user against tracing from unauthorized access networks.
The Fast re-authentication username is used in fast re-authentication. It also provides user identity protection. For the fast re-authentication, a WLAN UE shall use the previously allocated Fast re-authentication identity as specified in the IETF EAP‑SIM [23] and IETF EAP‑AKA [22] RFCs.
Temporary identities (pseudonyms and fast re-authentication identities) are allocated by the 3GPP AAA Server. The format and the procedure for deriving the temporary identities are defined in TS 33.234 [14].
5.3.3
NAI Realm Name

The NAI realm name shall be in the form of an Internet domain name as specified in RFC 1035 and shall identify the user's HPLMN, based on its MCC and MNC. Details on NAI realm construction are specified in TS 23.003 [5].

5.3.4
NAI decoration for roaming
A roaming NAI is constructed when the WLAN UE authenticates through a VPLMN. The WLAN UE shall indicate in the NAI both the user's HPLMN and the chosen VPLMN, based on their MCC and MNC.
The details on Roaming NAI construction are specified in TS 23.003 [5].
5.3.X
NAI decoration for IMS Emergency Call Service

For IMS Emergency Calls, IMS Emergency Call Service specific realms within the PLMN shall be defined. When requesting an emergency service, realm should be decorated with this service part.

The details on IMS Emergency Call NAI construction are specified in TS 23.003 [5].

5.4
Network Advertisement and Selection

5.4.1
Description of the issue

If the WLAN radio technology allows for features enabling radio access network sharing or provider selection these shall be reused for WLAN Access Network (WLAN AN) selection in 3GPP-WLAN interworking.

In addition to WLAN Access Network selection, the WLAN UE may need to select a VPLMN through which to authenticate, if more than one is available through the chosen radio network.
A WLAN UE may need to select a PLMN within which IMS Emergency Calls are supported.
WLAN Access Network advertisement and selection depends on the particular WLAN technology.

VPLMN advertisement and selection should be independent of WLAN technology.

The generic Network Advertising and Selection scenario is illustrated in figures 5.1 and 5.2.
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Figure 5.1: Network Advertising and Selection Scenario

An area is shown covered by a WLAN Access Networks having a set of roaming agreements with different 3G networks (3GPP Visited Network #1, #2,…, #n). A WLAN UE entering the WLAN AN wants to connect to his own 3GPP Home Network to which he is a subscriber (as shown in figure 5.1).
Referring to the figure the user subscribing to the services provided to the 3GPP Home Network can reach the associated home network in two different ways, e.g. via either of 3GPP Visited Network #1 or 3GPP Visited Network #2.
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Figure 5.2: Network Advertising and Selection Scenario

Another scenario is represented by an area covered by some WLAN Access Networks (WLAN AN#1, #2, …, #n) having a set of roaming agreements with different 3G networks (3GPP Visited Network #1,#2,…,#n) and where one of the WLAN Access Network has a directly roaming agreement with the 3GPP Home network or the WLAN Access Network is directly deployed by the 3GPP Home network. A WLAN UE entering the area wants to connect to his own 3GPP Home Network to which he is a subscriber (as shown in figure 5.2).
Referring to the figure the user subscribing to the services provided to the 3GPP Home Network can reach the associated home network in three different ways, e.g. via WLAN AN#1 then through either of 3GPP Visited Network #1 or 3GPP Visited Network #2, or via WLAN AN#2.

5.4.2
I-WLAN Access Network Advertisement and Selection

5.4.2.1
Case of IEEE 802.11 WLANs

5.4.2.1.1
General

The following principles shall apply:

-
Require no modifications of existing legacy APs.

-
Have no impact on existing legacy clients (implies no modification of current broadcast SSIDs).

-
Have low latency and overhead.
-
The WLAN UE should be able to select the I-WLAN Access Network supporting the preferred PLMN.
In the case of IEEE 802.11 WLANs:

-
Modification of current broadcast SSIDs shall not be required;

-
Active scanning should be supported by the WLAN UE;

-
Passive scanning shall be supported by the WLAN UE;

-
Multiple SSIDs may be supported (i.e. only standard 802.11 capable APs are required).

5.4.2.1.2
WLAN Access Network Advertisement

A WLAN network name is provided in WLAN beacon signal in so-called SSID (Service Set ID) information element. There is also the possibility for a WLAN UE to actively solicit support for specific SSIDs by sending a probe request message and receive a reply if the access point does support the solicited SSID. Active and passing scanning are defined in IEEE 802.11 [21].

A WLAN AN may indicate that it provides 3G interworking without the involvement of any other network than the WLAN AN.
The above requirement may be met through explicit EAP-based procedures or through the generic Preferred SSID list procedures - for example Preferred SSID lists could include SSID formats defined by operators for the above purposes.
For the case of EAP based procedures, WLAN should be able to indicate which PLMNs explicitly support IMS Emergency Call service (via service specific realms).
NOTE:
The definition of the service specific realm for IMS emergence calls is FFS.
5.4.2.1.3
I-WLAN Access Network Selection

For purpose of selecting the preferred I-WLAN AN the WLAN UE may contain lists of I-WLAN identities' preferences. One list will contain the SSIDs preferred by the Home Network operator and one list contains the SSID's preferred by the user.
The Operator's preferred SSID list would be populated, for example, with the SSIDs commonly used by major hotspot operators with whom the Home Operator has a direct or indirect (through VPLMN in a roaming case) relationship.
There are two modes in network selection, i.e. Manual mode and automatic mode.

Manual mode
In the manual mode, the WLAN UE shall try to find all available SSIDs through passive scanning and/or active scanning (when it is supported).
Once a list of all available SSIDs has been obtained, it shall be possible for the WLAN UE to obtain a list of all available PLMNs from each SSID. When a list of PLMNs has been obtained from all SSIDs it shall present them to the user to select one. The WLAN UE shall then associate with the SSID that supports the PLMN that is selected by the user.
Automatic Mode
In the automatic mode the procedure is as follows:

0.
The WLAN UE scans for all available SSID using passive scan and/or active scans. If the WLAN UE contains the I-WLAN identities' preference lists, the scan should be done in the order of these lists. It is not required to continue the scanning after the highest priority SSID is found.

1.
Start association and perform Network Discovery. When there is more than one available SSID and the WLAN UE contains I-WLAN identities' preference lists, the association shall be done in the order of these lists.
1a)
If authentication to HPLMN succeeds (i.e. EAP-Success is received), then stop this procedure.

1b)
If Network Advertisement information [20] is received (i.e. EAP-Identity/Request is received), then store the list and start again step 1.


Repeat step1 for all available SSIDs. If the scanning in step 0 was stopped due to the discovery of the highest priority SSID, but the HPLMN has not been found (e.g. because the SSID list is not updated or the selected SSID was a fake one), then the user should go back to step 0 and scan for all remaining SSIDs.


Note that if an AP supporting HPLMN is found in the middle of the procedure, step 1a, then step 1 is stopped and association with the remaining available APs will not take place.

2.
Use the lists of 'User Controlled PLMN Selector list for I-WLAN' and 'Operator Controlled PLMN Selector list for I-WLAN' and the lists from step 1b) to select the best matching PLMN. Note that the 'User Controlled PLMN Selector list for I-WLAN' has higher priority than the 'Operator Controlled PLMN Selector list for I-WLAN'. Then select the I-WLAN AN that supports the best match PLMN. If more than one I-WLAN AN supports the best matched PLMN, the I-WLAN AN having the highest priority SSID is selected, if 'I-WLAN identities' preference lists are available.

3.
Associate with the AP selected in step 2 and attempt authentication with the best match PLMN. A WLAN AN may indicate that it provides 3G interworking without the involvement of any other network than the WLAN AN.
If such an indication is provided by the WLAN AN and if the WLAN UE supports the indication, then the WLAN UE shall use it at SSID selection as defined in TS 24.234 [9].

The above requirement may be met through explicit EAP-based procedures or through the generic 'I-WLAN identities' preference lists procedures - for example I-WLAN identities preference lists could include SSID formats defined by operators for the above purposes.
NOTE: These selection procedures may have to be modified for the IMS Emergency Call case.
5.4.2.2
Case of other WLANs

Other Access Network Technologies are not described in this TS but not excluded.

5.4.3
PLMN Advertisement and Selection

5.4.3.1
General

The following principles shall be used in PLMN Advertisement and Selection:

-
This procedure takes place after association with an AP

-
The user shall be able to select the Visited Network

-
Use the NAI for routing of AAA messages.

-
Have low latency and overhead.

-
Use existing EAP mechanisms, if possible.

-
Be extensible to permit advertisement of WLAN characteristics other than the PLMNIDs of roaming partners.

5.4.3.2
Network Advertisement

Network advertisement information enumerates the roaming partners and associated NAI realms. This information shall be provided to the WLAN UE when the WLAN is unable to route an authentication request from the WLAN UE based on the initial NAI (e.g. when the WLAN AN receives a NAI with an unknown realm) and when the WLAN UE explicitly requests Network advertisement information. The network advertisement information is returned from the first hop AAA functionality. The first hop AAA functionality may be located either in the WLAN AN or in the PLMN in case no AAA functionality is in the WLAN AN. The provisioning of this AAA functionality is an implementation issue and does not put new requirements on 3GPP AAA Proxy/Server. Details on the usage and coding of Network advertisement information are included in TS 24.234 [9]. In order to support IMS Emergency Call service, this information shall contain an indicator showing those PLMNs that support IMS Emergency Call service.
5.4.3.3
Network Selection

The automatic and manual mode PLMN selection procedures are defined in TS 22.234 [25]. The detailed procedure in case of IEEE 802.11 WLAN is described in 5.4.2.

The WLAN UE shall indicate its home network through the use of an initial NAI. The realm part of this initial NAI shall be derived from the IMSI, as described in section 5.3.3. Optionally, if there is preference for a roaming network, the initial NAI then takes the form of a Roaming NAI, as described in section 5.3.4; e.g., for optimizing user access experience in re-access case, the WLAN UE may include information of preferred roaming network from previous successful authentication while it is associated to the same AP. For IMS Emergency Call case, NAI shall be decorated as described in 5.3.X.
For the manual selection case allowed by some operator, initial NAI can include the roaming network decided by the user, e.g. using a preferred PLMN list stored in the UICC.
If the WLAN AN is able to route authentication request based on the initial NAI, then no special processing for network advertisement/selection is needed.

If the WLAN AN is unable to route authentication request from WLAN UE based on the initial NAI, the WLAN AN shall deliver the network advertisement information to the WLAN UE. The WLAN UE processes this information according to its internal roaming preference policies or prompts the user to select a VPLMN preference. It uses the result to determine how to construct a new NAI indicating the selected VPLMN, according to Section 5.4.2.

After the network advertisement information is delivered and VPLMN selection is performed, the WLAN UE attempts to authenticate with the new NAI determined in the prior step.

The WLAN AN shall use the NAI to route the AAA traffic to the appropriate VPLMN AAA Proxy.

5.5
Authentication methods

Authentication methods are discussed in TS 33.234 [14].

5.6
Service Authorization Principles for WLAN 3GPP IP Access
The home network decides whether visited service is allowed or not based on e.g. W-APN, the user subscription information, visited network capabilities and roaming agreement.
5.6.1
Accessing Home Network provided services

The following functionality and requirements have been identified:

-
It shall be possible to support multiple service authorizations after successful authentication.
-
The Service authorisation procedure should, as far as possible, be independent from WLAN Access authentication and authorisation.
-
The routing policy applied at WLAN Access Authentication and Authorisation may include policy determining whether the user has IP connectivity to the PDGs used for access to external IP networks.
-
It shall be possible to permit access to different services simultaneously.

-
It shall be possible to provide IP related configuration parameters to the WLAN UE during or after successful service authorisation. These configuration parameters may include e.g. the WLAN UE's remote IP address and addresses of DHCP and DNS servers in the HPLMN.
-
Service authorization information shall be protected.
-
The Access Point Name (APN) concept defined in TS 23.003 [5] shall be used for WLAN interworking authorization (namely W-APN). In a service authorization procedure:
-
W-APN selection and authorization is an end-to-end procedure between the WLAN UE and the HPLMN (the service authorization decision is made by the 3GPP AAA Server based on the requested W-APN and subscription information retrieved from the HSS/HLR, which includes e.g. the subscribed W-APNs).

-
The WLAN UE shall use W-APN to indicate to the network the service or set of services it wants to access.

-
The PDG selection shall be performed under control of the 3GPP Home Network by means of answers to DNS queries for the requested W-APN. The selection is based on the requested W-APN and user subscription information. The WLAN UE shall choose an IP address of the PDG, if there is more than one PDG address in the answer to the DNS queries.


The mechanism to select the PDG by the home network is out of scope of this specification, since it depends on the operator's preference.
-
The PDG needs to know the authorized W-APN to select the external network, i.e. Wi interface.

For the case of IMS Emergency Calls, there shall be W-APN indicating the IMS Emergency Call service. No subscription is needed to access this service. 

5.6.2
Accessing Visited Network provided services

When accessing visited network provided services, additional principles below apply:

-
In order for the WLAN UE to be able to use W-APNs in the VPLMN, the 3GPP AAA Server needs to pass to the 3GPP AAA Proxy the authorized W-APN and service related information which is required by the Visited Network to perform the service.
-
The W-APN needs to be understood by both the Home and the Visited Networks.
-
The V-PDG selection is shall be under control of the 3GPP Visited Network by means of answers to DNS query for the requested W-APN. The selection is based on the authorized W-APN and service related information. The WLAN UE shall choose the IP address of the PDG if there is more than one PDG address in the answer to DNS query.


The mechanism to select the V-PDG by the Visited Network is out of scope of this specification, since it depends on the operator's preference.
-
The selected PDG in the Visited Network needs to know the authorized W-APN to select the external network, i.e. Wi interface.

-
It shall be possible to provide IP related configuration parameters to the WLAN UE during or after successful service authorisation. These configuration parameters may include e.g. the WLAN UE's remote IP address and addresses of DHCP and DNS servers in the VPLMN.
In the roaming case, IMS Emergency Calls shall be accessed in the VPLMN.
5.6.3
External IP Network selection

The WLAN UE can connect to different External IP networks, such as the Internet, an operator's IP network or a corporate IP network. The user may indicate a preferred IP network with a requested WLAN Access Point Name (W-APN). The Requested W-APN may also indicate a point of interconnection to the external IP network (i.e. PDG).

A W-APN is indicated by the WLAN UE in the tunnel establishment procedure between the WLAN UE and a PDG. It is then forwarded to the 3GPP AAA server/proxy in the same network as the PDG.
5.7
IP Connectivity for WLAN 3GPP IP Access
5.7.1
Principles

The WLAN UE initiates the establishment of tunnels and is involved in packet encapsulation/decapsulation. The tunnel shall reside between the WLAN UE and the PDG. In the non roaming case, the PDG shall reside in the Home PLMN; in the roaming case, the PDG may reside either in the Home or in the Visited PLMN (both cases shall be supported).

 The following steps are performed at tunnel establishment:

1.
W-APN resolution and discovery of the tunnel endpoint (PDG) IP-address is performed using the procedures described in clause 7.9.

2.
Tunnel establishment, including mutual authentication, shall occur between the WLAN UE and the PDG.

NOTE 1:
Filtering attributes may be needed in order to enable the WLAN to enforce that the WLAN UE tunnels all traffic as required. Filtering attributes may be transmitted from 3GPP AAA Server to WLAN over the Wa reference point. The WLAN Access Network sets up appropriate packet filters.

NOTE 2:
The PDG is described in section 6.

The tunnel establishment is not coupled to WLAN access authentication/authorisation. The WLAN UE may establish several tunnels in order to access several external IP networks simultaneously. The external IP network selection is performed as part of the establishment of each tunnel.
Editor's note:
Routing towards the Home PLMN in the Visited PLMN, as well as its impacts on the WLAN AN, are for further study.

5.7.2
Tunnelling Requirements

The requirements that a WLAN UE-Initiated tunnelling protocol should meet are:

-
Minimal requirements to the underlying IP connectivity network, i.e. WLAN UE initiated tunnelling and tunnel establishment signalling can be deployed on top of generic IP connectivity networks

-
Minimal impacts to the WLAN Access Network

-
Establishment of trusted relationships (e.g. mutual authentication for both tunnel end-points) shall be possible
-
Tunnel IP configuration of the WLAN UE may be obtained from/through the remote tunnel endpoint
-
Set up secure tunnels between WLAN UE and remote tunnel endpoint. Especially support encryption and integrity protection during tunnel establishment and while transporting user data packets, if enabled.
-
Remote IP address (inner IP):
-
The transport of IPv4 packets shall be supported
-
The transport of IPv6 packets shall be supported (e.g. in order to support IPv6 services like IMS)
-
Local IP address (outer IP):

-
The tunnel protocol shall be able to support IPv4 and IPv6 transport addresses

-
The tunnel protocol shall support private WLAN UE's local IP addresses, which are non-routable in the public Internet.
-
The protocol should be fully specified and 3GPP should define its usage to enable multi-vendor inter-operability.
5.7.3
IMS support over I-WLAN

IMS over I-WLAN in this release is supported without charging correlation and QoS support, i.e. SBLP for I-WLAN is not supported.
See Annex G about alternatives of implementing these functions for IMS over I-WLAN.
IMS Emergency Calls over I-WLAN shall be supported in this release.
##### END of change #2  #####
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