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*** Start of changes  ***
4.2.3
User Registration to Interworking Service

Participation in GAA-LAP interworking requires the IdP in ID-FF and ID-WSF to get knowledge of some persistent subscriber-specific data. Most LAP-specific data may be stored persistently in the IdP (c.f. clause 4.3). However, two kinds of persistent data need to be stored in the GBA environment:

-
persistent user identity used at the IdP (UID, e.g. IMPU or IdP/AS-specific pseudonym) unless anonymous user access is desired (c.f. clause 4.3.1), and

-
data which should be under control of the operator, e.g. access rights to IdP/NAFs or authorization flags.

This data is not provided to the IdP/NAF by the data elements transferred in the minimum case over the Ua and Zn reference points. Thus addition persistent user-specific data is necessary. The GUSS in the HSS shall be used to store and transfer this additional persistent user-specific data. 
Conceptually the user registration to GAA-LAP interworking may be subdivided into two parts:

-
registration with general LAP usage at some IdP, and

-
registration with the GAA-LAP interworking service at that IdP
This distinction facilitates the deployment of GAA-LAP interworking in case the user has an ongoing contract with some LAP IdP or a preference for a certain LAP circle of trust.

4.2.3.1
Registration with Operator

Participation in GAA-LAP interworking may be initiated by different procedures:

-
Each user explicitly subscribes to GAA-LAP interworking. This may be accompanied by provisioning of user-specific and/or user selected data in the HSS, IdP/NAF, or AS.

-
Each subscriber being able to use GBA is automatically provided with access to GAA-LAP interworking. This requires either to provide each subscriber on start of subscription with interworking-specific data (at least a UID, e.g. IMPU or IdP/AS-specific pseudonym in USS), or alternatively to only use data for interworking which is existing for the subscriber anyhow (e.g. IMPI).

For provisioning of interworking specific data stored with the operator see clause 4.2.4. To allow clear separation of data, LAP-specific data used in LAP environment only should not be stored in HSS with the operator.

4.2.3.2
Registration with IdP

The registration to participate in LAP federation in general may be independent of the usage of the interworking service. Thus also all data used only within LAP framework is more suited to be provisioned and stored with the IdP that is taking care of all federation and further LAP tasks anyway.

If registration with IdP is not bound by organisational means to registration with the operator, then the user has to indicate to IdP the GBA-related identity (IMPI or UID) which shall be the root of authentication for LAP. In addition the user has to prove to the IdP that he is entitled to use the GBA-related identity. This is best accomplished by using a GBA-authenticated communication for the registration procedure at IdP also, as this proves the legitimate use by the current user of the GBA-related identity provided to IdP/NAF via the Zn reference point. In case the USS transferred to IdP/NAF contains multiple public user identities, the user may indicate which identity (or identities) shall be used for LAP authentication.

4.2.4
Provisioning of User Data for Interworking Service

Provisioning of user data at the (mobile) operator may be done in different ways. A general view of data stored in GUSS is given in clause 4.4.

*** Next change  ***
4.2.4.2
Service based on pre-provisioned interworking data

Each subscriber may be pre-provisioned with GAA-LAP interworking specific data on start of (mobile or IMS) subscription. This requires that for each subscriber at least one USS for the GAA-LAP interworking service is created.

This USS contains at least a persistent identity (UID) for use by the IdP. This shall be a public user identity, e.g. an IMPU, either generally used by the subscriber, or used specifically as a pseudonym for interworking with LAP.

In case authorization flags are specified for the interworking service, these may be set to some default values. These may depend on data available at time of subscription, e.g. type prepaid or postpaid.

If NAF groups are deployed by the operator, appropriate data elements have to be added to USS.
*** Next change  ***
4.3.3
SSO scenario: ID-FF with <AuthnResponse> transfer

In this scenario the UE is not LAP aware. All protocol elements are taken from within ID Federation Framework [7] and complemented by the GAA-specific details from [2]. 

1)
The UE contacts the SP to gain access to a service provided by the SP by sending an HTTP Request. 

2)
On receipt of the HTTP request from UE, the SP obtains the identity provider and sends a redirect HTTP Response with <AuthnRequest> to UE. The means by which the identity provider address is obtained is implementation-dependent and up to the service provider.

3)
The UE in turn contacts the IdP under the URL given in the Location header field and the UE must access the NAF/IdP URL with an HTTP Request with <lib:AuthnRequest> information [12].


The UE shall indicate to the NAF/IdP that GBA-based authentication is supported by adding a constant string  to the "User-Agent" HTTP header as a product token as specified in IETF RFC 2616 [12]. This constant string shall be set according to step 2 of clause 5.3 of TS 33.222 [2]. 

If a bootstrapped security association between UE and IdP exists, then UE and IdP/NAF share the keys to protect reference point Ua and  the UE possesses all necessary data to perform HTTP Digest Authentication from previous messages. In this case step 3 is combined with the request in step 5, and step 4 is omitted.

4)
As the IdP is collocated with the NAF, the HTTP Digest authentication is conducted in the accordance to 3GPP TS 33.222 [2] and a HTTP response with Unauthorized status and WWW-Authenticate header field is sent to the UE. The method and details of this authentication are defined by TS 33.222 [2] and not in [7].


If the UE does not contain a valid bootstrapping session or the freshness of the key material is not sufficient for the IdP, then the UE will execute a new bootstrapping procedure with the BSF. This is transparent to the SP.

5)
The UE returns the Authorization data, using the B-TID as a username and the Ks_(ext/int)_NAF as password to the IdP.  The UE may include further LAP related user data.


If the IdP is collocated with the NAF, then this happens as outlined in TS 33.222 [2]. The USS might contain Liberty specific information.

6)
The <lib:AuthnRequest> is processed. The IdP responds with an <lib:AuthnResponse> in the HTTP Response redirect URL [12]. The IdP may include further LAP-related data.

7)
The UE contacts the SP again using this URL and HTTP Request with <lib:AuthnResponse>.

8)
The SP answers with a HTTP Response.
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Figure 4.3-1: Message flow for SSO with <AuthnResponse> and usage of GBA

NOTE 1:
As the IdP is collocated with the NAF i.e. Ua is chosen for authentication as outlined in TS 33.222 [2], then each request over Ua is authenticated by itself, as each request carries the full Authorization Header. There is no difference between first request and follow-up requests. 

NOTE 2:
LAP ID-FF specification [7] defines also a POST-based communication between UE and IdP besides a GET-based request with a query string. This is in conformance with TS33.222 [2], as there only a HTTP request is specified without any explicit method stated.

Editor’s Note:
It has to be clarified with TS 24.109 [4], if the POST method violates the stage 3 specification, as TS 24.109 specifies GET requests explicitly for Ua communication according to [2].

Editor’s note: 
Definition if LAP re-authentication within key lifetime is satisfied by standard Ua procedure (liveliness of user, e.g. digest provided with every http request over Ua in case of 33.222) or a bootstrapping renegotiation indication to UE (new AKA run) is required. 

4.3.4
SSO scenario: ID-FF with artifact transfer

This scenario is similar to the scenario given in clause 4.3.3, with the extension that the service provider is able to contact the IdP directly. 

The IdP must support an additional interface to SP, to allow the SP retrieval of the authentication assertion. This interface is not completely separated from GBA, as this authentication information may include GBA related information, e.g. user identity, pseudonym and further information from GUSS, restrictions based on GBA, etc. 

Editor’s note: 
Details of further GBA related information relevant to artifact transfer is ffs.

1)
The UE contacts the SP to gain access to a service provided by the SP by sending an HTTP Request. 

2)
On receipt of the HTTP request from UE, the SP obtains the identity provider and sends a redirect HTTP Response with <AuthnRequest> to UE. The means by which the identity provider address is obtained is implementation-dependent and up to the service provider.

3)
The UE in turn contacts the IdP under the URL given in the Location header field and the UE must access the NAF/IdP URL with an HTTP Request with <lib:AuthnRequest> information [12]. 

The UE shall indicate to the NAF/IdP that GBA-based authentication is supported by adding a constant string  to the "User-Agent" HTTP header as a product token as specified in IETF RFC 2616 [12]. This constant string shall be set according to step 2 of clause 5.3 of TS 33.222 [2].
If a bootstrapped security association between UE and IdP/NAF exists, then UE and IdP/NAF share the keys to protect reference point Ua and the UE possesses all necessary data to perform HTTP Digest Authentication from previous messages. In this case step 3 is combined with the request in step 5, and step 4 is omitted.

4)
If the UE is not yet authenticated with the IdP, then the authentication has to take place here, as defined in TS 33.222 [2]. The method and details of this authentication are not defined by Liberty Alliance in [7].  The IdP sends a HTTP response with Unauthorized status to the UE as defined in TS 33.222 [2]. 

If there is no valid NAF specific key material in the NAF, or the freshness of the key material is not to the satisfaction of the NAF or IdP, then the bootstrapping procedure has to be performed as defined in TS33.220 [1]. This is transparent to the SP.

5)
The UE answers with a HTTP GET request with Authorization header field containing as a username the B-TID and as a password the Ks_(ext/int)_NAF. The UE may include further LAP related user data.

The IdP/NAF can request the credentials and related material, if it does not have it stored already. The received USS may contain further Liberty specific information.

6)
The IdP responds with a SAML artifact in the HTTP Response redirect URL [12]. The IdP may include further LAP related data.

7)
The UE contacts the SP again using this URL and HTTP Request with the SAML artifact. 

8)
The SP sends an HTTP Request with the SAML artifact to the IdP. The request contains a <samlp:Request> SOAP Request message to the identity provider’s SOAP endpoint, requesting the assertion by providing the SAML assertion artifact in the < samlp:AssertionArtifact> element as specified in [12]

9)
The IdP can now construct or find the requested assertion and responds with a <samlp:Response> SOAP Response message with the requested <saml:Assertion> or an status code as defined [13]. The IdP sends the authentication assertion that corresponds to the artifact.

10)
The SP processes the SOAP message with the <saml:Assertion> returned in the <samlp:Response>, verifies the signature on the <saml:Assertion> and processes the message as defined in [12] and then answers with a HTTP Response.

The SAML authentication assertion should have a lifetime equal to or less than the B-TID. The assertion should be stored together with the B-TID in the table described in clauses 4.3.1 and 4.3.2.
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Figure 4.3-2: Message flow for SSO with Artifact transfer and usage of GBA

4.3.5
SSO scenario: ID-WSF Authentication Service
In this scenario the UE is LAP enabled, i.e. a LUAD (Liberty enabled User Agent or Device as defined in Liberty ID-WSF Profiles for Liberty enabled User Agents and Devices specification [16]). The protocol elements used are taken from ID–WSF Authentication Service [8], and the interaction of UE with IdP comprises two consecutive protocol runs. The active LUAD client contacts the NAF/IdP first before accessing the service provided by the SP.

1.
The UE authenticates with the Authentication Service (AS) of the IdP and retrieves a security token, which entitles the UE to invoke some services.

2.
The UE invokes the Single-Sign-On Service (SSOS) of the IdP using the security token. In this step the UE receives the authentication assertion (authentication and authorisation information) to be used at the SP.

3.
The UE presents the authentication assertion to the SP acting as a WSP for web service access.

In case the WSP providing the web service to the user is part of the domain of the IdP operator, the LUAD client may also contact the WSP directly with the security token. In this case the SSOS contact may be left out.

Mapping of the three steps to GBA is done in the following way: 
-
The first step is mapped to the communication between user (LUAD) and AS as specified within LAP [8]. The authentication protocol is embedded in the SASL protocol as described in clause 4.2.1.2. The Ub run must be executed by the UE if necessary. This is not based on LAP protocols [6], [7] or [8], but only on GBA protocols [1].

-
The second and third steps are completely as defined in LAP (no connection to GBA). The only dependency on GBA is in the content of the SAML authentication assertion depending partly on GBA results (protocol parameters, e.g. execution time, and user-specific parameters, e.g. taken from USS). 

The following gives a message flow for the SSO scenario of the ID-WSF authentication service with response transfer. This can also applies when the SSOS also offers an ID-WSF authentication service, in which case the SSOS is collocated with the AS. 
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Figure 4.3-3: Message flow for ID-WSF AS and SSO with Response transfer and usage of GBA

1.
The UE contacts the SP to gain access to a service provided by the SP by sending an HTTP request. 

2.
On receipt of the HTTP request from the UE, the SP obtains the AS address and sends a redirect HTTP response to the UE. The HTTP response may or may not contain an <AuthnRequest> header according to the application or deployment model. The means by which the AS’s address is obtained is implementation-dependent.

3.
The UE (LUAD-WSC) sends an HTTP request to the AS. The request contains a soap-bound <SASLRequest> header, where the "mechanism" parameter is filled with a list of one-or-more client-supported SASL mechanism names. 
The UE shall indicate to the NAF/AS that GBA-based authentication is supported by adding a constant string to the "User-Agent" HTTP header as a product token as specified in IETF RFC 2616 [12]. This constant string shall be set according to step 2 of clause 5.3 of TS 33.222[2]. 
If a bootstrapped security association between UE and NAF/AS exists, then UE and NAF/AS share the keys to protect reference point Ua and the UE may perform a subsequent authentication procedure if the SASL profile allows. In this case step 3 is combined with the request in step 6, and step 4 and step 5 are omitted.

4
The AS sends a HTTP response to the UE. The response contains a soap-bound <SASLResponse> header, where the "serverMechanism" parameter is filled with a selected SASL mechanism name (i.e. DIGEST authentication) from the client-supported SASL mechanism list and in this case the <SASLResponse> header also contains a <digest-challenge> parameter. The method and details of this parameter are compliant to RFC2831.

5
If the UE does not contain a valid bootstrapping session or the freshness of the key material is not sufficient for the AS, then the UE will execute a new bootstrapping procedure with the BSF and obtain a shared key Ks_(ext/int)_NAF. This is transparent to the SP.

6
The UE re-sends a HTTP request to the AS. The request contains a soap-bound <SASLRequest> header, where the "mechanism" parameter is filled with the returned SASL mechanism in step 4 and in this case the <SASLRequest> header also contains a <digest-response> parameter, where the authorization data is computed using the B-TID as a username and the Ks_(ext/int)_NAF as the password. The method and details of this parameter are compliant to RFC2831. The UE may include further LAP related user data.

7
As the AS is collocated with the NAF, the AS requests Ks_(ext/int)_NAF and other materials from the BSF using the Zn interface if they are not available yet. 

8
The AS processes the <digest-response> parameter in the <SASLRequest> header. Then the AS responds with a soap-bound <SASLResponse> header in the HTTP Response. The <SASLResponse> header contains an ID-WSF EPR (EndpointReference) parameter which refers to the SSOS instance and the Service type URI is set according to [8] to identify the ID-WSF SSOS. The <SASLResponse> header also contains some necessary credentials for the UE to invoke the SSOS. The AS may include further LAP-related data.

9
The UE sends a HTTP request to the SSOS. The request contains a soap-bound <samlp2: AuthnRequest> header, where the ProtocolBinding attribute is set according to [8] to identify the SAML protocol binding to be used .The request also contains a <wsse:security> header which includes the returned credentials in step 8.The UE may have to construct the <samlp2: AuthnRequest> header by itself if it does not receive such a header in step 2 according to the application or deployment model. 

10
The <samlp2: AuthnRequest> is processed. The SSOS responds with an <samlp2: Response> header in the HTTP Response redirect URL [12]. The <samlp2: Response> header contains a <saml2:Assertion> parameter . The SSOS may include further LAP-related data.

11
The UE contacts the SP again using this URL and HTTP Request with <samlp2: Response >.

12
The SP answers with a HTTP Response.

NOTE:
If the IdP is co-hosted with the BSF, then the first step could be mapped to Ub reference point of GBA [4]. The second step could be mapped to Ua interface of GBA.

Despite having this formal analogy of executing two consecutive protocol runs required by both protocol worlds, it seems that a simple mapping is not possible. The syntax and semantic of the information elements transferred between GBA and LAP protocols differ substantially. This is one of the reasons, why clause 4.2.2 above states that , the ID-WSF IdP/BSF co-hosting scenario will not be elaborated further in this document. 

4.4
Use of GUSS / USS in Support of ID-FF and ID-WSF

ID-FF and ID-WSF frameworks have the need for additional information elements not existent in basic GBA. These elements may be stored in HSS GUSS to ease MNO administration work. As stated in clause 1, this document describes interworking of GAA and LAP framework with changes to both as small as possible. 

In consequence, the MNO part, and more precisely HSS GUSS, should only store data relevant for interworking. This corresponds well with the requirement that data in HSS should be quite static in nature, and that GUSS is only fetched by BSF on occasion of a Ub bootstrapping run, but not on every communication with a NAF. 

The difference in interworking of GAA with ID-FF and ID-WSF is not reflected within GUSS which is defined to contain security settings. The deployment of ID-FF and ID-WSF is mainly characterised by use of different LAP protocol suites only, not by the use of difference security mechanisms.

All data used within LAP environment only is outside the scope of this document and as such assumed to be stored within LAP network elements or accessible from there. This applies e.g. to LAP Id-SIS [23] profiles or access rights in DS. On the other hand, this document does not preclude that e.g. user self-administration of her data at IdP is secured by GBA or by LAP SSO based on GBA.

A basic requirement for identity federation between GAA and LAP is a user identity commonly known to GAA and LAP. From a GAA point of view, this may be the IMPI of the user, an IMPU, or any other public user identity. If the IMPI is used for interworking then this does not require the usage of GUSS, as the BSF may be configured by local policy to send the IMPI to NAF, which is known to the BSF from Ub bootstrapping run. Any other UID must always be transferred to IdP using USS.

4.4.1
GAA-LAP Interworking Service

Interworking of GAA and LAP is a service offered by some NAF in the framework of GAA. USSs for this service are marked with the GAA Service Identifier (GSID) for this service.

NOTE:
At the time being there is only one type of interworking service defined. Thus the GSID (GAA Service Identifier) for GAA-LAP interworking is the same as the GAA Service Type Code as defined in clause 4.4.2.

4.4.2
GAA-LAP Interworking USS

The following text profiles the definition of USS attributes as given in [5]:

-
The value of the attribute "id" in the element "uss" is the service identifier (GSID) given in clause 4.4.1.

-
The value of attribute "type" in the element "uss" is the GAA service type code for GAA-LAP interworking service as defined in [5].

Editor’s note:
A GAA Service Type Code for GAA-LAP interworking is to be defined in TS 29.109 [5].

-
The value of attribute "nafGroup" in the element "uss" is an operator internal group designator for a NAF group the USS is valid for. This attribute may be used by the operator to enforce distinction between different IdPs or circles of trust within LAP.

-
Values of the element "uid" are user’s public authentication identities from the HSS. These may be IMPUs or any other public user identities by which the user is known to the IdP.

-
Values of element "flag" are not defined for GAA-LAP interworking service.

Editor’s note:
It is ffs, if also authorization flags for this service type are necessary according to TS 29.109 [5]. A specification would require definition of authorization realms for interworking usage.

4.5 
Liberty Alliance Authentication Context and GBA

The authentication context needs to contain information to describe that GBA was used for trust establishment and to describe how GAA/GBA was used e.g. Username / password in HTTPS. In addition the strength of the GBA authentication and the security of key storage in UE have to be taken into account (c.f. TS33.220 [1]: GBA_ME, GBA_U, or 2G GBA).  The Liberty authentication context specification is based on [15].

Editor’s note:
It is ffs. how to proceed in the future if 3GPP will specify GBA versions/extensions for standardisation bodies outside 3GPP, e.g. ETSI TISPAN, 3GPP2 or CableLabs. There should be a NOTE introduced here if these are specified within 3GPP specifications or if this is completely left to the other standardisation bodies.

The Liberty Alliance Authentication Context for GBA is defined in Annex A of TS 29.109 [5].

*** Next change  ***

A.1
HTTPS deployment

Liberty Alliance recommends the use of a security protocol for all communications between UE and network elements. Section 4.5 of the Liberty ID-WSF Authentication Service Specification and Single Sign-On Service [8] recommends TLS with server certificates for server authentication. Thus, in the scope of this Annex, HTTPS is defined as the security protocol. All statements about TLS deployment and relevant security checks in TS 33.222 [2] apply.

The Liberty ID-WSF Authentication Service Specification and Single Sign-On Service [8] requires all service providers offering ID-WSF authentication services to support at least the security mechanism "urn:liberty:security:2003-08:TLS:null". This LAP security mechanism is specified in [6] and requires server authentication with X.509v3 certificates. The requirement is fulfilled by the deployment of TS 33.222 [2]. As no message authentication is needed from a GBA-LAP interworking point of view, this LAP security mechanism is also sufficient in the context of this annex.

The TLS profile according to TS 33.222 [2] applies.

NOTE:
The Liberty ID-WSF Authentication Service Specification and Single Sign-On Service [8] requires the support of TLS extensions as specified in RFC 3546 [22], while TS 33.222 [2] only mandates to support a subset from RFC 3546 [22], i.e. the "server name" extension. This is an additional requirement beyond this annex, but it does not constitute any contradiction to it. 
*** End of changes  ***
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