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*** start of changes ***

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

B-TID
Bootstrapping Transaction Identifier

BM-SC
Broadcast-Multicast Service Centre

BSF
Bootstrapping Server Function

DCF
DRM Content Format

DRM
Digital Rights Management

EXT
Extension payload

FDT
FLUTE File Delivery Table

FLUTE
File delivery over Unidirectional Transport

GBA
Generic Bootstrapping Architecture

GBA_ME
ME-based GBA

GBA_U
GBA with UICC-based enhancements

IDi
Identity of the initiator

IDr
Identity of the responder

Ks_ext_NAF
Derived key in GBA_U

Ks_int_NAF
Derived key in GBA_U, which remains on UICC

Ks_NAF
Derived key in GBA_ME of 3G GBA or in 2G GBA
MAC
Message authentication code

MBMS
Multimedia Broadcast/Multicast Service

MGV-F
MBMS key Generation and Validation Function

MGV-S
MBMS key Generation and Validation Storage
MIKEY
Multimedia Internet Keying

MKI
Master Key identifier

MRK
MBMS Request Key

MSK
MBMS Service Key



MTK
MBMS Traffic Key

MUK
MBMS User Key



NAF
Network Application Function

OMA
Open Mobile Alliance

ROC
Roll-Over Counter

SP
Security Policy

SRTP
Secure RTP

*** next change ***

6.4.5.2
MSK Verification message structure
If the BM-SC expects a response to the MSK-transport message (i.e., the V-bit in the MIKEY common header is equal to 1), the UE shall send a verification message as a response. The verification message shall be constructed according to section 3.1 of MIKEY, and shall consist of the following fields: HDR || TS || IDr || V, where IDr is the ID of the UE. Note that the MAC included in the verification payload, shall be computed over both the initiator's and the responder's ID as well as the timestamp in addition to be computed over the response message as defined in RFC 3830 [9]. 
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Figure 6.6: The logical structure of the MIKEY Verification message

The verification message shall not be sent as a response to MIKEY messages delivering MTK.

The ME shall send the verification message, when received as result from the MGV-F, to the BM-SC.
*** next change ***

D.3
MTK generation and validation

This procedure is part of the MTK generation and validation function as described in clause 6.5.4 (MTK processing).

The ME receives the MIKEY message (containing Header, Time stamp, Key Domain ID, MSK ID, MTK ID = SEQp,  an encrypted MTK||Salt (if salt is available) and MAC). After performing some validity checks, the ME sends the whole message to the UICC. The UICC computes the MGV-F function as described in clause 6.5. (Validation and key derivation functions in MGV-F). After successful MGV-F procedure the UICC returns the MTK.
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Figure D.3: MTK Generation and Validation

*** end of changes ***
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