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Work Item Description

Title
Protection against SMS and MMS spam
Is this Work Item a "Study Item"? (Yes / No):  YES
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3GPP Work Area

	
	Radio Access

	
	Core Network

	X
	Services


2

Linked work items

The proposed work item is complementary to but not dependent on the following work: SS7 security Gateway (TCAPsec) [3GPP WID 32034] and Enhanced User Control in Messaging [OMA W0113], Client Side Content Screening [OMA W0102], Categorization Based Content Screening [OMA W0105]. 
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Justification

This document proposes to develop some technical measures to better control the problem of mobile spam. By mobile spam, we mean unsolicited messages received by mobile equipments. This proposal considers two types of unsolicited messages: SMS and MMS. Other types of messaging are taken into account as well, e.g. IMS messaging. Spamming is a well known problem in the fixed internet world where on a daily basis junk messages clog users’ email boxes. Spamming is bad from an internet service provider (ISP) point of view because it annoys customers, abuses network resources and ISPs hosting a spammer risk being blacklisted by other ISPs. ISPs are today struggling to find a solution to efficiently control and limit the problem. The issues are basically the same in the mobile world but, in addition, mobile operators can suffer a direct financial loss if spam is used by fraudsters to lure customers to call premium rate numbers or to download pieces of malware.

We consider in this proposal the following scenarios where a customer may wish to stop receiving unsolicited messages as depicted in Figure 1. The impacted customer may be on the home network or roaming abroad.
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Figure 1.  Unsolicited messages can have many different origins. A customer can annoy another one by sending SMS or MMS traffic. A content provider can use SMS or MMS to undertake mass advertising. A network element can start spamming customers because of a configuration or software fault. In the figure SMSC refers to SMS-SC and MMSC refers to MMS R/S. 
4

Objective

The objective is to study the possibility of designing a number of simple techniques to control the problem of mobile spam by directly involving the customer. Those techniques will allow the customer to decide whether or not a message should be considered as spam. The techniques will work equally if a customer is on the home network or roaming abroad.
The work is carried out in co-ordination with OMA.  
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Service Aspects

The proposed work item will allow mobile network operators to provide anti-spam services to their customers. Furthermore, anti-spam services will give customers more confidence in using existing and future services based on SMS and MMS messages such as content services. 
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MMI-Aspects

A number of functions may result to help consumers flagging and managing spam messages. Such functions could include for example but are not limited to the following list.

a. MSISDN whitelisting. The mobile detects a spam message if the MSISDN (or email in case of MMS) of the party who submitted the message does not match a number in a list specified by the mobile user. This function may suit for example users who are keen to restrict receiving messages from only their phone book contact.  

b. MSISDN blacklisting. The mobile detects a spam message if the MSISDN (or email in case of MMS) of the party who submitted the message matches a number in a list specified by the mobile user. This measure may suit users who do not want to receive messages from a particular person.

c. Message filtering based on keywords. The mobile detects spam messages based on a number of keywords defined by the mobile user. A message is identified as being spam if the message subject and/or content contains one or several keywords. This measure may be suitable for parents who do not want their children to receive adult content.

d. Message filtering based on type of message. The mobile detects the type of the message (SMS message class and MMS attachment type) and filters the message based on the allowed message types specified by the user.

e. Junk message folder. The mobile stores the detected spam message in a specific folder. The goal of this folder is to separate the messages the user finds useful from the ones detected as being spam. The user should be able to specify how long messages should be kept in the junk folder in order to spare the mobile memory. This measure is useful to avoid discarding messages that may have been wrongly detected as spam.

f. Querying mobile user. The mobile either performs the actions related to the detection and storage of spam message automatically or queries the mobile user for every newly detected spam message or every newly detected spamming MSISDN (or email in case of MMS). This measure is useful for customers to gain confidence in the spam detection functions.

g. Identification of spam messages. Upon detecting a new spam message, the user could specify if a new message submitted by the same MSISDN (or email in case of MMS) should be identified as a spam. The user could also specify that every message from this source should be considered as spam. Alternatively, the user may want to receive a maximum of one message every x days from that source and every other message should be considered as spam.
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Charging Aspects

The proposed work item techniques will facilitate suppressing spam without creating a hidden charge for the customer.
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Security Aspects

The proposed work item will improve the consumer protection against spam.
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Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	X
	X
	
	X
	

	No
	
	
	X
	
	

	Don't know
	
	
	
	
	X
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Expected Output and Time scale (to be updated at each plenary) 

	New specifications

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	
	
	
	
	
	
	It will be decided during the study how to document the findings of the study.

	
	
	
	
	
	
	

	Affected existing specifications

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments
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Work item rapporteur(s)
Eric Gauthier, Orange SA (eric.gauthier@orange.ch)
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Work item leadership

SA3.
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Supporting Companies

3

Axalto

Gemplus

Orange
Rogers Wireless

TeliaSonera
T-Mobile
Vodafone
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Classification of the WI (if known)

	X
	Study Item (no further information required)

	
	Feature (go to 14a)

	
	Building Block (go to 14b)

	
	Work Task (go to 14c)




