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Abstract of document:

This technical specification covers the security mechanisms and procedures necessary to protect TCAP user messages which are sent between different security domains. It is part of the Network Domain Security work (NDS/TCAPsec) and has evolved from the MAPsec work (NDS/MAP). The security specification work has been based on TS 33.200 MAPsec security V6.2.0 but was applied to a security gateway architecture.

TS 33.204 contains the stage-2 specification. The CT4 Technical Report on feasibility of the implementation will be presented to CT#31 for approval. The stage 3 work is carried out by CT4, and will result in a separate specification which will also be presented to CT#31 for information.

It should be noted that Annex D of TS 33.204 contains a copy of the Annex C of TS 33.200 on TCAP handshake. TSG SA WG3 has agreed that TS 33.200 will not be upgraded to Rel-7 when TS 33.204 is approved in Rel-7. This clarifies the reason for inclusion of the TCAP handshake Annex within TS 33.204.

Changes since last presentation to TSG SA WG 3 Meeting #41:

The technical changes include
· Inclusion of more fine grained policy handling per TCAPuser application part.

· Addition of migration scenarios from CT4 Technical Report TR 29.800.
· Clarifying more exactly how protection mechanism relates to TCAP message structure and segmentation in alignment with TR 29.800.
· Clarifying the relationship with TCAP handshake.
Outstanding Issues:

There may still be technical impacts due to alignment with CT4 work.

Contentious Issues:

None
