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**** Next modified section ****
3.1
Definitions

For the purposes of the present document, the terms and definitions defined in TR 21.905 [30] and the following apply:

Available SSID: An SSID that the WLAN UE has found after active and/or passive scanning which meets certain conditions as specified in IEEE 802.11 [19].

3GPP - WLAN Interworking: Used generically to refer to interworking between the 3GPP system and the WLAN family of standards. Annex B includes examples of WLAN Radio Network Technologies.

External IP Network/External Packet Data Network: An IP or Packet Data network with access provided by the 3GPP – WLAN Interworking, rather than directly from the WLAN AN.

Home WLAN: A WLAN which interworks with the HPLMN without using a VPLMN.

Interworking WLAN (I-WLAN): A WLAN that interworks with a 3GPP system.
I-WLAN selection: Procedure to select a specific I-WLAN from the available I-WLANs.
Local Service Identifier: An identifier used within the 3GPP system for a service available directly from the I-WLAN, for example Internet access or access to a specific corporate network.

Offline charging: Mechanism for collecting and forwarding charging information concerning I‑WLAN and core network resource usage without affecting the service rendered in real-time.
Online charging: Mechanism for collecting and forwarding charging information concerning I‑WLAN and core network resource usage where the service may be affected in real-time.

Policy Enforcement: Functionality implemented in a WAG to ensure packets coming from or going to the WLAN AN are allowed based on unencrypted data within the packets. (e.g. source and destination IP address and port number).
Private network access from WLAN 3GPP IP Access: UE access to an external IP network via a PLMN via a tunnel. This is one of the WLAN 3GPP IP access. While the WLAN 3GPP IP access only performs user authentication and authorization with 3GPP AAA server, this access performs authentication and authorization with external server via PDG in addition to the authentication and authorization with 3GPP AAA server.
PS based services: General term to refer to the services provided by a PLMN using the IP bearer capability between a WLAN UEs and the PLMN when WLAN 3GPP IP Access is used. Examples include bearer services such as Internet access, and Corporate IP network access and higher level services such as SMS and LCS.

Requested W-APN: The W-APN requested by the user.

Routing Enforcement: Routing Enforcement ensures all packets sent to/from the WLAN UE for 3G PS based service are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case). Routing Enforcement is implemented between a WLAN AN and a WAG.
Selected W-APN: The W-APN selected by the network as a result of the WLAN -UE subscriber request.
Service Authorization: Authorization allowing a subscriber to access the requested service based on subscription.

Tunnel Identifier: Identifier of a tunnel between a WLAN UE and a PDG. It is contained in the unencrypted part of a packet.

User Identifier: Identifier of a user which may be used, for example, in charging functionality.
WLAN Access Point Name (W-APN): Is used to identify a specific IP network and a point of interconnection to that network (Packet Data Gateway).
WLAN 3GPP IP Access: Access to an IP network via a PLMN via a tunnel. A related term is WLAN Direct IP Access.

WLAN coverage: The area where a WLAN UE can connect to a WLAN.

WLAN Direct IP Access: Access to an IP network directly from a WLAN AN without passing data to a PLMN via a tunnel. A related term is WLAN 3GPP IP Access.

WLAN UE's local IP address: The address used to deliver a packet to a WLAN UE in a WLAN AN. It identifies the WLAN UE in the WLAN AN. The WLAN UE's local IP address may be translated by a Network Address Translation prior to being received by any other IP network, including a PLMN.

WLAN UE's remote IP address: The address used by the data packet encapsulated inside the WLAN UE to PDG tunnel. It represents the address of the WLAN UE in the network which the WLAN UE is accessing via the PDG.
External AAA Server: The AAA Server is located in the external packet data networks. The PDG interworks with the Exteranl AAA Server via the Wi reference point.
**** Next modified section ****
6.2.1
WLAN UE

A WLAN UE is the User Equipment using a UICC card utilized by a 3GPP subscriber to access the WLAN AN for 3GPP interworking purpose. The WLAN UE may be capable of WLAN access only, or it may be capable of both WLAN and 3GPP radio access. Some WLAN UE's may be capable of simultaneous access to both WLAN and 3GPP radio access. A WLAN UE may include terminal types whose configuration (e.g. interface to a UICC), operation and software environment are not under the exclusive control of the 3GPP system operator, such as a laptop computer or PDA with a WLAN card, UICC card reader and suitable software applications.

The WLAN UE functions include:

-
Associating to an I-WLAN.

-
WLAN access authentication based on EAP methods.

-
Selection of a suitable VPLMN in the roaming case.

-
Building an appropriate NAI.

-
Obtain a local IP address. If the WLAN UE is intended for use with WLAN ANs supporting IPv4 only as well as with WLAN ANs supporting IPv6 only, it shall be equipped with a dual IP stack.

For WLAN 3GPP IP Access enabled WLAN UE:

-
Building an appropriate W-APN to be used for External IP network selection.

-
Request the resolution of a W-APN to a PDG address.

-
If IPv4 and IPv6 addresses are returned during the resolution process, the WLAN UE shall select the address that has the same format as its own local IP address (IPv4 or IPv6).

-
Establish a secure tunnel to a PDG.

-
Obtain a remote IP address.

-
Accessing services provided in the operators PS domain.

-
Allowing users to select the type of network access, i.e. WLAN 3GPP IP Access or WLAN Direct IP Access.
-
Ability to indicate whether multiple authentication is needed or not in the tunnel establishment procedure. This function is only required in case that the specified W-APN requires the authentication and authorization with the External AAA Server. Details on the multiple authentications are specified in draft-eronen-ipsec-ikev2-multiple-auth-00 [XX].
**** Next modified section ****
6.2.6
Packet Data Gateway

The Packet Data Gateway applies to a WLAN 3GPP IP Access enabled system.

3GPP PS based services are accessed via a Packet Data Gateway. 3GPP PS based services may be accessed via a Packet Data Gateway in the user's Home Network or a PDG in the selected VPLMN. The process of authorisation and service selection (e.g. W-APN selection) and subscription checking determines whether a service shall be provided by the home network or by the visited network. The resolution of the IP address of the Packet Data Gateway providing access to the selected service will be performed in the PLMN functioning as the home network (in the VPLMN or HPLMN). If the PDG is intended to support connections from WLAN UEs using IPv4 and IPv6 local addresses, it shall be equipped with a dual IP stack.
Successful activation of a selected service results in:

-
Determination of the Packet Data Gateway IP address used by the WLAN UE;

-
Allocation of a WLAN UE's remote IP address to the WLAN UE (if one is not already allocated);

-
Registration of the WLAN UE's local IP address with the Packet Data Gateway and binding of this address with the WLAN UE's remote IP address.

The Packet Data Gateway:

-
Contains routeing information for WLAN-3G connected users;

-
Routes the packet data received from/sent to the PDN to/from the WLAN-3G connected user;

-
Performs address translation and mapping;

-
Performs de-capsulation and encapsulation;

-
accepts or rejects the requested W-APN according to the decision made by the 3GPP AAA Server;

-
Allows allocation of the WLAN UE's remote IP address;

-
Relays the WLAN UE's remote IP address allocated by an external IP network to the WLAN UE, when external IP network address allocation is used.
-
Performs registration of the WLAN UE's local IP address and binding of this address with the WLAN UE's remote IP address;

-
Provides procedures for unbinding a WLAN UE's local IP address with the WLAN UE's remote IP address;

-
Provides procedures for authentication and prevention of hijacking (i.e. ensuring the validity of the WLAN UE initiating any binding of the WLAN UE's local IP address with the WLAN UE's remote IP address, unbinding etc.)

-
May filter out unauthorised or unsolicited traffic with packet filtering functions. All types of message screening are left to the operators' control, e.g. by use of Internet firewalls.

-
Delivers the mapping of a user identifier and a tunnel identifier to the AAA Proxy.
-
Generates charging information related to user data traffic for offline and online charging purposes.

-
May apply IP flow based bearer level charging (TS 32.251 [13], TS 23.125 [15]), e.g. in order to differentiate or suppress WLAN bearer charging for 3GPP PS based services.
-
In case the PDG has the interface with the PDN which requires the authentication and authorization with the External AAA Server, then the PDG shall negotiate with the WLAN UE whether "Multiple authentication Exchanges in IKEv2" is supported or not. If both WLAN UE and PDG support this function and WLAN UE requests multiple authentications with the External AAA Server, then next authentication and authorization with the External AAA Server is performed after the successful authentication and autorisation with the 3GPP AAA Server. Details on the multiple authentications are specified in draft-eronen-ipsec-ikev2-multiple-auth-00 [XX]. Whether or not multiple authentications and authorizations are required is configured on a W-APN basis in the PDG.
Annex F describes how PDG functionality can be provided by re-using existing unmodified GGSN functionality.
**** Next modified section ****
7.4 Cancelling WLAN Registration
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Figure 7.5: Cancellation of WLAN Registration Procedure

1.
The 3GPP subscribers WLAN subscription is cancelled in HSS.

2.
HSS cancels subscribers WLAN registration in the 3GPP AAA Server by Wx reference point procedure "Cancel WLAN Registration". In the messages subscriber is identified by his permanent identity.

3.
If the subscriber's WLAN access connection still exists, Wa reference point procedure "Session Abort" procedure is executed towards WLAN.

4.
If the radio connection still exists, WLAN disconnects the radio interface connection by WLAN technology specific mechanisms.
5.
If the subscriber's tunnel connection with one or several PDG(s) exists, the 3GPP AAA Server/Proxy informs the PDG(s) over the Wm reference point, to remove the tunnel related information and resource.
6.
If accounting has been started in the External AAA Server, then the PDG initiates "Accounting Stop" procedure to the External AAA Server.

7.
The filters, which were deployed to WAG for the tunnel(s) during the tunnel establishment, are removed.
**** Next modified section ****
7.5
Disconnecting a Subscriber by WLAN
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Figure 7.6: WLAN initiated disconnection procedure

1.
WLAN detects that a Session related to a WLAN UE should be terminated towards the 3GPP AAA Server, e.g. when the WLAN UE has disappeared from WLAN coverage.

2.
WLAN initiates Wa Session Termination procedure towards 3GPP AAA Server.
3.
If the subscriber has a tunnel connection with one or more PDGs, and the 3GPP AAA Server/Proxy needs to remove the connections, it informs the PDG(s) over the Wm reference point to remove the tunnel related information and resource.
4.
If accounting has been started in the External AAA Server, then the PDG initiates "Accounting Stop" procedure to the External AAA Server.

5.
The filters, which were deployed to WAG for the tunnel(s) during the tunnel establishment, are removed.
6.
In case when the 3GPP AAA Server decides to remove the WLAN UEs state from the 3GPP AAA Server, the 3GPP AAA Server notifies HSS using Wx procedure "Purge" that the WLAN registration in the 3GPP AAA Server has been cancelled. HSS removes the state related to that 3GPP AAA Server, e.g., the address of the serving 3GPP AAA Server for the identified subscriber.

**** Next modified section ****
7.6.1
The OCS initiated WLAN AN access disconnection
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Figure 7.7: The OCS initiated WLAN AN access disconnection procedure

This section applies to the case when an online charged user runs out of credit and is totally disconnected from WLAN.

1.
A subscriber is online charged by 3GPP AAA Server for WLAN access.

2.
The OCS (Online Charging System) denies credit request from the 3GPP AAA Server for WLAN access. The possibly already retrieved online credit runs out.

3.
To disconnect the subscriber's connection, Wa reference point procedure "Session Abort" procedure is executed towards the WLAN AN.

4.
The WLAN AN disconnects the radio interface connection by WLAN technology specific mechanisms.

5.
If the subscriber's tunnel connection with one or several PDG(s) exists, the 3GPP AAA Server/Proxy informs the PDG(s) over the Wm reference point, to remove the tunnel related information and resource.
6.
If accounting has been started in the External AAA Server, then the PDG initiates "Accounting Stop" procedure to the External AAA Server.

7.
If filters were deployed to WAG for the tunnel(s) during the tunnel establishment, then they are removed.
8.
If no Wx "Purge" procedure was already initiated in step 3, then the 3GPP AAA Server notifies HSS that WLAN registration in the 3GPP AAA Server has been cancelled, by means of Wx procedure "Purge"
**** Next modified section ****
7.9
W-APN resolution and Tunnel establishment

This information flow presents the generic message exchange necessary in order to resolve the selected W-APN and establish a WLAN UE-Initiated tunnel for WLAN 3GPP IP Access purposes.

As a prerequisite of these procedures it is necessary to perform the following:

1.
Allocation of the WLAN UE's local IP address and optionally WLAN Access Authentication and Authorisation which may depend on the home operator policy as well as the policy of the provider of the WLAN Access Network.
NOTE:
The authentication and authorization for WLAN Direct IP access and ＷLAN 3GPP IP access may be performed independently according to the home operator's policy. (For example, the WLAN Access Authentication and Authorisation procedure can be skipped when the home operator allows).


[image: image7.emf]WLAN UE

WLAN AN WAG

3GPP AAA

Server/Proxy

Visited PDG

3GPP AAA

Server

Home PDG

1. WLAN UE local IP address allocation and optionally  WLAN Access Authentication and Authorization

2. W-APN resolution and tunnel establishment to PDG in Visited PLMN

2.1 DNS query:

2.2 End-to-end tunnel establishment

2.3 Retrieving

Authentication

and

Authorization

data

2.5 Tunnel packet flow filter exchange

3. W-APN resolution and tunnel establishment to PDG in Home PLMN

3.1 DNS query:

3.2 End-to-end tunnel establishment

3.5 Tunnel packet flow filter exchange

External AAA

Server

3.3 Retrieving

Authentication

and

Authorization

data

2.4 Next

Authentication and

Authorization if

needed

3.4 Next

Authentication and

Authorization if

needed



Figure 7.10: Example message flow to WLAN UE-Initiated tunnel establishment

When the user decides that he wants to access a service, the WLAN UE selects the W-APN network ID associated to the service requested by the user.
A detailed description of the W-APN resolution and the WLAN UE-Initiated Tunnel Establishment is given below.

2.
Depending on internal configuration, the WLAN UE initiates W-APN resolution and tunnel establishment with a PDG in VPLMN.

NOTE:
The configuration of the WLAN UE regarding W-APNs can be controlled by e.g. USIM Application Toolkit-based mechanisms.

2.1
WLAN UE constructs an FQDN using the W-APN Network Identifier and VPLMN ID as the Operator Identifier and performs a DNS query to resolve it. The DNS response will contain one or more IP addresses of equivalent PDGs that support the requested W-APN in the VPLMN according to standard DNS procedures.
If the VPLMN does not support the W-APN, then the DNS query returns a negative response. In this case, the WLAN UE continues with step 3.

2.2
The WLAN UE selects a PDG from the list received in step 2.1. If the DNS response contains IPv4 and IPv6 addresses, the WLAN UE has to select an address that has the same format as its own local IP address. If a PDG is finally selected, the establishment of an end-to-end tunnel is performed between the WLAN UE and this PDG. The WLAN UE shall include the W-APN and the user identity in the initial tunnel establishment request.

2.3
During the tunnel establishment, the PDG contacts the 3GPP AAA Server in the HPLMN via the 3GPP AAA Proxy for authorization of the WLAN UE for the W-APN being requested by the WLAN UE and to retrieve the information required for the mutual authentication part of the tunnel establishment. As a result of successful mutual authentication the 3GPP AAA Server registers itself at the HSS (WLAN registration procedure). This action may be omitted, if the 3GPP AAA Server is already registered at the HSS.
The 3GPP AAA Server shall be able to check that the user requesting the tunnel establishment has been already successfully WLAN Access Authorized. Based on operator policy it shall be possible to turn this check on and off. The check may be based on the user's subscription data, e.g. the user's subscribed services. If the check is not successful, the tunnel establishment request is rejected. 
If the WLAN UE is not allowed to use a visited-PDG to access the given W-APN, the 3GPP AAA Server shall send a rejection message to the PDG and then the tunnel establishment shall be rejected by the PDG. The 3GPP AAA Server shall provide PDG with the subscribed Charging Characteristics or W-APN Charging Characteristics.
If it is not possible to establish the tunnel with any of the PDGs received from step2.1, or the tunnel establishment failure reason is that the WLAN UE is not allowed to use a visited-PDG to access the given W-APN, then the WLAN UE continues with step 3.
2.4
If the specified W-APN requires the next authenticatin and authorization with the External AAA Server, the PDG initiates the next authenticatin and authorization with the External AAA Server after the successful authentication and autorisation in step 2.3. The Accounting start message is sent to the External AAA Server if the specified W-APN requires.
2.5
During the tunnel establishment procedure, the PDG and the WAG exchange information via the 3GPP AAA Proxy in order to establish a filtering policy to allow the forwarding of tunnelled packets to the PDG. The 3GPP AAA Proxy requests the WAG to apply filtering policy based on information obtained from the PDG. The 3GPP AAA Proxy decides which filtering policy could be applied by the WAG according to local information (e.g. based on number of users, WAG capabilities, roaming agreement policy, etc).

3.
Depending on internal configuration, or due to the failure of step 2.1 or 2.3, the WLAN UE initiates W-APN resolution and tunnel establishment with a PDG in HPLMN.
3.1
WLAN UE constructs an FQDN using W-APN Network Identifier and the HPLMN ID as the Operator Identifier, and performs a DNS query to resolve it. The DNS response will contain one or more IP addresses of equivalent PDGs that support the requested W-APN in the HPLMN according to standard DNS procedures.
3.2
The WLAN UE selects a PDG from the list received in step 3.1. If the DNS response contains IPv4 and IPv6 addresses, the WLAN UE has to select an address that has the same format as its own local IP address. If a PDG is finally selected, establishment of an end-to-end tunnel is performed between the WLAN UE and this PDG. The WLAN UE shall include the W-APN and the user identity in the initial tunnel establishment request.

3.3
During the tunnel establishment, the PDG contacts the 3GPP AAA Server in the HPLMN for authorization of the WLAN UE for the W-APN being requested by the WLAN UE and to retrieve the information required for the mutual authentication part of tunnel establishment. As a result of successful mutual authentication the 3GPP AAA Server registers itself at the HSS (WLAN registration procedure). This action may be omitted, if the 3GPP AAA Server is already registered at the HSS. The 3GPP AAA Server shall be able to check that the user requesting the tunnel establishment has been already WLAN Access Authorized. Based on operator policy it shall be possible to turn this check on and off. The check may be based on the user's subscription data, e.g. the user's subscribed services. If the check is not successful, the tunnel establishment request is rejected. 
If the WLAN UE is not allowed to use a Home PDG to access the given W-APN according to his subscription, the 3GPP AAA Server shall send a rejection message to the PDG and then the tunnel establishment shall be rejected by the Home PDG. The 3GPP AAA Server shall provide the PDG with the WLAN UE's remote IP address, received from the HSS, when static remote IP address allocation is used. The 3GPP AAA Server shall provide PDG with the subscribed Charging Characteristics or W-APN Charging Characteristics.

3.4
If the specified W-APN requires the next authenticatin and authorization with the External AAA Server, the PDG initiates the next authenticatin and authorization with the External AAA Server after the successful authentication and autorisation in step 3.3. The Accounting start message is sent to the External AAA Server if the specified W-APN requires.
3.5
During the tunnel establishment, the PDG and the WAG exchange information via the 3GPP AAA Server and 3GPP AAA Proxy in order to establish a filtering policy to allow the forwarding of tunnelled packets to the PDG. The 3GPP AAA Server requests to the WAG to apply filtering policy based on information obtained from the PDG. The 3GPP AAA Server decides which filtering policy could be applied by the WAG according to local information (e.g. based on number of user, WAG capabilities, roaming agreement policy, etc). The applied filtering policy is communicated to the Home-PDG.

**** Next modified section ****
7.10.1
WLAN UE initiated tunnel disconnection
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Figure 7.12: WLAN UE initiated tunnel disconnection

1.
The WLAN UE determine to release the tunnel, e.g. due to the normal service termination operation.

2.
The WLAN UE send a Release tunnel request to the PDG.

3.
Upon receiving the Release tunnel request, the PDG sends a Release acknowledgement to the WLAN UE, releases the resources and the associated control information of the tunnel, and sends a Tunnel disconnection report to the 3GPP AAA Server.

4.
Upon receiving the Release acknowledgement, the WLAN UE releases the resources and the control information of the tunnel.
5.
If accounting has been started in the External AAA Server, then the PDG initiates "Accounting Stop" procedure to the External AAA Server.

6.
Upon receiving the Tunnel disconnection report, the 3GPP AAA Server updates the related service information and/or status of the subscriber; and removes the filtering policy related to the disconnected tunnel from WAG if necessary.
**** Next modified section ****
7.10.2
The network initiated tunnel disconnection
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Figure 7.13: The network initiated tunnel disconnection

1.
The PDG determines to release the tunnel, e.g. due to timeout of the tunnel connection or a request from the 3GPP AAA Server, or due to a network initiated normal service termination or a service termination resulting from network operator intervention.

2.
The PDG sends a Release tunnel request to the WLAN UE.

3.
Upon receiving the Release tunnel request, the WLAN UE releases the resources and the associated control information of the tunnel, and sends the Release acknowledgement to the PDG.
4.
Upon receiving the release acknowledgement, the PDG releases the resources, the associated control information of the tunnel, and the related service authorization information; and sends a Tunnel disconnection report to the 3GPP AAA Server.

5.
If accounting has been started in the External AAA Server, then the PDG initiates "Accounting Stop" procedure to the External AAA Server.

6.
Upon receiving the Tunnel disconnection report, the 3GPP AAA Server updates the related service information and/or status of the subscriber; and removes the filtering policy related to the disconnected tunnel from WAG if necessary.



**** First added section ****
7.X
Disconnecting a Subscriber by the External AAA Server
7.X.1
The External AAA Server initiated tunnel disconnection
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Figure 7.X: The External AAA Server initiated tunnel disconnection procedure

This section applies to the case when the tunnel disconnection is initiated by the External AAA Server.
1.
Some IP applications, for example, the authorization of usage of the W-APN expired, could need to interwork with the PDG to terminate a particular session. For this purpose, the External AAA Server may initiate the tunnel disconnection.
2.
The PDG disconnects the tunnels using the network initiated tunnel disconnection procedure (clause 7.10.2). 
3
If all tunnels of the subscriber have been disconnected in the previous step then the 3GPP AAA Server may decide to totally disconnect the subscriber by performing "Session Abort" towards the WLAN AN (i.e. step 3 and 4 of clause 7.6.1).

4.
If the subscriber is disconnected from the WLAN AN in step 3 and no Wx "Purge" procedure was already initiated, then the 3GPP AAA Server notifies HSS that WLAN registration in the 3GPP AAA Server has been cancelled, by means of Wx procedure "Purge".
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