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Work Item Description

Title

HTTPS connection between a UICC and a NAF

1

3GPP Work Area

	
	Radio Access

	X
	Core Network

	X
	Services


2

Linked work items

GAA and Support for subscriber certificates
3

Justification

TS 33.222 describes how the access over HTTP can be secured using TLS in the Generic Authentication Architecture. An application residing on a UICC may advantageously use such a mechanism to secure its communication with a Network Application Function (NAF). Due to time constraint, this scenario was not fully covered in release 6. However, SA has agreed upon the working assumption that the HTTPS connection between a UICC-based application and a NAF should be an option for TS 33.222.

This option enables network operators to leverage on their GAA investments to broaden the range of GBA-based services. In fact, the UICC offers a tamper resistant platform that may host a wide range of applications, which may require secure connection with the network. GAA/HTTPS, with few adaptations can provide this secure bridge between the UICC and the network. The network operators issuing GBA_U aware UICCs should have the possibility to maximize the benefit from the GBA_U security features for the different services.
4

Objective

The main objective of this work item is to define how the GBA_U internal key (i.e. Ks_int_NAF) should be used by an UICC-based application and a GBA_U capable NAF to establish an HTTPS connection. This feature is a candidate for R7 early implementation.

5

Service Aspects

Yes, This feature allows the operator to provide a wide range of UICC-based applications using HTTPS to secure its communication with the network e.g. secure content management, banking applications…
6

MMI-Aspects


None Identified

7

Charging Aspects


None

8

Security Aspects


Yes, this is a security Work Item

9
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	X
	
	
	X
	

	No
	
	
	X
	
	

	Don't know
	
	X
	
	
	X
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Expected Output and Time scale (to be updated at each plenary) 

	New specifications

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TR 33.9xx
	Early implementation of HTTPS for UICC-based applications 
	SA3
	
	SA #29
	SA #30
	The purpose of this TR is to help implementers identify which parts of the specifications are relevant to the work item and how they should be handled when early implementation is performed. The intention is not to add any new requirements for the ME and to ensure backwards compatibility.

	
	
	
	
	
	
	

	Affected existing specifications

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	TS 33.222
	
	HTTPS connection between a UICC-based application and a NAF
	SA#29
	- Ks_int_NAF support

	TS 24.109
	
	HTTPS connection between a UICC-based application and a NAF
	CT#29
	- Ks_int_NAF support

	
	
	Other specifications may be identified as work progresses
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Work item rapporteur(s)

Axalto, Jacques Seif  (JSeif@axalto.com);

Gemplus, Mireille Pauliac (mireille.pauliac@gemplus.com);
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Work item leadership

SA3

13

Supporting Companies

Axalto, Gemplus, Orange, T-Mobile, Oberthur, Giesecke&Devrient, 3.

14

Classification of the WI (if known)

	X
	Feature (go to 14a)

	
	Building Block (go to 14b)

	
	Work Task (go to 14c)


Note that this is a partial continuation of the Rel-6 WI "GAA and subscriber certificates".

