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********** FIRST MODIFIED SECTION **********

6.2.1
WLAN UE

A WLAN UE is the UE (equipped with UICC card including (U)SIM) utilized by a 3GPP subscriber to access the WLAN network for 3GPP interworking purpose. A WLAN UE may include terminal types whose configuration (e.g. interface to a UICC), operation and software environment are not under the exclusive control of the 3GPP system operator, such as a laptop computer or PDA with a WLAN card, UICC card reader and suitable software applications.

The WLAN UE functions include:

-
Associating to an I-WLAN.

-
WLAN access authentication based on EAP methods.

-
Selection of a suitable VPLMN in the roaming case.

-
Building an appropriate NAI.

-
Obtain a local IP address. If the WLAN UE is intended for use with WLAN ANs supporting IPv4 only as well as with WLAN ANs supporting IPv6 only, it shall be equipped with a dual IP stack.
-
Building an appropriate W-APN to be used in scenario 3.

-
Request the resolution of a W-APN in scenario 3 to a PDG address.
-
If IPv4 and IPv6 addresses are returned during the resolution process, the WLAN UE shall select the address that has the same format as its own local IP address (IPv4 or IPv6).
-
Establish a secure tunnel in scenario 3 to a PDG.

-
Obtain a remote IP address to be used in scenario 3.

-
Accessing services provided in the operators PS domain.

-
Allowing users to select the type of network access, i.e.between direct access to external IP networks from the WLAN AN and network access through PLMN.

********** NEXT MODIFIED SECTION **********

6.2.6
Packet Data Gateway

The Packet Data Gateway applies to scenario-3.
3GPP PS based services (Scenario 3) are accessed via a Packet Data Gateway. 3GPP PS based services may be accessed via a Packet Data Gateway in the user's Home Network or a PDG in the selected VPLMN. The process of authorisation and service selection (e.g. W-APN selection) and subscription checking determines whether a service shall be provided by the home network or by the visited network. The resolution of the IP address of the Packet Data Gateway providing access to the selected service will be performed in the PLMN functioning as the home network (in the VPLMN or HPLMN). If the PDG is intended to support connections from WLAN UEs using IPv4 and IPv6 local addresses, it shall be equipped with a dual IP stack.
Successful activation of a selected service results in:

-
Determination of the Packet Data Gateway IP address used by the WLAN UE;

-
Allocation of a WLAN UE's remote IP address to the WLAN UE (if one is not already allocated);

-
Registration of the WLAN UE's local IP address with the Packet Data Gateway and binding of this address with the WLAN UE's remote IP address.

The Packet Data Gateway:

-
Contains routeing information for WLAN-3G connected users;

-
Routes the packet data received from/sent to the PDN to/from the WLAN-3G connected user;

-
Performs address translation and mapping;

-
Performs de-capsulation and encapsulation;

-
accepts or rejects the requested W-APN according to the decision made by the 3GPP AAA Server;

-
redirects the tunnel establishment request towards another PDG if this is indicated to be done by the 3GPP AAA Server

Allows allocation of the WLAN UE's remote IP address;

-
Relays the WLAN UE's remote IP address allocated by an external IP network to the WLAN UE, when external IP network address allocation is used.
-
Performs registration of the WLAN UE's local IP address and binding of this address with the WLAN UE's remote IP address;

-
Provides procedures for unbinding a WLAN UE's local IP address with the WLAN UE's remote IP address;

-
Provides procedures for authentication and prevention of hijacking (i.e. ensuring the validity of the WLAN UE initiating any binding of the WLAN UE's local IP address with the WLAN UE's remote IP address, unbinding etc.)

-
May filter out unauthorised or unsolicited traffic with packet filtering functions. All types of message screening are left to the operators' control, e.g. by use of Internet firewalls.

-
Generates per user charging information.
-
Generates charging information related to user data traffic for offline and online charging purposes.

-
May apply IP flow based bearer level charging [13], e.g. in order to differentiate or suppress WLAN bearer charging for 3GPP PS based services.

-
Performs the functions of Service-based Local Policy Enforcement Point (controls the quality of service that is provided to a set of IP flow as defined by a packet classifier, control admission based on policy that is applied to the IP bearers associated with the flow, and configuration of the packet handling and "gating" functionality in the user plane.)

-
Communicates with Policy Decision Function (PDF) to allow service-based local policy and QoS inter-working information to be "pushed" by the PDF or to be requested by the PDG. This communication also provides information to support the following functions in the PDG:

-
Control of Diffserv inter-working;

-
Control of RSVP admission control and inter-working;

-
Control of "gating" function in PDG;

-
WLAN bearer authorization;
-
QoS charging related function.

********** NEXT MODIFIED SECTION **********

7.9
W-APN resolution and Tunnel establishment

This information flow presents the generic message exchange necessary in order to resolve the selected W-APN and establish a WLAN UE-Initiated tunnel for Scenario 3 purposes.

As a prerequisite of these procedures it is necessary to perform the following:

1.
WLAN Access Authentication and Authorisation and provisioning of the WLAN UE's local IP address

[image: image1.wmf]2) W

-

APN resolution and tunnel establishment to PDG in VPLMN

3) W

-

APN resolution and tunnel establishment to PDG in HPLMN

1) WLAN Access Authentication and Authorization and WLAN UE 

loca

l IP address allocation

2.1) DNS Query:

2.4) Tunnel packet 

flow filter exchange

3.1) DNS Query:

3.4) Tunnel packet flow filter exchange

3.2) End

-

to

-

end tunnel establishment

2.3) Retrieving 

authentication and 

authorization data

3.3) Retrieving 

authentication and 

authorization data

-

-

3.1) DNS Query:

-

-

2.3) Retrieving 

authentication and 

authorization data

3.3) Retrieving 

authentication and 

authorization data

UE

WLAN AN

WAG

3GPP H

-

PDG 

inVPLMN

PDG 

in HPLMN

3GPP V

-

AAA 

proxy/server

UE

WLAN AN

WAG

3GPP

-

AAA 

server

Visited PDG 

Home PDG 

3GPP

AAA 

proxy/server

2.2) End

-

to

-

end tunnel establishment

2.2) End

-

to

-

end tunnel establishment

2.1) DNS Query:

2.4) Tunnel packet 

flow filter exchange

2) W

APN resolution and tunnel establishment to PDG in Visited PLMN

3) W

APN resolution and tunnel establishment to PDG in Home PLMN

3.2) End

to

end tunnel establishment

1) WLAN Access Authentication and Authorization and WLAN UE 

loca

l IP address allocation

3.4)    Tunnel

packet        flow           filter        exchange

2) W

-

APN resolution and tunnel establishment to PDG in VPLMN

3) W

-

APN resolution and tunnel establishment to PDG in HPLMN

1) WLAN Access Authentication and Authorization and WLAN UE 

loca

l IP address allocation

2.1) DNS Query:

2.4) Tunnel packet 

flow filter exchange

3.1) DNS Query:

3.4) Tunnel packet flow filter exchange

3.2) End

-

to

-

end tunnel establishment

2.3) Retrieving 

authentication and 

authorization data

3.3) Retrieving 

authentication and 

authorization data

-

-

3.1) DNS Query:

-

-

2.3) Retrieving 

authentication and 

authorization data

3.3) Retrieving 

authentication and 

authorization data

UE

WLAN AN

WAG

3GPP H

-

PDG 

inVPLMN

PDG 

in HPLMN

3GPP V

-

AAA 

proxy/server

UE

WLAN AN

WAG

3GPP

-

AAA 

server

Visited PDG 

Home PDG 

3GPP

AAA 

proxy/server

2.2) End

-

to

-

end tunnel establishment

2.2) End

-

to

-

end tunnel establishment

2.1) DNS Query:

2.4) Tunnel packet 

flow filter exchange

2) W

APN resolution and tunnel establishment to PDG in Visited PLMN

3) W

APN resolution and tunnel establishment to PDG in Home PLMN

3.2) End

to

end tunnel establishment

1) WLAN Access Authentication and Authorization and WLAN UE 

loca

l IP address allocation

3.4)    Tunnel

packet        flow           filter        exchange


Figure 7.10: Example message flow to WLAN UE-Initiated tunnel establishment

When the user decides that he wants to access a service, the WLAN UE selects the W-APN network ID associated to the service requested by the user.
A detailed description of the W-APN resolution and the WLAN UE-Initiated Tunnel Establishment is given below.

2.
Depending on internal configuration, the WLAN UE initiates W-APN resolution and tunnel establishment with a PDG in VPLMN.

Note:
The configuration of the WLAN UE regarding W-APNs can be controlled by e.g. USIM Application Toolkit-based mechanisms.

2.1
WLAN UE constructs an FQDN using the W-APN Network Identifier and VPLMN ID as the Operator Identifier and performs a DNS query to resolve it. The DNS response will contain one or more IP addresses of equivalent PDGs that support the requested W-APN in the VPLMN according to standard DNS procedures.
If the VPLMN does not support the W-APN, then the DNS query returns a negative response. In this case, the WLAN UE continues with step 3. 

2.2
The WLAN UE selects a PDG from the list received in step 2.1. If the DNS response contains IPv4 and IPv6 adresses, the WLAN UE has to select an address that has the same format as its own local IP address. If a PDG is finally selected, the establishment of an end-to-end tunnel is performed between the WLAN UE and this PDG. The WLAN UE shall include the W-APN and the user identity in the initial tunnel establishment request.

2.3
During the tunnel establishment, the PDG contacts the 3GPP AAA Server in the HPLMN via the 3GPP AAA proxy for authorization of the WLAN UE and to retrieve the information required for the mutual authentication part of the tunnel establishment.
The 3GPP AAA Server verifies that the user requesting the tunnel establishment has been already successfully WLAN Access Authorized. If not, the tunnel establishment request is rejected. 
If the WLAN UE is not allowed to use a visited-PDG to access the given W-APN, then the tunnel establishment shall be rejected by the PDG. 


If it is not possible to establish the tunnel with any of the PDGs recieved from step 2.1, or the tunnel establishment failure reason is that the WLAN UE is not allowed to use a visited-PDG to access the given W-APN, then the WLAN UE continues with step 3. 
2.4
During the tunnel establishment procedure, the PDG and the WAG exchange information via the 3GPP AAA Proxy in order to establish a filtering policy to allow the forwarding of tunnelled packets to the PDG. The 3GPP AAA Proxy requests the WAG to apply filtering policy based on information obtained from the PDG. The 3GPP AAA Proxy decides which filtering policy could be applied by the WAG according to local information (e.g. based on number of users, WAG capabilities, roaming agreement policy, etc).

3.
Depending on internal configuration, or due to the failure of step 2.1 or 2.3, the WLAN UE initiates W-APN resolution and tunnel establishment with a PDG in HPLMN. 

3.1
WLAN UE constructs an FQDN using W-APN Network Identifier and the HPLMN ID as the Operator Identifier, and performs a DNS query to resolve it. The DNS response will contain one or more IP addresses of equivalent PDGs that support the requested W-APN in the HPLMN according to standard DNS procedures.
3.2
The WLAN UE selects a PDG from the list received in step 3.1. If the DNS response contains IPv4 and IPv6 addresses, the WLAN UE has to select an address that has the same format as its own local IP address. If a PDG is finally selected, establishment of an end-to-end tunnel is performed between the WLAN UE and this PDG. The WLAN UE shall include the W-APN and the user identity in the initial tunnel establishment request.

3.3
During the tunnel establishment, the PDG contacts the 3GPP AAA Server in the HPLMN for authorization of the WLAN UE and to retrieve the information required for the mutual authentication part of tunnel establishment. The 3GPP AAA Server verifies that the user requesting the tunnel establishment has been already WLAN Access Authorized. If not, the tunnel establishment request is rejected. 
If the WLAN UE is not allowed to use a Home PDG to access the given W-APN according to his subscription, then the tunnel establishment shall be rejected by the Home PDG.

3.4
During the tunnel establishment, the PDG and the WAG exchange information via the 3GPP AAA Server and 3GPP AAA Proxy in order to establish a filtering policy to allow the forwarding of tunnelled packets to the PDG. The 3GPP AAA server requests to the WAG to apply filtering policy based on information obtained from the PDG. The 3GPP AAA server decides which filtering policy could be applied by the WAG according to local information (e.g. based on number of user, WAG capabilities, roaming agreement policy, etc). The applied filtering policy is communicated to the Home-PDG.

********** NEXT MODIFIED SECTION **********

7.9.3
Use of DNS

It shall be possible to restrict the propagation of DNS information used for the above mechanism to DNS servers controlled by the PLMNs and to DNS servers available only to authorised 3GPP WLAN UEs (i.e. those WLAN UEs which have successfully connected to a 3GPP Interworking WLAN.)

It shall be possible to configure multiple PDG addresses against a single FQDN in a manner which allows the load to be shared across these PDGs.
It shall be possible to configure IPv4 and IPv6 addresses against a single FQDN and to return these addresses together to the WLAN UE.
Note:
The above shall be achieved by standard DNS mechanisms. The usage of TLD and the DNS query performed by the WLAN UE to resolve the W-APN are left to stage 3. Further details are in [5].
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