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Abstract of document:

SA WG3 is specifying three stage-2 level technical specifications and a technical report. They are:

· TR 33.919 Generic Authentication Architecture (GAA), which will describe in general level how GAA is used.

· TS 33.220 Generic Bootstrapping Architecture (GBA), which describes in stage-2 level detail Ub, Zh, and Zn interfaces.

· TS 33.221 Support for Subscriber Certificates (SSC), which describes the subscriber certificate enrolment (over Ua interface) procedure and the delivery of CA certificate to the UE.

· TS 33.222 Access to Network Application Functions using HTTPS, which describes how the bootstrapped shared secret obtained using GBA or subscriber certificate obtained using SSC, are used for authentication in HTTP based services.

CN1 is specifying one stage-3 level TS 24.xxx, which will specify Ub interface and potentially Ua interface.

CN4 is specifying one stage-3 level TS 29.109, which specifies Zh and Zn interfaces.

It should be noted that in parallel with this work, Presence security is also specified. In particular there is a relation to TS 33.141 Presence Service; Security. However SA3 has come to an agreement that TS 33.141 has higher priority and TS 33.222 is more generic and hence not critical for Release 6. To avoid duplicate work in release 6, the HTTPS TS shall reference the Presence TS when appropriate. Also for future releases, the two Technical Specifications could be restructured when needed.

Changes since last presentation to SA Meeting:

This TS has not been presented to SA plenary before.

Outstanding Issues:

The following issues are open in TS 33.222:

· how to perform Shared key-based mutual authentication between UE and NAF (Section 5.4)

· how to perform Certificate based mutual authentication between UE and NAF (Section 5.5)

· descriptions of interfaces needed in the Authentication Proxy architecture (Section 6.3)

· management related to the UE identity (Section 6.4)

· It is FFS if TLS 1.1 should be specified for use in this document.

· A picture explaining the overall architecture and text supporting the picture should be added.

· requirements on the UE are FFS

· care must be taken that this specification is in line with TS 33.141 on presence security

· The sequence of events in section 5.3 needs to be updated to reflect the initiation of bootstrapping as described in TS 33.220, section 4.3.1.

· TLS needs to be profiled in an appropriate section of this specification.

· bullet 5 in section 5.3 references Annex A in TS 33.220, which is informative.

· SA3 still  needs to decide whether the material in Annex B (co-locating BSF and NAF) should be moved to the main body, or remain in an informative or normative annex, or be deleted.

· Requirements for the Authentication Proxy architecture might be revisited after feasibility of shared-key TLS and terminal configurability have been fully studied.

Contentious Issues:

None.

