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Abstract of document:

This specification describes the Security Architecture for 3GPP WLAN interworking and includes:

1.
The non roaming WLAN Interworking Reference Model

2.
The roaming WLAN Interworking Reference Model, access to HPLMN services

3.
The roaming WLAN Interworking Reference Model, access to VPLMN services

Background information on the IEEE 802 Project, the ETSI/BRANHIPERLAN/2 Security architecture and the IETF Key Generation and EAP Methods is included as an appendix.

Security requirements are then listed, which have been derived from an analysis of a Trust Model and the Assets and Threats from the perspective of a 3GPP Operator, the WLAN User and the WLAN Access Network Provider.  The possible attacks are against these assets are described and requirements identified for:

1.
Signalling and user data protection

2.
User identity privacy

3.
Link layer security 

4.
UE-initiated tunnelling

Next, the specification describes the Security Features that are necessary to counter these attacks, and these include:

1.
Authentication of the subscriber and the network and Security Association Management in scenario 2

2.
User Identity Privacy in WLAN Access in scenario 2

3.
Re-authentication in WLAN Access in scenario 2

4.
Confidentiality and Integrity protection in scenario 2 and 3

5.
Security Association Management for UE-initiated tunnels in scenario 3

Finally, the specification describes the Security Mechanisms necessary to provide these features, specifically:

1.
A USIM-based WLAN access authentication mechanism - EAP/AKA (scenario 2)

2.
A GSM SIM based WLAN access authentication mechanism - EAP/SIM (scenario 2)

3.
A mechanisms for the set up of UE-initiated tunnels (scenario 3)

4.
User traffic and signalling confidentiality and integrity mechanisms (scenario 2 and 3)

5.
Temporary Identity Generation and Key Management (scenario 2)

Changes since last presentation to SA

This is the first presentation to SA for information.

Outstanding Issues:

1.
Devices and Simultaneous access to services: The WLAN-UE, equipped with a UICC (or SIM card), for accessing the WLAN interworking service may be implemented in a number of ways (May be functionally split over several physical devices, that communicate over local interfaces e.g. Bluetooth, IR or serial cable interface) and capable of simultaneous access to both WLAN and 3GPP systems. These alternatives must be carefully studied from a security perspective and the definition of simultaneous access is still to be agreed although SA2 LS (S3-030188) provides some clarification. (March 2004)

2.
WLAN-UE Functional Split: The security implications of WLAN-UE functionality split are for further study. For example, the termination point for EAP-AKA and EAP-SIM may need to be defined to address security concerns.(March 2004)

3.
Visibility and configurability: Further work is needed to specify what the subscriber shall be able to configure and what visiblity the subscriber has of the actual security features that are applied. (March 2004)

4.
Scenario 3 and UE initiated tunnels: The security mechanisms used in context with the IP tunnel in scenario 3 are to be independent of the link layer security in scenario 2 (the independence requirement is not for security reasons). If the solution developed implies significant inefficiencies then this will be reported to SA WG2 for possible revision of this independence requirement. The current working assumption is that: 

-
The WLAN UE and the PDG use IKEv2 to establish IPsec security associations. It is for further study whether Public Key signatures for PDG authentication are needed.

-
EAP-AKA within IKEv2  is used to authenticate WLAN UEs, which contain a USIM.

-
EAP-SIM within IKEv2 is used to authenticate WLAN UEs, which contain a SIM and no USIM.

The following alternatives still under discussion in SA3 are included in the TS as an Annex, which may replace the current working assumption described above, if problems with the working assumption arise. Otherwise, the annex will be removed before the TS is submitted for approval. The above points on the use of IKEv2 are dependent on the analysis of the open issues on legacy VPN clients and key management; in particular, the use of EAP‑AKA and EAP‑SIM will be studied. The alternatives are:

-
IKE with subscriber certificates:  The UE and the PDG use IKEin order to establish IPsec security associations. Public key signature based authentication with certificates, as specified in [rfc2409], is used in order to authenticate the PDG and the UE. 

-
IKEv2 with subscriber certificates: The UE and the PDG use IKEv2 in order to establish IPsec security associations. Public key signature based authentication with certificates is used in order to authenticate the PDG and the UE. 

(March 2004)

Contentious Issues:

Section 4.2.5 raises a number of questions concerning the assumption that 3GPP can treat the WLAN access technology as a “black box” but most WLAN technologies provide only optional link-layer protection of user data. Since the wireless link is likely to be the most vulnerable in the entire system, 3GPP-WLAN interworking should take advantage of the link layer security provided by WLAN technologies. The native link-layer protection can also prevent against certain IP-layer attacks. In order to set the bar for allowed WLAN protocols, it has been suggested that 3GPP should define requirements on link layer security.

1.
What type of link layer security should 3GPP specify?
2.
What are the implications on 3GPP-WLAN interworking if the WLAN control signalling is unprotected? (Currently 802.11 management frames are not protected by 802.11i).

