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Abstract of document:

For 3GPP systems there is a need for truly scalable entity Authentication Framework (AF) since an increasing number of network elements and interfaces are covered by security mechanisms.

The objective is to develop a highly scalable entity authentication framework for 3GPP network nodes. This framework was developed in the context of the Network Domain Security work items, which effectively limits the scope to the control plane entities of the core network. Thus, the Authentication Framework will provide entity authentication for the nodes that are using NDS/IP.

The study specifically show the benefits of applying NDS/AF to the current NDS/IP domain. The consequences and alternatives are presented along with the pro's and con's. In the PKI-based alternative, this study analyzes how operator CA's can be organized and what are the trust relationships between them. Thus, different trust models and their effects were studied. Additionally, high-level requirements are presented for the used protocols and certificate profiles, to make it possible for operator IPsec and PKI implementations to interoperate.

It should be noted that although there is a strong trend towards PKI systems, this feasibility study does not take it as a self-evident approach for NDS/AF. In other words, the non-PKI approach is also to be studied.

Changes since last presentation to TSG SA Meeting #17:

Scalability (section 6.1) has been re-written according to comments received since version 1.0.0. Symmetric key or public key approach (section 6.7.1), the Trust Model (section 6.8.2) and  Summary and conclusions (section 7) have been completed. Details of the major changes are provided in attached revision marked document (33810-101_2.doc).

Outstanding Issues:

None: A WID for development of a corresponding specification based on this feasibility study is also presented to this meeting for approval.

Contentious Issues:

None.

