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4.8
Privacy

Specific local, national, and regional privacy regulations must be complied with, and multiple layers of permissions may be required.

Location information must always be available to the network service provider. 

Means shall be provided for the UE subscriber to control privacy for value added services. 

The user shall be able to change the setting of the Privacy exception list at any time.

Unless required by local regulatory requirements, or overridden by the target UE User, the target UE may be positioned only if allowed in the UE subscription profile.  In general, for valued added location services, the target UE being positioned should be afforded the maximum possible privacy, and should not be positioned unless the positioning attempt is explicitly authorized.  In the absence of specific permission to position the target UE, the target UE should not be positioned.  

It may also be possible for a target UE to authorize positioning attempts after the target UE is notified of a positioning request and the target UE grants permission for positioning This notification condition (notification with privacy verification) shall be specified in the Target UE Subscription Profile. (See the subsequent "target subscriber notification" section of this document for charging and billing aspects.) 

The privacy of an inanimate asset for an embedded target UE may be completely defined by the UE subscriber. 

Additionally, specific privacy exceptions may exist for compliance with mandated location based services (such as for emergency services or lawful intercept) which are required by national or local regulatory requirements. 

For Value Added Services, the following is applicable:

The Target UE Subscriber shall be able to restrict access to the Location Information (permanently or on a per attempt basis). The LCS Client access shall be restricted unless otherwise stated in the Target UE Subscription Profile.  The home network shall have the capability of defining the default circumstances in which the Target UE’s  Location Information is allowed to be provided - as required by various administrations and/or network requirements. 

The privacy check shall be performed in the Home Environment of the target UE subscriber. This makes it possible for operators to ensure the privacy of their own subscribers i.e. the privacy settings that are used for privacy checks are always up to date and as specified by the Home Environment of the target UE subscriber.  It shall be possible for privacy check to take into account Home Environment specific information such as time of day, subscriber location.  It shall be possible to ensure that privacy checks are performed according to the latest information as available in the Home Environment. 

It shall be possible for location services to support conditional positioning.  Under these conditions, an application that is granted conditional positioning authorization must notify and obtain positioning authorization from the user of the target UE prior to performing the positioning process.  Thus the user of the target UE shall be able to accept or reject the positioning attempt.

The default treatment, which is applicable in the absence of a response from the Target UE, shall be specified in the Target UE Subscription Profile.  Thus for some location services the default treatment may be to accept the positioning request, whereas for other location services the default treatment may be to reject the positioning attempt.  

However, considering that in general, users shall be afforded the maximum possible privacy, and shall not be positioned unless the target subscriber authorizes the requesting location application to perform positioning, the default condition shall normally be to deny the positioning attempt.

For PLMN operator services, the target UE subscriber may be able to restrict access to location information used to enhance or support particular types of service. The LCS client access shall be restricted unless stated otherwise in the Target UE subscription profile. The target UE user shall not be notified of any authorized location attempt.

For Emergency Services (where required by local regulatory requirements) Target UEs making an emergency call may be positioned regardless of the privacy attribute value of the subscriber associated with the Target UE (or ME) making the call.

For Lawful Interception Services (where required by local regulatory requirements), target UEs may be positioned under all circumstances required by local regulatory requirements. The target UE user shall not be notified of any location attempt. 

All location requests (LRs) shall be done with a privacy check except for the following:

· LRs relating to lawful interception

· LRs related to emergency calls

· LRs from the serving network related to anonymous tracking for statistical and O&M purposes

· LRs from the home network as requested by the home network operator for its own internal purposes. The home network operator should not use the UE location information, which was obtained from the visited network without privacy checks, for value added services or to forward such location information to any third party (except for the cases of lawful interception or emergency calls).
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