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5.6.1
Mapping of MAPsec-SA encryption algorithm identifiers

The MEA algorithm indication fields in the MAPsec-SA are used to identify the encryption algorithm and algorithm mode to be used. The mapping of algorithm identifiers is defined below.

Table 1: MAP encryption algorithm identifiers

	MAP Encryption Algorithm identifier
	Description

	0
	Null

	1
	AES in counter mode with 128‑bit key length (MANDATORY)

	:
	-not yet assigned-

	15
	-not yet assigned-


5.6.1.1
Description of MEA-1

The MEA-1 algorithm is AES [7] used in counter mode with a 128-bit key and 128-bit counter blocks as described  in clause 6.5 of  FIPS 800-38A Recommendation for Block Cipher Modes of Operation [5]. The initial counter block T1 is initialized with IV. Successive counter blocks Tj (J>1) are derived by applying an incrementing function over the entire block Tj-1 (J>=2) (see Appendix B.1: The standard incrementing function of [5]).

 
5.6.2
Mapping of MAPsec-SA integrity algorithm identifiers

The MIA algorithm indication fields in the MAPsec-SA are used to identify the integrity algorithm and algorithm mode to be used. The mapping of algorithm identifiers is defined below.

Table 2: MAP integrity algorithm identifiers

	MAP Integrity Algorithm identifier
	Description

	0
	Null

	1
	AES in a CBC MAC mode with a 128‑bit key (MANDATORY)

	:
	-not yet assigned-

	15
	-not yet assigned-
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