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Begin of change

9
Security requirements

9.1
Security requirements on User Profile Access management

An application shall be enabled to access User Profile data as long as permission is granted by the User Profile Access Manager.. The User Profile Access Manager shall be able to:

· verify authorised access to the requested parts of the User Profile for a given application and User

· identify the type of access which is requested,

· elaborate the access rights for the request,

· permit dedicated access,

· verify  the granted access and

· deny access requests.

An application has to pass the framework functions prior to initiating the authorisation mechanism of the User Profile Access Manager. 

The type of access is one out of:

· Reading user profile information; in case parts of the User profile is subject for reading it shall unambiguously be identified by the application,

· Adding information to the user profile,

· Modify existing information in the user profile.

The control of access rights are in principle on the users discretion. The user shall have the possibility to allow or restrict the retrieval and presentation of her user related data. The mechanism how a user is able to maintain access rights is for further study.

Whenever an application requires access of user related data, the application shall be forced by the User Profile Access Manager and shall be enabled by the OSA SCS to identify the user before it can use the requested service capabilities.

The network shall guarantee the privacy of the user’s profile data. This shall be possible based upon

a) the already defined authentication/authorisation mechanisms of the Framework

b) and additional information, provided by the application via the OSA SCS, that uniquely identifies the user.
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