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1. Introduction
During real UE testing, two different UE behaviours were observed about the ATTACH REJECT without integrity protection after the secure exchange of NAS message has been established. To ensure the UE implementation is consistent with the clearly stated UE behaviour in the core specification TS 24.301 section 4.4.4.2, it is necessary for RAN5 to define the related test point. Similar test point of checking ATTACH ACCEPT without integrity protection is already captured in the existing test case 9.2.1.1.19.
2. Discussion

[TS 24.301 section 4.4.4.2]
Once the secure exchange of NAS messages has been established, the receiving EMM or ESM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS in the UE shall discard that message. The processing of the SECURITY MODE COMMAND message that has not successfully passed the integrity check is specified in subclause 5.4.3.5. If any NAS signalling message is received as not integrity protected even though the secure exchange of NAS messages has been established by the network, then the NAS shall discard this message.
From the above core specification, we can know that all NAS signalling messages including ATTACH REJECT should be integrity protected after the secure exchange of NAS messages has been established.
Take an example as following, if UE receives a plain ATTACH REJECT with cause #3 and does not discard it as per the core specification: 
[TS 24.301 section 5.5.1.2.5]
The UE shall take the following actions depending on the EMM cause value received in the ATTACH REJECT message.

#3

(Illegal UE);
#6

(Illegal ME); or
#8

(EPS services and non-EPS services not allowed);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and eKSI. The UE shall consider the USIM as invalid for EPS services and non-EPS services until switching off or the UICC containing the USIM is removed. Additionally, the UE shall delete the list of equivalent PLMNs and enter state EMM-DEREGISTERED.

From the above core specification description, we can know that once UE receives the plain ATTACH REJECT with cause #3 and does not discard it, i.e. processes it normally, the UE shall consider the USIM as invalid for EPS services and non-EPS services until switching off or the UICC containing the USIM is removed, this is a serious error for UE and cause very bad user experience. But actually a conformant UE shall discard the plain ATTACH REJECT and performs as usual.
We looked through and double checked all existing NAS related test cases, there is no coverage to check that ATTACH REJECT should be integrity protected after the security exchange of NAS messages. Two different UE implementations about this were observed, to ensure the correct UE implementation, industry certification and ultimate better user experience, it is necessary for RAN5 to define the related test point to check the correct UE behaviour.
3. Proposal
It is proposed to introduce the new test point by using the following way forward. They are to be completed by RAN5#64 meeting.
1) Add a new test purpose into an existing test case to minimize the impact to TTCN development and industry certification.

2) Add a new Rel-9 test case to reflect this test point as attached R5-144xx2 addition of new EMM TC 9.2.1.1.19a.
3) Add new test steps to existing TC 9.2.1.1.19 to check ATTACH REJECT without integrity protected and with integrity with the Message authentication code set to an incorrect value after the security context established by using existing test purpose 2 and 3.

This is a Rel-8 UE behaviour core requirement, to minimize the impact to the test specification, TTCN development and GCF/PTCRB certification group work; we prefer the way forward 3 that adds an additional test steps to an existing NAS test case by using the existing test purpose 2 and 3 as attachment R5-144xx1. 
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