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1
Introduction

An offline discussion was started between RAN3#93bis and RAN3#94 on solutions for supporting an item from the WI on Enhancements of NB-IoT:

-
Enhancement(s) to connected mode mobility in order to improve service continuity and avoid NAS recovery for both CP and UP solutions without the increasing of UE power consumption.   [RAN2, RAN3,RAN4].

The solution RAN2 came up with is basically captured in the LS to SA3 in R2-167296 [1], which contains the question whether RRC Connection Re-Establishment and subsequent context fetching can be also applied for the CIoT Control Plane solution, well knowing that no AS security is applied for the CP solution.

To us, such an approach is rather unrealistic to agree upon and, regardless the outcome of discussions in other groups, we discourage such an approach to be followed in TSG RAN WGs.

2
Discussion

The most amazing statement in R2-167296 [1] is:

In the current LTE specification the RRC Connection Re-establishment procedure needs to be integrity protected. Anyway the integrity protection and ciphering is not supported on the air interface for NB-IoT DoNAS, but instead Integrity protection and ciphering is performed on the NAS Layer.
AS security, since Rel-8, prescribes that AS security keys would have to be changed at each mobility event. AS security cannot be compared with NAS security, as NAS security would not necessarily base on RAN level mobility. Some of the mobility events are completely invisible for the CN.

ShortMAC-I and integrity protection at RRC Connection Reestablishment are measures to ensure that the eNB is well aware that a legitimate UE contacts the network. A rogue UE could “steal” the C-RNTI and hence the connection from the UE.
But is it so critical whether RRC Connection Reestablishment works for the CP solution?

We think that the most important thing would be to allow any buffered DoNAS PDU in the old eNB to be provided to the new eNB, once the UE establishes connection to the network anew, the old S1 signalling connection would be released. 
Allowing the DoNAS PDUs buffered in the old eNB to be provided in the course of the S1 UE Context Release procedure, i.e. before terminating that procedure, by means of the existing S1 NAS non delivery indication (applicability of that procedure was already discussed in the NB IoT Adhoc in January 2016), would avoid complete re-start on application level.

Usage of the S1 NAS non delivery indication message for that purpose might be hinted at by a respective NOTE in S1AP, if regarded necessary.
Most importantly, such an approach wouldn’t necessitate to abuse existing S1/X2 procedures for features they were not meant for.
3
Conclusion
We have discussed the solutions proposed in papers R3-162761-R3-162764 and propose to not use the RRC Connection Reestablishment procedure for UEs using the CIoT CP solution, as it would introduce a massive security threat. We have also shown that the respective goals of the WID can be fulfilled with existing S1AP signalling means.
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