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1
Introduction
One of the key differentiators for the NextGen system is the slicing concept.
With the slicing concept, one network can be virtually partitioned into several networks, each designed to be optimized for a specific set of requirements corresponding to specific services/applications presenting similar characteristics.

At RAN3#91bis key principles were already identified and captured in the main body of TR 38.801 [4]. Some are still FFS pending further clarification. This is the case for Resource Isolation:

Resource isolation between slices (FFS)
-
RAN shall support resource isolation between slices.

Editor’s note: Resource isolation needs to be clarified: It is unclear if resource isolation would imply that multiple slices cannot share control plane (respectively user plane) resources or processing resources in common. It is unclear if resource isolation would imply that cryptographic means should be used to isolate CP and UP traffic between slices.
The open points cover two aspects:

· Resources assignment

· Security isolation
These two aspects are further analysed in this paper.
2
Definition of Isolation between Network Slices
Isolation of Resources 
The following requirement can be found in [5]:

The 3GPP system shall allow the operator to compose network slices i.e. a set of network functions. A slice shall form a complete, autonomous and fully operational network customized to cater for a given market scenario. It shall enable a level of isolation between network slices. 
The above requirement shows that the operator should be able to configure a slice as a logical network for a customer-specific functionality. Corresponding resources are likely to be negotiated for this logical network through SLA (Service Level Agreements). The isolation of the slice would consist in enforcing that resources are allocated as per the SLA.   

If resources are “dedicated” for a certain slice, then it is easier to fulfil such kind resource isolation requirement. However, the requirement has more impact considering that some resources could be shared between slices according to [6]:

The use of both dedicated infrastructure resources for certain slices, as well as the use of shared infrastructure resources and functions between multiple slices is needed. 

As soon as some network resources or functions are shared between slices, it becomes challengeable to “guarantee” at all times the level of performance, or the level of QoS that an SLA may have negotiated for a given slice. This constitutes a real requirement for implementation that needs to be captured with appropriate words.
Proposal 1: Capture the “resource isolation” requirement as follows:

Resource Isolation requirement: The RAN shall be able to ensure isolation of radio resources in order to fulfil slice-specific service level agreements (SLAs). This is a functionality of the QoS framework and can be enforced by appropriate resource allocation (e.g.scheduling on MAC or on higher layers).
With the definition clarified above, the next question is how far this impacts 3GPP specification process. The question of “quotas of resources” to satisfy according to SLA has already been addressed recently in RAN3 through a similar example when the Work Item on RAN Sharing was discussed. The conclusion of the work item, after lengthy debates, was that this could be managed implementation dependent. More precisely, to draw some analogy with what RAN3 has done last year, nothing would even prevent an implementation to allocate more than negotiated SLA to a given slice, if at some point in time this does not harm other slices which are not loaded at that time. The implementation should simply ensure that whenever a slice needs at some point in time its full quota, it gets it.   

We conclude from this that the resource isolation requirement is real, but could be left implementation dependent.

Proposal 2: Discuss whether “resource isolation between slices” can be left implementation dependent.

Security Isolation 
The following requirement of isolation is given with regards to security aspects in [5]:
The 3GPP system shall have the capability to provide a level of isolation between slices which confines a potential cyber-attack to a single network slice.

Such isolation is often referring to virtualization aspects and relates to how processing and functions are dynamically instantiated to avoid any coupling. In such environment, the security isolation could be complemented by cryptographic means. Again, all this seems fully implementation dependent with no impact to 3GPP protocol. 
Proposal 3: Capture the “security isolation” principal as follows:

Security isolation: If network functions, e.g., upper layer RAN protocol stack, are operated in a virtualized environment, the virtualization framework (hypervisor) shall be able to ensure isolation of computation resources. An implementation may also provide cryptographic isolation between slices using keys provided to the corresponding encryption function in RAN.
3
Conclusion and Proposal
This paper has clarified the requirement of isolation introduced by [5] and [6]. A text proposal is provided in Annex A capturing descriptions for the requirements of resource isolation and security isolation. At the same time, no 3GPP impact is so far identified related to isolation.
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A
Appendix: text proposal for TR 38.801
Resource isolation between slices 


RAN shall support resource isolation between slices from resource allocation and security point of view;
· Resource Isolation requirement: The RAN shall be able to ensure isolation of radio resources in order to fulfil slice-specific service level agreements (SLAs). This is a functionality of the QoS framework and can be enforced by appropriate resource allocation (e.g.scheduling on MAC or on higher layers).
· Security isolation: If network functions, e.g., upper layer RAN protocol stack, are operated in a virtualized environment, the virtualization framework (hypervisor) shall be able to ensure isolation of computation resources. An implementation may also provide cryptographic isolation between slices using keys provided to the corresponding encryption function in RAN.
No impacts have been identified so far on 3GPP specifications.
