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1
Introduction
In RAN3#89 Xw address look-up was discussed concluding with the assumption of OAM based TNL configuration. In this contribution, we will discuss this in more detail and show how an Info Server and Self Organizing Network (SON) like functions might be used to populate and update the look-up table for the WT address. A UE based alternative to get the WT address information is discussed, too.
2
Discussion
2.1
Requirements/Challenges to be considered
A solution shall be able to be applied for the different scenarios that may be possible for LTE/WLAN aggregation and interworking. For example a Mobile Network Operator (MNO) may use small, large or even very large Wi-Fi network deployments. The Wi-Fi networks may be operated by the MNO, by a Hot Spot Operator (HSO), by a Wi-Fi roaming service provider or combinations of both. Some scenarios may require establishing trust and security between MNO and HSO.
Observation 1: There is quite a variety of possible deployment scenarios and although not each and every may be deployed widely, the solution should be capable to support as much of these.
In the following sections we present two solutions we think are best suited to handle this variety of possible deployment scenarios. 

2.2
Automated Xw-C Setup
We assume the eNB uses a Neighbor Relation Table (NRT) for the WTs which is checked first by the eNB when a UEs measurement result contains WLAN-Identifiers of the partner HSOs (this is similar to what is done with Physical Cell Identifiers (PCIs) for X2). The question is how much provisioning of the WT IP address can be automated if no entry is available in the NRT for a measured WLAN-ID (e.g. SSIDs, BSSIDs, HESSIDs). The next section discusses a network based using an (Operation and Management) OAM based central Info Service. Such Info Service may be realized using e.g. SON based approaches.
For the X2 interface it is also possible to utilize the S1 interface (via MME) to get the X2 TNL address. Similarly, we discuss in section 2.2.2 an approach to retrieve the WT address from the WLAN side via the air interfaces based on UE support. 

2.2.1
Network (OAM) based automated Xw setup
Figure 1 and Figure 3 show the following scenario that is used for both approaches that are discussed in the following: the MNO is having contracts with two HSOs and each of these HSO is managing and operating its own Wi-Fi network. The ellipses indicate the owners of the networks; the red triangles are used for Wi-Fi Access Points (AP). One of the UEs is shown retrieving information from the beacon or using Hot Spot 2.0 (HS2.0) protocols for that purpose. The connections between the MNO and HSO have established trustiness and security, i.e., it is assumed here that the connection, at least partly, may traverse untrusted/unsecure networks. The eNB may use a Security-Gateway to have secure connections with the Wireless Terminations (WTs) Note, that the Xw endpoint IP Addresses must be reachable from the 3GPP network. This means, if the termination points are located in different IP networks then it must be a public IP addresses.
Specifically, Figure 1 shows the network based solution we think is most beneficial to provide automated Xw Setup. The most important feature of this approach is the usage of a central Info Service located at the MNO network. Such Info Service provides the ‘WLAN-Ids to Xw-C TNL’ address look-up tables of the HSOs with which the MNO is interworking. The Info Service in the MNO network interfaces with a similar Info Service located in each of the HSO networks. The look-up table located at the MNO is provisioned and updated using these trusted and secure inter-operator interfaces.

It is out of RAN’s scope to define where the Info Services are located, how they work and how the interfaces between these Services are realized. However, the interaction of the MNO Info Service and the Info Services of the HSOs is assumed not to be an issue.
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Figure 1: Scenario showing network based automatic Xw address table look-up
Figure 2 below shows an example of flow diagram for a eNB querying for the Xw-C address at the MNO’s Info Service.
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Figure 2: Automated Xw Setup supported by a network Info Service

The MNO’s Info Service may get updated at a regular schedule or may request information from the HSO’s Info Service, e.g., when the Info Service of the MNO network recognizes, e.g., due to an eNB’s request, that a information update with the HSO’s Info Service is necessary.
The eNB is pre-configured with Fully Qualified Domain Name (FQDN) or the IP address of the Info Service of the MNO.
Steps 1 and 2: Upon recognizing a missing entry in their NRT the eNB queries for the s address at Info Service located in their own MNO’s network (SON Server like function similar to ANR for the X2). Adding identity information of the HSO may accelerate execution of the address look-up that has to be performed by the Info Server. 
Steps 3 and 4: After having received the address information the eNB initiates Xw-C setup and updates its local NRT.

In the flow shown of Figure 2 it is assumed the eNB has configured the measurement leading to the detection of a missing entry in the NRT when checking the corresponding measurement report. This means that the eNB must have already been informed about the WLAN IDs to use for the measurement configuration beforehand. Note that it can also be a task of the Info Service to provide a list of WLAN-IDs and HSO IDs to be used by the eNB for these measurements and an initial list of WT addresses for the NRT.
Observation 2: Using an Info Service within the MNO network scales well because interfaces between the operators that may need special protection and proof of trustiness can be minimized.
2.2.2
UE based automated Xw setup
Figure 3 shows the scenario for the WT address retrieval supported by the UE. The HSO provides configures the information to the ANQP Servers. The Access Network Query Protocol (ANQP) Servers may be located at APs, or more central at a WLAN controller or as a stand-alone server.
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Figure 3: Scenario showing WT address retrieval supported by the UE
Figure 4 below shows an example of flow diagram for a eNB asking the UE to query for the WT address information. The figure shows Certificate Authorities exchanging root certificate and public/private key pairs which are only known to the MNO and HSO. These are used to prove trust and for ciphering/deciphering of the transferred address information via the UE. Ciphering may be required because the WLAN air interface is yet unprotected when the Generic Advertisement Service (GAS)/ANQP messages are exchanged over the WLAN air interfaces. Note that, if required, the flow below shows how trustiness and security could be handled, but other solutions may be possible, too.
It is assumed that the eNB was previously configured with WLAN-IDs (e.g., SSIDs or HESSIDs) for the configuration of WLAN measurements and that the eNB has received a corresponding measurement report containing a HESSID and/or a BSSID (note, this is not shown in the flow below).
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 Figure 4: Automated Xw Setup supported by the UE
· Step 1: Due to the evaluation of a received measurement report the eNB recognizes that the Xw-C address is unknown for HESSID or BSSID of a partner HSO, i.e., a corresponding entry in the eNB’s NRT is missing. 
· Steps 2 – 8: The eNB retrieves the Xw address via UE from the HSO’s ANQP Server. A public key generated by the eNB within the transferred certificate is used for ciphering of the WT’s address information. The certificates are used to check trustiness.
· Steps 9 – 10: After having received and deciphered the address information the eNB initiates Xw-C setup and updates it’s local NRT.
Observation 3: The UE based address retrieval does not need a central Info Service and can serve all scenarios, but requires that the ANQP Servers are configured with the address information to be used for the Xw-C establishment. Also, ciphering may be necessary for security reasons to protect sensible network address information being exchanged over unsecured Wi-Fi interface (UE is yet not associated with the AP when performing the ANQP request).

3
Conclusion and proposals
In Section 2 of this paper we presented two approaches for automated Xw Setup: the former is network (OAM) based while the latter is UE based. 

Comparing them it appears the effort on the WLAN side to provide the address information to be similar: For network based approach the HSO has to provide the information using an Info Service while, for the UE based approach, it has to configure the ANQP Servers accordingly. In addition, it has to be considered that the operators anyway have to communicate with each other because the MNO at least needs to be informed about WLAN-IDs enabling the eNBs to configure the UEs measurement to identify the HSO’s access points. The HSO could also easily provide the corresponding WT address information together with the WLAN-IDs. 
For the UE based approach, the MNO does not need a central Info Service for the Xw-C address look-up table, but security may have to be considered and the approach depends on the UEs.
Therefore we propose to:
Proposal: select the network based approach described in subclause 2.2.1 for Automated Xw-C Setup. O&M solutions may be used to fulfil the requirements to fetch the BSSID to IP Address mapping.
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