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1
Introduction

According to the RAN2 agreement [1]:
For rekeying / key refresh RAN2’s assumption is to remove a complete SCG and setting it up again. If RAN2 decides to do it differently, it will anyway result in a complete refresh of all keys for all DRBs in the SCG.
An immediate observation along this agreement would be that for rekeying /key refresh, an X2AP + RRC procedure to remove and an X2AP + RRC procedure to add the complete SCG and the corresponding path switch procedure would need to be performed, which doesn’t seem to be a very efficient way to do.
We are wondering whether an easy and obvious way to provide a more optimised solution wouldn’t be beneficial already for Rel-12. 

Further, this contribution aims at listing and discussing different scenarios where keys should be changed.
The scenarios discussed within this paper are as follows:
1.
Key change triggered by the MME

2.
Key change triggered by MeNB(KeNB)
3.
Key Change triggered by SeNB (for S-KeNB)
4. Key Change triggered by MeNB (for S-KeNB)
2
Discussion

2.1
Key Change triggered by the MME
In this scenario the key change is triggered by the MME. It is FFS if both keys (KeNB and S-KeNB) should be changed.

If the respective X2/RRC signaling isn’t performed twice (for releasing and again setting up the SeNB resources) as indicated in the basic RAN2 agreement, the following parameterization would be needed:
For X2AP Signaling:

	X2AP message
	Parameters

	SeNB Modification Request: (MeNB triggered SeNB modification request)
	S-KeNB, Encryption Algorithms, SCC 

	SeNB Modification Acknowledgment,
	Security related parameters included in the respective RRC container


If key change in the “Key change triggered by the MME “scenario is supported by SA3, then we propose these X2AP procedure: 

Proposal 1:
Include the S-KeNB, SCC and UE Encryption Algorithms in the SeNB Modification Request. 
Proposal 2:
Include the Chosen Encryption Algorithms and SCC in the SeNB Modification Acknowledgment.
2.2 
Key change triggered by MeNB(for KeNB)
In this scenario, key changing is triggered by the MeNB for KeNB.
Again, this scenario can be supported in a non-optimized and optimized way.
In the optimize way, only the MeNB Key (KeNB) needs to be changed.
There are two possible alternatives:
· Alternative 1: Key change will be locally in MeNB (e.g. with intra-cell HO). In this alternative, there is no need for X2AP procedures. 

It is FFS, if it needs something in RRC layer to support this alternative.
· Alternative 2: This procedure is the same as procedure defined in section 2.1 as for MME triggered change key (change all keys over all eNBs). 
2.3 
Key change triggered by SeNB (for S-KeNB)

In this scenario, key changing is triggered by the SeNB for changing of the S-KeNB.
In the optimized way the following X2 messages and parameters are needed:
	X2AP message
	Parameters

	Step 1-SeNB Modification Required
	Indication to change S-KeNB (new parameter)

	Step 2-SeNB Modification Confirm,
	new S-KeNB, SCC, Encryption Algorithms (there is no RRC container provided)

	Step 3-SeNB Modification Required 
	RRC Container to be signaled to the UE applying the changes to the UE configuration.

	Step 5-SeNB Modification Confirm
	- 


If key change in the “Key change triggered by SeNB(for S-KeNB) “scenario is supported by SA3, then we propose these X2AP procedure: 

Proposal 3:
A new parameter to trigger the change of the S-KeNB needs to be introduced in the SeNB Modification Required Message.

Proposal 4:
Including the New S-KeNB, SCC and Encryption Algorithms in the SeNB Modification Confirm Message.

2.5 
Key change triggered by MeNB (for S-KeNB)

In this scenario, key changing is triggered by the MeNB for changing the S-KeNB.
In the optimized way, the X2AP messages and parameters needed are as follows:
	X2AP Procedure
	Parameters

	SeNB Modification Request
	S-KeNB  ,Encryption Algorithms, SCC 

	SeNB Modification Acknowledgment
	RRC container includes SCC and optionally chosen Algorithms and including mobilityControlInfo


If key change in the “Key change triggered by MeNB(for S-KeNB) “scenario is supported by SA3, then the necessary signaling is the same as already described in section 2.1 for the MME triggered key change. 
3
Summary and Proposal 
If all discussed scenarios in this paper are supported by SA3, then we propose these X2AP procedures:
Proposal 1:
Include the S-KeNB, SCC and UE Encryption Algorithms in the SeNB Modification Request. 
Proposal 2:
Include the Chosen Encryption Algorithms and SCC in the SeNB Modification Acknowledgment.

Proposal 3:
A new parameter to trigger the change of the S-KeNB needs to be introduced in the SeNB Modification Required Message.

Proposal 4:
Including the New S-KeNB, SCC and Encryption Algorithms in the SeNB Modification Confirm Message.
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