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1   Introduction
The security functions including key derivation, refresh and counter check in the SeNB for dual connectivity have been discussed in SA3 [1]. In the paper, the impact on RAN3 specification is introduced.

2   Discussion
2.1   Key Derivation
The basic principle and signalling flow of S-KeNB derivation is depicted in the Fig.1 according to SA3 agreement.
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Fig.1 Key derivation procedure of Dual Connectivity

·  The MeNB generates the S-KeNB for the SeNB based on the KeNB and Small Cell Counter (SCC), where the value of SCC is maintained in MeNB.

· The MeNB sends the S-KeNB together with UE encryption algorithms to the SeNB. 
· The SeNB selects the encryption algorithm e.g. selects the encryption algorithm with highest priority in the locally configured priority list of AS encryption algorithms that are also present in the received UE EPS security capabilities.
· The SeNB derives the KUPenc based on both S-KeNB and the selected encryption algorithm, where KUPenc is a key which shall be used of protection of UP traffic in the SeNB. The UE derives the S-KeNB and KUPenc based on the SCC and the selected UE encryption algorithm.

· The S-KeNB is unique per SeNB-UE pair, i.e. all DRBs in the SeNB are using the same S-KeNB/KUPenc. 
Proposal 1: Including the S-KeNB and UE encryption algorithms in the SENB ADDITION REQUEST message.
It is FFS whether the SeNB includes it in the transparent RRC container to the UE, or whether the SCC is signalled to the UE directly from the MeNB as a separate parameter in addition to the transparent container. It may be better SeNB to include SCC together with the selected algorithm and then MeNB can send them to UE transparently.

Proposal 2: Including the selected UE encryption algorithm and the SCC by RRC Container in the SENB ADDITION REQUEST ACKNOWLEDGE message.

2.2   Key Refresh
The S-KeNB may need to be refreshed in some cases:
· KeNB change on-the-fly, i.e. the MME may initiate the key change;
· KeNB refresh initiated by the MeNB, e.g. the MeNB locally refreshes the KeNB from an NH value;

· S-KeNB refresh initiated by the SeNB, e.g. when uplink or downlink PDCP COUNTs are about to wrap around.

In case that KeNB change on-the-fly and KeNB refresh, intra-MeNB handover shall be performed. RAN2 agreed that the same behaviour is applied to both intra-eNB and inter-eNB handover, i.e. the source MeNB shall initiates the release towards the SeNB and indicate the UE to release the entire SCG configuration. Then in case of S-KeNB refresh due to KeNB change on the fly and refresh, the reasonable procedure is combination of SeNB Release and SeNB Addition procedure.
Proposal 3: The combination of the SeNB Release and SeNB Addition procedures should be used in case of S-KeNB refresh due to KeNB change,

In case the S-KeNB refresh initiated by the SeNB, the SeNB Modification procedures can be used as shown in the Fig 2:
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Fig.2 S-KeNB refresh using SeNB Modification procedures
In normal case, the high volume data should be offloaded in the SeNB in dual connectivity, and then it is more possible that PDCP COUNTs wraps around in the SeNB. Compared to the combination of the SeNB Release and SeNB Addition procedures, the advantage of using SeNB Modification procedures is to avoid the unnecessary data forwarding and path switch between the MeNB and SeNB. 
Proposal 4: SeNB Modification procedures are preferred in case of S-KeNB refresh initiated by the SeNB.

2.3   Counter check
Counter check procedure is specified in 7.5 of TS 33.401 for eNB to periodically perform a local authentication. The same requirement is needed for SeNB in dual connectivity. The basic procedure agreed in SA3 [1]:
· SeNB may request the MeNB to execute a counter check procedure specified in clause 7.5 of this specification to verify the value of the PDCP COUNTs associated with DRBs offloaded to the SeNB. To accomplish this, the SeNB shall communicate this request, including the expected values of PDCP COUNTs and associated DRB IDs, to the MeNB over the X2-C.

· If the MeNB receives a RRC counter check response from the UE that contains one or several PDCP COUNT values (possibly associated with both MeNB and SeNB), the MeNB may release the connection or report the difference of the PDCP COUNT values to the serving MME or O&M server for further traffic analysis for e.g. detecting the attacker.
Proposal 5: SeNB triggered Counter Check procedure is necessary.
3   Conclusion
In this contribution, we analyses the security functions to support dual connectivity.
Proposal 1: Including the S-KeNB and UE encryption algorithms in the SENB ADDITION REQUEST message.

Proposal 2: Including the selected UE encryption algorithm and the SCC by RRC Container in the SENB ADDITION REQUEST ACKNOWLEDGE message.

Proposal 3: The combination of the SeNB Release and SeNB Addition procedures should be used in case of S-KeNB refresh due to KeNB change,

Proposal 4: SeNB Modification procedures are preferred in case of S-KeNB refresh initiated by the SeNB.

Proposal 5: SeNB triggered Counter Check procedure is necessary.
For the proposal 5, a CR to support the new procedure is given in [2].
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