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1. Overall Description:

RAN3 would like to thank SA3 for their LS on Small Cell Enhancement work in RAN (S3-140026/R3-140210).

In the tdoc S3-140211 attached to this liaison SA3 has summarized the potential security impacts agreed at SA3#74 including some impacts on the X2 interface under RAN3 scope and RAN3 would like to ask the following questions for clarification: 
Question 1: 

RAN3 noticed the following requirement for the X2 interface for architecture option 1A: 

The agreements below were made during the small cell enhancement for architecture 1A discussions in SA3#74. 
-
Proposal 2: The user plane data transmitted on X2 between SeNB and MeNB shall be confidentiality protected.

RAN3 is unsure whether this statement was actually meant for architecture 3C and not 1A because there is no user plane data sent over X2 for option 1A in dual connectivity, or, whether this statement intended to cover other type of X2 user plane data transfer in option 1A between MeNB and SeNB e.g. during a handover from MeNB to SeNB?
Question 2:
If the above Proposal 2 was meant for option 3C, what is the motivation to protect the PDCP PDUs over X2 between the MeNB and the SeNB on top of the natural protection ensured by PDCP protocol for the data between the MeNB and the UE? And if motivated, whether this protection is meant mandatory or optional?
Question 3:

RAN3 would also like to ask what are the security requirements for the X2 control plane for both options 1A and 3C in particular considering the key transfer involved in option 1A?
2. Actions:

To SA3 group.

ACTION: 
RAN3 kindly ask SA3 to provide clarifications to the security questions here-above. 
3. Date of Next TSG-RAN WG3 Meetings:
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