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1 Introduction
RAN3 has received from SA3 the LS in tdoc S3-140210 (R3-140026) informing of their progress on dual connectivity security architecture and providing a summary of security impacts for solution 1A and 3C. The tdoc S3-140211 in attachment of S3-140210 contains the agreements reached during the discussions at SA3#74 concerning the architecture option 1A.

Tdoc S3-140211 contains the following agreement related to security over X2 interface which impacts RAN3: 

-
Proposal 2: The user plane data transmitted on X2 between SeNB and MeNB shall be confidentiality protected.
This paper analyses this requirement in details for the various user plane architecture options.

2 Description

Tdoc S3-140211 agreements and therefore proposal 2 focus on the architecture 1A:
The agreements below were made during the small cell enhancement for architecture 1A discussions in SA3#74.
-
Proposal 2: The user plane data transmitted on X2 between SeNB and MeNB shall be confidentiality protected.
However we first note that in dual connectivity option 1A the user plane data is assumed to be sent directly between the SGW and the SeNB over S1-U and not over the X2 interface as shown below:
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Therefore the statement above can be considered confusing given that no data is exchanged over X2. However the statement above might refer to the other data exchanged over X2 not related to dual connectivity per say e.g. whenever a handover need to take place from MeNB to SeNB.
More likely, the statement refers to the user plane option 3C of dual connectivity for which data is sent between the MeNB and the SeNB. However the statement is ambiguous in this case as well. Indeed in option 3C PDCP PDUs are sent by MeNB down to the UE and therefore they benefit over X2 from the protection of PDCP. It is thus unclear if and why would those PDCP PDUs need extra backhaul protection e.g. IPSEC over X2 between MeNB and SeNB.  

Proposal 1: send an LS to SA3 to clarify the statement about the user plane security over X2 interface in tdoc S3-140210/ S3-140211.
Proposal 2: ask SA3 specifically if backhaul protection over user plane X2 between MeNB and SeNB e.g. IPSEC needs to be supported in option 3C for the transfer of PDCP PDUs and, if yes, if this is mandatory or optional.
Besides, Tdoc S3-0211 describes the handling of keys between MeNB and SeNB. In option 1A, the MeNB will derive a S_KeNB that it will send to the SeNB. The SeNB will derive user plane keys from that S_KeNB which it will use for ciphering the data over the radio interface between the SeNB and the UE. This key transfer over X2 is therefore assumed critical from a security perspective. Tdoc S3-140211 doesn’t mention any control plane protection over X2 in contrast to X2 user plane protection, but it might be an implicit assumption in SA3’s mind or simply overlooked. Therefore, it would be beneficial to use the LS to SA3 to clarify also this understanding, at least for option 1A.  

Proposal 3: ask SA3 about the requirements for the X2 control plane for both options 1A and 3C.
3 Conclusion and Proposals
This paper has analysed the security aspects agreed for dual connectivity at SA3#74 with a particular focus on X2 interface and found some necessary clarifications for RAN3 work completion.
It is proposed to send the LS in tdoc R3-140259 to SA3 to ask the following clarifications:

Proposal 1: ask SA3 to clarify the statement about user plane security over X2 interface in tdoc S3-140211.

Proposal 2: ask SA3 specifically if backhaul protection over X2 between MeNB and SeNB needs to be supported in option 3C for the transfer of PDCP PDUs on top of PDCP protection and, if yes, if this is mandatory or optional.

Proposal 3: ask SA3 about the security requirements for the X2 control plane in option 1A and 3C.
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