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1. Overall Description:

SA3 thanks RAN2 for their LS clarifying some issues regarding the architecture options for small cell enhancements.
RAN2 posed the following question to SA3:

RAN2 would like to ask which solution(s) would be feasible to complete in Rel-12 time frame from SA3 point of view. 

Please see LS S3-140210 sent from SA3#74 for a reply to this question. 
Request for further information
SA3 made good progress on security for architecture 1A and was able to make a number of agreements on the security solution. The attached discussion paper captures the agreements from the discussions during SA3#74. SA3 would especially highlight the following agreements which are believed to have impact on RAN2:

· SA3 specifications will not support dual connectivity for relay nodes in rel-12.
· If handovers are done by first tearing down all DRBs in the SeNB before performing the handover, SA3 believes we can complete the work before June. Otherwise, if for example MeNB-to-MeNB handovers can be performed while keeping SeNB cells, then SA3 needs further information from RAN2 regarding what types of handovers need to be supported to evaluate whether the work can be completed before June.
If RAN2 has concerns regarding the agreements in the attached S3-140211, SA3 would appreciate feedback. 

Request 1: To complete the work, SA3 need further information regarding the procedures for small cells. In particular, signalling flows with as much details as RAN2 can muster for the procedures to setup, modify and tear down the DRBs in the SeNB would be much appreciated. For example, at which point in the signalling flow are the PDCP entities created in the UE and the SeNB, and at which point in the signalling flow encrypted user plane data can be sent from UE to the SeNB and vice versa. This information would be useful in particular for designing the functionality for starting encryption at the UE and the SeNB respectively. If RAN2 have already performed work on this, then SA3 would appreciate to learn about it.
Request 2: Further, SA3 has as working assumption to use a 16-bit counter per UE in the MeNB as freshness value in the S-KeNB derivation. The counter is increased for every time a DRB set up procedure is run between the MeNB and an SeNB, and is transmitted from the MeNB to the UE in the RRC reconfiguration procedure. The counter is not allowed to wrap around; wrapping around would lead to a security weakness. Before the counter wraps around, the MeNB must perform an intra-cell handover to refresh the KeNB for the UE before establishing further small cell DRBs. SA3 requests RAN2 input to decide an appropriate size of this counter that would not lead to the MeNB having to run the KeNB refresh procedure too often.
2. Actions:

To RAN2 group.

ACTION: 
SA3 asks RAN2 to take the reply to the question from RAN2 into account, and to kindly provide information according to the two requests above.
3. Date of Next SA3 Meetings:

SA3#75
12-16 May 2014
Sapporo, Japan
SA3#76
25 - 29 Aug 2014
Sophia Antipolis, FR
