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1. Introduction 

RAN3 received a LS from RAN2 (R2-133018) asking RAN3 about the impacts on security gateway for architecture option 2 and 3.
	...
B.  Architecture options 2 and 3 (section 8.1.1 of TR 36.842) consider S1-U termination at MeNB. For the downlink, the traffic is first sent to the MeNB for this UE; the MeNB will then send (offload) some of this user data to the SeNB over a (new) Xn interface. Similar data path from SeNB to MeNB over Xn and then over S1-U from MeNB to S-GW will also be needed for the uplink for these architectural options.  Concerns were expressed in RAN2 that such a delivery of user traffic over the Xn interface could result in passing through the Security Gateway more than once in some deployment scenarios. RAN2 would like to request:

· RAN3 to investigate if such scenarios could occur and if so, their views on the impacts to Security Gateway.

· SA3 views on the impacts on security for such scenarios.

...
Actions to RAN3:

RAN2 kindly requests RAN3 views on issue B listed above, taking into account possible impact on protocol architecture options 2 and 3 under consideration for small cell higher layer enhancements.




This contribution discusses the possible deployment of the Security Gateway in the EUTRAN and proposes a response to RAN2.

2. Discussion
The Architecture 2 and 3 as depicted in TR36.842 is depicted below: 
	[image: image1.emf]Option 3 Option 1

MeNB

SeNB

EPS 

bearer #1

EPS 

bearer #2

UE

S-GW

Option 2

MeNB

SeNB

EPS 

bearer #1

EPS 

bearer #2

UE

S-GW

MeNB

EPS 

bearer #1

SeNB

EPS 

bearer #2

UE

S-GW




Figure 8.1.1-1: Bearer Split Options in TR36.842
Option 2: the main characteristic of the Option 2 is that one bearer can go to MeNB and one bearer can go to SeNB. 
Option 3: the main characteristic of the Option 3 is that one bearer is split between MeNB and SeNB.

2.1 IPsec protection and Security Gateway deployment
The IPsec based protection is always assumed to be necessary in an open network which is to secure the EUTRAN communication. It is however possible that  IPsec based protection may not be needed in a closed network e.g. whereby the RAN belongs to the same operator who also owns its fixed network. In fact, 33.401 describes that “NOTE 2: In case S1 and X2 user plane interfaces are trusted (e.g. physically protected), the use of IPsec/IKEv2 based protection is not needed.” (Chapter 12 of 33.401).

For the case where IPsec based protection is used, since IPsec tunnel can be established directly between peer to peer, the existence of the Security Gateway is therefore considered optional.
We therefore can have the following deployments:
Deployment 1) For the closed network, IPsec based protection may not be necessary.

Deployment 2) When IPsec based protection is used and when Security Gateway is not deployed, IPsec is executed between peer to peer.
Deployment 3) When IPsec based protection is used and when Security Gateway is deployed, IPsec is executed between nodes and Security Gateway.
Deployment 3’) combine of deployment 2 and deployment 3 i.e. IPsec tunnel between EPC and eNB is established via gateway, IPsec tunnel between MeNB and SeNB is established directly.
2.2 User Plane Data Path
The Small Cell Enhancement U-Plane Architecture option 2 and 3 as are discussed in RAN2 is assume to have user plane data going from the MeNB to the SeNB, based on the deployments as shown in above, we can simply categorise as the following:
· for deployment 1 and deployment 2: the user plane data path is: EPC -> MeNB -> SeNB

· for deployment 3: the user plane data path is: EPC -> SeGW -> MeNB -> SeGW -> SeNB

· for deployment 3’: the user plane data path is: EPC -> SeGW -> MeNB -> SeNB.
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3. Summary and Conclusion and Proposal.
This contribution has shown some possible deployments for the security aspects. The user plane data path for the SCE U-Plane Architecture option 2 and 3, based on the deployments are also shown.
It can be concluded as the following:

Conclusion 1: IPsec based protection and Security Gateway is optional.

Conclusion 2: Deployment of Security Gateway is operator/deployment specific matter.

Conclusion 3: Base on deployment possibility, the user plane data path for the SCE U-Plane Architecture option 2 and 3 may and may not go through Security Gateway multiple times.

Proposal: it is proposed to reply to RAN2 as the Conclusions above. 
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