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1 Introduction

Identity verification for H(e)NB was agreed by SA3 [3], and RAN3 agreed CRs at RAN3 #77 implementing the checks [1]

 REF _Ref335831994 \r \h 
[2]. For UMTS, the HNB-GW shall verify the HNB identity, the validity of the cell access mode and of the CSG ID (for CSG cells) in the Initial UE message. For LTE, the same checks shall be performed on the S1 SETUP REQUEST, S1 INITIAL UE MESSAGE and S1 PATH SWITCH REQUEST messages by the MME (or by the HeNB-GW if deployed).
The agreed mechanism does not make any distinction in its scope on whether the H(e)NBs are open, hybrid, or closed, or on whether they are deployed in residential, or non-residential scenarios. We believe that different deployment scenarios are subject to different threats, and they should be characterized by different security requirements. For this reason, H(e)NB identity verification “across the board” (as in the currently agreed solution) is not required in many cases. By considering more carefully the security requirements of the different deployment scenarios, and by introducing a finer “granularity” in the concept of H(e)NB identity verification, it might be possible to implement it only for those cases that require it. This paper shows that some H(e)NBs deployed in non-residential deployments do not need these checks. Performing the checks only where needed can result in a simpler implementation.
2 Analysis
2.1 Non-Residential Deployment
As already agreed by SA3 [3], in residential deployment of H(e)NBs additional security functions such as H(e)NB identity and CSG verification are needed. The attack scenario that such additional checks are aiming to contrast, takes place during HeNB registration with the CN.

However, when H(e)NBs are deployed in a non-residential setting, the security of the H(e)NB is sufficient without these additional identity verifications.
2.1.1 Limited Gains for an Attacker
The attacks that can be performed against a H(e)NB in a non-residential setting are the same as can be performed against a macro eNB.

The rationale for adding the identity verification functions to H(e)NBs was to protect against CSG exploits: it was envisaged that an attacker would want to make the H(e)NB use a different CSG than it was intended to. In most non-residential deployments (corporate or public), however, H(e)NBs use open or hybrid mode, in order to also allow non-members to connect. In this case, an attacker gaining control of a H(e)NB does not gain anything by “hijacking” a CSG, in the same way that a rogue UE does not gain anything by faking membership (as was discussed when analyzing enhanced mobility to hybrid H(e)NBs). 
2.1.2 Physical Protection

Telecommunications equipment deployed in public places enjoys better protection than if deployed in a residential setting. In a shopping mall, metro, or in a corporate setting, an attacker wishing to “tamper” with any equipment is very likely to be detected when trying to gain physical access. The attacker might attract the attention of the general public, guards or other staff, or be detected by surveillance cameras or alarms. Even if not detected immediately, the attack would leave traces (e.g. in OAM logs) that could be used for subsequent analysis. 

In both enterprise and shopping mall deployments, the equipment is typically locked into specific rooms which are only accessible by authorized personnel. Remote radio heads and/or antennas may be deployed in more accessible areas, but an attacker cannot cause much more than denial-of-service by tampering with these accessible parts. Any base station anywhere is subject to the same unavoidable denial-of-service due to vandalism or radio jamming.
It could be argued that personnel with access to equipment locked in special rooms are operator personnel, and hence cannot be trusted. However, as explained above, the attacker has the same possibilities as for a macro eNB. Since these enterprise and metro deployments are considered suitable for macro eNBs, we can consider them equally suitable for H(e)NBs without any additional measures.

In addition, even if the operator was using the same class of H(e)NB equipment for public coverage as for residential coverage, it is very likely that the management system will have more “hooks” and alarms in place in case of public coverage. For example, if a residential H(e)NB disappears from the network, the operator may decide not to have such an event reported (e.g. perhaps someone at the customer’s house stepped on the power cable), so the corresponding alarm will be filtered. On the other hand, if the H(e)NB is covering a public area, the lost coverage for the operator will be severe, so the corresponding event will probably be detected and notified. This can also help in detecting tampering.
Moreover, the attack that the agreed verification mechanisms aim to contrast [5] consists in the attacker deploying the compromised H(e)NB. To do this, the attacker needs to have access to a “real” backhaul. While this may be possible for residential deployments (see Sec. 2.2 below), this is impossible in enterprise or shopping mall scenarios, especially if the operator uses location verification based on IP address and line identifier in NASS (as per [3]).
2.2 Residential Deployment

In the residential setting, a H(e)NB is installed in the subscriber’s home. Finding vulnerabilities and creating exploits is a time-consuming process, but in this scenario an attacker can work undisturbed to “hack away” at the equipment in the comfort of his/her home. Sometimes this could be made even easier by the possible presence of a local interface (e.g. for local configuration by the end customer). Such an interface would be out of the question for an eNB or a non-residential HeNB. Once the exploit is created, it can often be automated so that it can be replicated on other equipment of the same type. This scenario is a clear concern only in residential settings, but for the reasons discussed in Sec. 2.1.2 it is not relevant to macro eNBs or non-residential H(e)NBs.
Moreover, H(e)NBs targeting the residential market are mass-market consumer products, as opposed to macro eNBs which are “industrial-grade”. The price of a residential H(e)NB has to be very low to make it attractive to the end customer, and often residential H(e)NBs are also subsidized by operators. This generates additional cost pressure on manufacturers, and this can ultimately result in some implementations “cutting corners”, also in terms of security. On the other hand, macro eNBs are subject to completely different market forces, and for this reason they already offer a more elaborate (and costly) platform security than residential H(e)NBs.

3 Conclusions and Proposal
We have discussed the different security implications for residential and non-residential H(e)NBs. In particular, we believe that non-residential H(e)NBs can be assimilated to macro eNBs in terms of security and protection from attacks. For such cases, the agreed identity verification functionality is not required. Since non-residential H(e)NB typically employ open or hybrid access mode, we believe a good way of differentiating between residential and non-residential deployment for the purpose of deciding whether to perform identity verification, is to look at the access mode. In principle, hybrid H(e)NBs might also be deployed in an uncoordinated manner; it is questionable, however, whether an operator would want to address non-members without the guarantee of optimal service that can best be obtained through coordinated deployment.
Furthermore, it is worth noting that the requirements from SA3 already focus on checking UE-associated procedures for closed-mode H(e)NBs. For this reason, performing all agreed checks only on closed-access H(e)NBs does not deviate significantly from the agreed behavior but results in less load for the CN or H(e)NB-GW.
We therefore propose:

Proposal 1: Perform the agreed H(e)NB identity checks on closed-mode H(e)NBs only.

Proposal 2: An LS asking SA3 (cc: SA2) to evaluate this new evidence and take it into account in their specifications, is provided in [4].
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