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1
Introduction
One of the design principles when the message and IE container structure was developed during 1999, was to enable forward and backwards compatibility between versions by specifying certain design rules for RAN3 protocols. One rule describes how IE and Message criticality can be changed between versions. This is documented in all RAN3 protocols specifications and in 25.921. 

It has come to our attention that one ASN.1 tool manufacturer has now changed the ASN.1 decoder so that it verifies that the decoded Criticality matches the local value of the specification version used on the receiving side. 
This change will remove the possibility to change the Criticality for an IE between releases, and may also result in issues between implementations already in the field and implementations using the updated tools.

In fact, we have seen such issues during IOT tests with 2 other vendors. In particular, the other vendors used a different criticality compared to what was stated in the specification, and because of this the updated tool reported a decoding error that thus resulted in sending of an ERROR INDICATION. 

2
Discussion
2.2
Design principles documented by RAN3
One of the design principles to enable forward and backwards compatibility between versions of the RAN3 specifications was the introduction of a “comprehension required” mechanism. This mechanism would enable the sender of a message or IE to include instructions on how the receiver should behave if the message or IE was not understood by the receiver. The importance of this mechanism is due to the fact that no version information is exchanged in the protocols.
The “comprehension required” principle is described in 25.921 as:

4.4.5
Comprehension required

"Comprehension required" requirement can be associated with an IE or a message. It means that the IE or message is tagged with "criticality" information (explicit in the message or implicit based on the type of IE or message). Any action performed by the receiver if the IE or message is not understood ("comprehended") is based on this "criticality" information.

The principle that applies to the handling of not comprehended IE’s is briefly described in 25.921 as:

9.1a.1.1.7
Assigned Criticality column

This column provides the actual criticality information as defined in subclause 10.3.2 in RANAP, RNSAP, NBAP, PCAP, and SABP.
If an IE/IE group is not understood or missing, the receiving node shall take different actions depending on the value of the Criticality Information. The three possible values of the Criticality Information for an IE/IE group are:

1.
Reject IE;

2.
Ignore IE and Notify Sender;

3.
Ignore IE.
There is however a more detailed description on the receiver actions in section 10 of all RAN3 protocol specifications. 

The RAN3 protocol design principles also include rules on extensions for future releases, where it is documented what can be changed/extended and how it should be done. 

From a RAN3 point of view it is therefore clear that the assigned criticality for a specific IE can change between two different versions of a specification.
The following extension principles are described in 25.921:

10.5
Extensions for future releases in RANAP, RNSAP, NBAP; PCAP, and SABP

The following clauses contain rules for extension mechanisms of ASN.1 for RANAP, RNSAP, NBAP, PCAP, and SABP. The purpose of these rules is to guarantee backward compatibility for ASN.1.

10.5.1
Allowed Extension
The allowed extension for ASN.1 description in RANAP, RNSAP, NBAP, PCAP, and SABP are:

1)
adding New IEs or IE groups which should be achieved by using the protocol extension container (extension by using of ellipsis notation (...) should be avoided) for:
-
adding at the top level of message; and
-
adding in the SEQUENCE type,

2)
extending the range of already define IEs which has ellipsis notation(...);
3)
changing the assigned criticality information of already defined IEs; and
4)
adding new IEs of IE groups after ellipsis notation (...) in the CHOICE type if the ellipsis notation (...) is present.

There is even a specific section in 25.921 where it is stated how the criticality information can be changed between different specification versions:
10.5.3.2.4
Changing the Assigned Criticality of an IE

The Assigned Criticality can always be changed in future version of a specification.

NOTE:
The behaviour for missing IEs will remain unchanged when inter-working with a node based on a previous version of the specification.

Recommendation:

When changing the Assigned Criticality of Mandatory and Conditional IEs with Assigned Criticality "Reject" in future versions of a specification special attention should be paid to inter-working between different versions of the specification.

This is also why we have the text in section 10 stating that the receiver shall base the criticality handling on the received criticality. The following is stated in section 10.3.1 of all protocols:

An Abstract Syntax Error occurs when the receiving functional RANAP entity:

1.
receives IEs or IE groups that cannot be understood (unknown IE ID);

2.
receives IEs for which the logical range is violated (e.g.: ASN.1 definition: 0 to 15, the logical range is 0 to 10 (values 11 to 15 are undefined), and 12 will be received; this case will be handled as an abstract syntax error using criticality information sent by the originator of the message);

3.
does not receive IEs or IE groups but according to the specified presence of the concerning object, the IEs or IE groups should have been present in the received message.

4.
receives IEs or IE groups that are defined to be part of that message in wrong order or with too many occurrences of the same IE or IE group;

5.
receives IEs or IE groups but according to the conditional presence of the concerning object and the specified condition, the IEs or IE groups should not have been present in the received message.

Cases 1 and 2 (not comprehended IE/IE group) are handled based on received Criticality information. Case 3 (missing IE/IE group) is handled based on Criticality information and Presence information for the missing IE/IE group specified in the version of the specification used by the receiver. Case 4 (IEs or IE groups in wrong order or with too many occurrences) and Case 5 (erroneously present conditional IEs or IE groups) result in rejecting the procedure.

We can notice how the whole analysis is based on inspection of the received message and of the received criticality. Outside of that, nothing is assumed about the internal implementation on the receiver. To do so would violate the concept of the “comprehension required” mechanism.

To maintain the RAN3 design principles it is important that implementations can handle changes of Criticality information in order to be able to interwork with already deployed nodes that may be based on a different specification version. 

2.2
Changed behaviour in ASN.1 decoder
One ASN.1 tool manufacturer has recently changed the ASN.1 decoder by introducing a runtime constraint checker (checking constraints defined by the Object Set) with the motivation that it now conforms to ITU-T X.681 Annex E.2. 

The tool manufacturer claims that constraints defined by the Object Set that are not fulfilled shall be treated as an abstract syntax error. One example of an object set definition is:

SecurityModeCommandIEs RANAP-PROTOCOL-IES ::= {


{ ID id-IntegrityProtectionInformation
CRITICALITY reject
TYPE IntegrityProtectionInformation
PRESENCE mandatory } |


{ ID id-EncryptionInformation

CRITICALITY ignore
TYPE EncryptionInformation

PRESENCE optional } |


{ ID id-KeyStatus


CRITICALITY reject
TYPE KeyStatus



PRESENCE mandatory },


...

}
The part that would be applicable for the runtime constraint check is the criticality information, since the object set definition explicitly state which criticality value to send for a particular object in the object set. In order to check the stated Criticality value the receiver can only compare against the Criticality value specified in its own version of the specification. 

This will in practise mean that the decoder will verify that the decoded Criticality matches the value of the Criticality in the specification version used on the receiving side. If the constraint check fails then the ASN.1 decoder will report this as a syntax error. 

It should be noted that no runtime constraint check is performed if the IE is missing in the specification version used on the receiving side.
According to the tool manufacturer the changed behaviour between the old tool version and the new one is related to an alignment with ITU-T X.681 Annex E.2. 
2.3
Consequence for RAN3 if tool changes are correct
If the tool changes are assumed to be based on correct interpretations of the ITU-T Recommendations, then one consequence for RAN3 is that the design principle that an assigned criticality can always be changed between two releases is not true any more.
It could also introduce possible compatibility issues between already deployed legacy implementations and later deployments that use an updated version of the ASN.1 tools (in case changes to criticality values have been made due to standards changes or other reasons).  

3
Further corrections in ITU-T
The RAN3 specifications refers to the 07/2002 version of X.681, but there is also a new X.681 Corrigendum 1 (10/2011) that has introduced some additional changes to Clause E.2.
The new corrigendum can be downloaded here:

http://www.itu.int/rec/T-REC-X.681-201110-I!Cor1/en 
4
Proposal

It is proposed to discuss the issue of possible misalignment between ITU-T Recommendations and RAN3 design principles and to adopt an approach that guarantees interoperability between legacy releases and new ones. 
If the result of the discussion is that RAN3 would like to maintain the current design principles, then it would be good to know the ITU-T view on the particular issue with the runtime constraint checker. 
One possible way of finding out the ITU-T view could be to liaise with the relevant Study Group.
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