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1   Introduction
In last RAN3#77 meeting. RAN3 agreed the CRs[1] for HeNB verification when the UE access to the HeNB by idle to active transtion or by X2 handover. However, the UE can also access to a HeNB by S1 handover procedure. This contribution discuss the solutons for this scenario.
2   Discussion
An attacked HeNB can impersonate another H(e)NB’s information and broadcast in the air interface. If the UE access to this HeNB by S1 handover procedure, there is no network mechanism to verify the HeNB identity or the UE associated messages. In case the HeNB impersonate to an open HeNB, it can intercept all subscribers’ information. So solution to eliminate the vulnerability in this scenario is necessary.

Currently for S1 handover, the CSG ID is provided from the UE to source eNB. In order to verify whether the UE report a correct CSG ID, the CSG ID will be provided to the target HeNB through core network. The target HeNB verifies whether the CSG ID is the same with its broadcast CSG ID. However, if the target HeNB is an attacker, the verification is unbelievable. Therefore, the network mechanism is necessary according to SA3 requirement.
In case of HeNB GW deployment, it is the HeNB GW to do the verification. Otherwise it is the MME. The same can be applied for S1 handover.
The target HeNB already reports the CSG ID to the HeNB GW or MME by Handover Request Ack message. However, there is no access mode information from the HeNB to the HeNB GW or the MME. The HeNB GW or the MME cannot verify the HeNB access mode. Therefore, the cell access mode information should be included in Handover Request Ack message.
Proposal: Add Cell Access Mode IE to HANDOVER REQUEST ACKNOWLEDGE message.
3   Conclusion
To eliminate the vulnerability of the HeNB in S1 handover scenario, it is proposed to agree the following proposal and the corresponding CRs in [2][3] . 
Proposal: Add Cell Access Mode IE to HANDOVER REQUEST ACKNOWLEDGE message.
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