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1 Introduction 

RAN3 is discussing X2 Proxy support for the mobility optimisation between the eNB and HeNBs since last couple of meetings. This topic is currently discussed via email on the RAN3 reflector. This discussion paper is trying to highlight some of the additional points in order to justify the necessity of X2 GW for eNB to HeNB mobility optimisation.  
2 Discussion
There has been long discussion about the definition of X2 Proxy during the previous RAN3 meetings and email discussions. However from the 3GPP point of view the X2 Proxy clearly defined for Relay nodes in Release-10. Some companies claimed that X2 Proxy could be TNL Proxy. However, it is important to highlight that X2 AP protocol resides on the RNL level hence the meaning of X2 Proxy cannot be misinterpreted as TNL Proxy. In simple terms – “the X2 proxy functionality includes passing UE-dedicated X2 signalling messages between the X2 interfaces associated with the eNB and the X2 interfaces associated with HeNB and vice versa” that is simiar to the X2 Proxy used for Relays.
Observation 1: The terminology X2 Proxy is already well defined in the 3GPP specifications for Relays and same should be carried forward for HeNB GW case. 
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Figure 1: Dense HeNBs Deployments with X2 GW
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Figure 2: Dense HeNBs Deployments without X2 GW
Security handling for H(e)NB has been discussed at length since Release-8 and specified in TS 33.320 [2] separately from the macro eNBs security aspects that is specified in TS 33.401. The primary reason to treat H(e)NBs security features differently because SA3 considers H(e)NB as unsecure node that may be deployed outside the operator security domain. On the other hand, H(e)NB GW is considered as secure node that resides within the operator control. Therefore, it is reasonable to assume that operator would deploy different levels of security solutions for their femto and macro network. In other words, it is likely to put more stringent requirements for the femto network (for example Secure Zone B in the above figures) compared to the Macro Network (Secure Zone A in the above figures). So, when connecting Macro and Femto nodes by X2 connection will impose same level security requirements for macro eNB as for the HeNB that would be unnecessary overhead for the operators. 
One way to avoid such overhead is to use X2 GW since from the Macro eNB will see X2 GW as another eNB. The X2 GW in contrast provide an abstraction level towards macro eNB and HeNBs such that X2 connection between X2 GW and eNB would be deployed with less stringent security features (like between eNBs) while X2 connection between X2 GW and HeNB would be deployed with more strict security features (like between HeNBs). 
Observation 2: X2 GW provides significant benefits for operators to choose different level of security features deployed for macro network compared to femto network.

According to [2] TS 33.320, the HeNB needs to support the enrolment of operator PKI and the HeNBs need to use operator device certificate in order to establish security association for the X2 connection. When direct tunnel is established, both end points need to verify each other certificates in order to create the secure association. Consequently, both end points also need to check the certificate revocation status for the peer node by communicating to the CRLs/OCSP server as specified in [2][3]. In the figure below, different colours for X2 indicates X2 connection using different security associations.
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Figure 3: HeNB/eNB and X2 GW connected to operator’s OCSP infrastructure
In case of direct X2 connection between the eNB and HeNB:.
· The eNB needs to maintain certificates of all the HeNBs that could be potentially connected to it via the X2. Considering that number of potential neighbour HeNBs would be very large as compared to number of neighbour eNB, this would induce huge overhead for the eNB configuration in order to maintain certificates of every potential neighbour HeNBs.

· The eNB needs to check the certificate revocation list with the CRL/OCSP server corresponding to each HeNB when the secure tunnel for X2 connection needs to be setup between eNB and HeNB. This would introduce additional traffic due to messaging between eNB and CRL/OSCP servers to check the certificate revocation status. Also, when operators would want to introduce new CA authority for HeNB/eNB this would imply update eNB corresponding to each HeNB.

The X2GW can resolve the above-mentioned issues since separate security tunnel would be established between HeNB and X2GW and between X2GW and eNB. In other words although the X2 connection (at RNL level) will exist between HeNB and eNB (via X2GW) the certificate verification task for numerous HeNBs would be delegated to X2GW and would transparent to the eNB. The eNB only needs to establish and maintain only one security association with the X2GW in order to get connected via X2 to several HeNBs. 
Observation 3: X2 GW provides significant benefits for the deployments where an eNB is connecting to several HeNBs via X2 connection since eNB does not need to store and manage the certificates for each potential neighbour HeNB. Further, large amount of backhaul signalling generated in order to check the certificate revocation status between eNB and OSCP/CRL server per HeNB neighbour would be offloaded by the X2GW.
In addition to benefits discussed above, some intrinsic benefits of X2 GW are already discussed and captured in the email discussion [2]. These benefits in combination provide clear rationale to standardise the X2 GW solution for eNB to HeNB connectivity. 
Proposal 1: RAN3 shall agree to standardise X2 connectivity between HeNB and eNB via X2 Proxy for mobility enhancements.
3 Conclusion and proposal.
It is proposed:

Proposal 1: RAN3 shall agree to standardise X2 connectivity between HeNB and eNB via X2 Proxy for mobility enhancements.
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