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1. Introduction
Support for inter-CSG HO was discontinued in Rel-10. But the following objective for LTE in [1] had been approved at TSG RAN meeting #51.

Evaluate the benefit of support for Inter-CSG enhanced mobility. (RAN3 only)
The main issue in inter-CSG HO is how to handle access control so that this paper addresses the solutions for access control with respect to inter-CSG X2 HO.
2. Access Control Solutions and Discussions
During the last Rel-9 work for LTE, the agreement of RAN 3 was that the operation of Inter-CSG mobility was considered only for cases where access control is performed in the CN such as MME. 

The S1 mobility procedure in LTE has included the access control considering CSG UE within Handover procedure, but the current X2 mobility procedure in LTE cannot perfectly support the access control for CSG UE between CSG HeNBs with a different CSG id each other [2][3].
The access control for CSG UE is performed in two locations as the followings

· Primary Access Control at CSG UE

· Secondary Access Control at MME

We also need to keep the last assumption as it is in Rel-11. 
Therefore access control solutions based on HeNB GW have to have a low priority on inter-CSG HO. Moreover RAN 3 does not decide yet whether RAN 3 allows the termination of S1 message at HeNB GW or not.
Proposal 1: The access control at HeNB GW should be considered after making a decision whether RAN 3 allows the termination of S1 message at HeNB GW or not.
The access control at HeNB with CSG subscription information of UE which is downloaded from MME has severe security issue. HeNB is not in mobile operator network.

Proposal 2: When considering security issue for CSG subscription information of UE, it is proposed to agree not to take the access control at HeNB into account when discussing inter-CSG mobility enhancement issue in Rel-11.
If we exclude the access control at HeNB GW and HeNB, it is possible to perform the access control either at source side or at target side over inter-CSG X2 HO.
2.1. Solution 1: access control at Source Side
The Figure 1 shows the successful case of access control procedure at source HeNB for inter-CSG X2 HO in LTE between CSG HeNBs. 

1. CSG UE receives the CSG configuration of the target cell through its BCH channel. At this step, the primary access control by UE will be played by UE’s Allowed CSG List in SIM card, which cannot be fully trusted.

2. UE includes CSG configuration of the target cell in its measurement reports. UE informs source HeNB about the target CSG Id (and CSG Member Status) of the target cell.

3. Source HeNB makes a decision for HO and access control and , if it is necessary, sends ACCESS CONTROL REQUEST message including the S-TMSI of UE and CSG configuration of target cell to the MME.
4. The MME performs the access control according to the CSG Subscription List of that UE, and if the access control is successful, it sends ACCESS CONTROL RESPONSE message including the results to the source HeNB.

5. Source HeNB sends HANDOVER REQUEST message including the CSG configuration of target cell to the target HeNB.

6. The target HeNB makes a validation of reported target CSG Id by comparing with its CSG Id. 

7. The following steps are the same as a normal X2 handover procedure.
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Figure 1. Solution 1: Access Control at Source Side (Success)

The Figure 2 shows the unsuccessful case of access control procedure at source HeNB for inter-CSG X2 HO in LTE between CSG HeNBs. At above step 4, if the CSG configuration of UE is not allowed, MME sends ACCESS CONTROL FAILURE message including appropriate cause value such as “Handover Target Not Allowed”. The source HeNB does not perform HO procedure any more. The rest steps are the same as an above procedure.
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Figure 2. Solution 1: Access Control at Source Side (Failure)

Evaluation on Solution 1:

· There is a rogue source HeNB issue in solution 1. The target HeNB has to accept HANDOVER REQUEST without a confirmation about UE unconditionally since the source HeNB has all rights of access control. If source HeNB is a rogue HeNB, the situation will be severe.
· The HO delay is produced since the source HeNB cannot send HANDOVER REQUEST by the completion of access control.
· The new S1AP messages have to be defined such as ACCESS CONTROL REQUEST, ACCESS CONTROL RESPONSE and ACCESS CONTROL FAILURE.

Proposal 3: The rogue source HeNB issue should be considered in Solution 1.
Solution 2: access control at Target Side with new S1AP messages
The Figure 3 shows the successful case of access control procedure at target HeNB for inter-CSG X2 HO in LTE between CSG HeNBs. 

1. CSG UE receives the CSG configuration of the target cell through its BCH channel. At this step, the primary access control by UE will be played by UE’s Allowed CSG List in SIM card, which cannot be fully trusted.

2. UE includes CSG configuration of the target cell in its measurement reports. UE informs source HeNB about the target CSG Id (and CSG Member Status) of the target cell.

3. Source HeNB makes a HO decision and sends HANDOVER REQUEST message including the CSG configuration of target cell to the target HeNB.

4. The target HeNB makes a validation of reported target CSG Id by comparing with its CSG Id. 

5. Target HeNB makes a decision for access control and ,if it is necessary, sends ACCESS CONTROL REQUEST message including the S-TMSI of UE and CSG configuration of target cell to the MME.

6. The MME performs the access control according to the CSG Subscription List of that UE and if the access control is successful it sends ACCESS CONTROL RESPONSE message including the results to the target HeNB.

7. The following steps are the same as a normal X2 handover procedure
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Figure 3. Solution 2: Access Control at Target Side with new S1AP messages (Success)

The Figure 4 shows the unsuccessful case of access control procedure at target HeNB for inter-CSG X2 HO in LTE between CSG HeNBs. At above step 6, if the CSG configuration of UE is not allowed, MME sends ACCESS CONTROL FAILURE message including appropriate cause value such as “Handover Target Not Allowed”. The target HeNB sends HANDOVER PREPARATION FAILURE to source HeNB and does not perform HO procedure any more. The rest steps are the same as an above procedure.
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Figure 4. Solution 2: Access Control at Target Side with new S1AP messages (Failure)

Evaluation on Solution 2:

· There is no rogue source HeNB issue in solution 2. Although source HeNB is a rogue HeNB, the UE cannot camp on a cell of target HeNB since the target HeNB performs the confirmation of the UE by access control. 
· The HO delay is still produced since the target HeNB cannot send HANDOVER REQUEST ACK by the completion of access control.

· The new S1AP messages also have to be defined such as ACCESS CONTROL REQUEST, ACCESS CONTROL RESPONSE and ACCESS CONTROL FAILURE.

Proposal 4: Solution 2 should be supported in Rel-11.
Solution 3: access control at Target Side without new S1AP messages
The Figure 5 shows the successful case of access control procedure at target HeNB without new S1AP messages for inter-CSG X2 HO in LTE between CSG HeNBs. 

1. All steps are the same with a normal X2 handover procedure except the path switch procedure only.

2. Target HeNB sends the PATH SWITCH REQUEST message including the S-TMSI of UE and CSG configuration of target cell to the MME.
3. The MME performs the access control according to the CSG Subscription List of that UE and if the access control is successful it sends PATH SWITCH REQUEST ACK message including the results to the target HeNB.
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Figure 5. Solution 3: Access Control at Target Side without new S1AP messages (Success)

The Figure 6 shows the unsuccessful case of access control procedure at target HeNB without new S1AP messages for inter-CSG X2 HO in LTE between CSG HeNBs. At above step 3, if the CSG configuration of UE is not allowed, MME sends PATH SWITCH REQUEST FAILURE message including appropriate cause value such as “Handover Target Not Allowed”. The target HeNB does not perform HO procedure any more. The rest steps are the same as an above procedure.
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Figure 6. Solution 3: Access Control at Target Side without new S1AP messages (Failure)

Evaluation on Solution 3:

· There is no rogue source HeNB issue in solution 3. Although source HeNB is a rogue HeNB, the UE cannot camp on a cell of target HeNB since the target HeNB performs the confirmation of the UE by access control belong to the path switch procedure. 

· In successful case, the HO delay is rarely produced since there is no additional access control procedure at the target HeNB. However, in unsuccessful case, the HO delay is produced since handover procedures totally have to go back to the initial steps in order to restart. 

· The HO restart in solution 3 may give rise to serious resource misuse of RRC and S1AP resource.
· The new S1AP messages don’t need to be defined such as ACCESS CONTROL REQUEST, ACCESS CONTROL RESPONSE and ACCESS CONTROL FAILURE.

Proposal 5: Solution 3 should have a low priority in inter-CSG enhanced mobility of Rel-11.
3. Conclusions
In this paper, we discussed the access control solutions for inter-CSG X2 HO in LTE between CSG HeNBs. Based on the discussion, our proposals are;
Proposal 1: The access control at HeNB GW should be considered after making a decision whether RAN 3 allows the termination of S1 message at HeNB GW or not.

Proposal 2: When considering security issue for CSG subscription information of UE, it is proposed to agree not to take the access control at HeNB into account when discussing inter-CSG mobility enhancement issue in Rel-11.

Proposal 3: The rogue source HeNB issue should be considered in Solution 1.

Proposal 4: Solution 2 should be supported in Rel-11.

Proposal 5: Solution 3 should have a low priority in inter-CSG enhanced mobility of Rel-11.
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