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1. Overall Description:

In LS R3-111135/S3-110545, SA3 shared the description of a recently discovered vulnerability with the authentication mechanism in the current security architecture of HNB, HNB-GW and SeGW.
2. Considerations 
RAN3 would like to thank SA3 for their LS, and acknowledges that the vulnerability to such attacks needs addressing. 
RAN3 also notes that this is only applicable to HNB and is not an issue for HeNB.

Whilst it is SA3’s responsibility to define any required solution, RAN3 has discussed possible solutions to mitigate this vulnerability and considers that it is possible to standardize methods that may be based on implementation specific techniques.

A non exhaustive list of potential mechanisms is as follows:

1) An interface between SeGW and HNB-GW, using an already standard protocol; 

2) Authentication function in HNB-GW;

3) Authentication function in other network entities (e.g., HLR in case of USIM based authentication);

4) Using an already standard protocol between HNB-GW and an entity (e.g., DHCP Server) that holds the allocated IPSec address;

These solutions will involve adding a level of functionality to the HNB-GW and at least one other node in the network.

While some considerations were discussed, the above mentioned potential solutions were not fully evaluated and compared against each other.

On the cost-effectiveness issue, RAN3 is not really able to assess it as this is a business case decision for each operator/vendor, however use of defined standard protocols (e.g., RADIUS, Diameter) will help minimize the impact of additional functionality on network nodes.
RAN3 is also concerned that the introduction of a standardised solution would invalidate any implementation dependent solutions already deployed. 

In the event SA3 decides on a preferred solution, RAN3 would like to be consulted as a more thorough evaluation of the RAN impact will be needed.
3. Actions:

To SA3 group.

ACTION: 

RAN3 kindly ask SA3 to take the above into account and provide further guidance if needed.  
4. Date of Next TSG-RAN WG3 Meetings:

TSG-RAN WG3 Meeting #73
22nd  – 26th August 2011
Athens, Greece.
TSG-RAN WG3 Meeting #73-bis
10th  – 14th October 2011
Zhuhai, China.
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