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1. Introduction

In order for automatically set up the X2 interface once a new neighbor was discovered by ANR the TNL IP address  of the target eNB needs to be discovered.
The “SON Configuration Transfer IE” defined in [1] is used for this purpose. Currently the IE is defined in [1] as below:

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	SON Configuration Transfer
	
	
	
	

	>Target eNB-ID
	M
	
	
	

	  >>Global eNB ID
	M
	
	9.2.1.37
	

	  >>Selected TAI
	M
	
	TAI

9.2.3.16
	

	>Source eNB-ID
	M
	
	
	

	  >>Global eNB ID
	M
	
	9.2.1.37
	

	  >>Selected TAI
	M
	
	TAI

9.2.3.16
	

	>SON Information
	M
	
	9.2.3.27
	 


This IE is signaled via the S1 i/f which is already assumed to be set up and in operation, i.e. this IE is received by the target eNB from the MME, which IP@ is already well known by the target eNB.

The target eNB, as defined in [1] Section 8.16.2.1, may transfer back the requested information (e.g. the X2 TNL address configuration) to the source eNB via the MME. The message flow is sketched below.

The source eNB may use the provided “X2 TNL Configuration Info” to automatically set up the X2 i/f. 
[image: image2.wmf] 
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2. Problem description
For security reasons in some networks, network nodes are equipped with a kind of “firewall” checking the source IP addresses, whether a certain source node is authorized to communicate with a respective node or not.
For this purpose the network nodes are maintaining an Access Control List (ACL) where valid communication partners are maintained, whereas other communication partners would be rejected on TNL level. 
Furthermore the current specification in [1] restricts the exchange of IP addresses to two (one for operation and one for redundancy reasons). Based on the feedback from TSG SA3 in [2], this appears to not to account for backhaul security as specified in TS 33.401 and 33.210 (NDS/IP), which uses IPsec in tunnel mode.
The eNB’s tunnel end IP address (= transport address) may not necessarily the same as the tunnel-internal logical address(es) for eNB protocol handlers.
Moreover, modular eNB architectures may have different addresses per Control/User/Management Plane. So there is a need to allow transfer of multiple IP addresses per eNB, and to indicate the purpose of the address.

Therefore two independent issues to be enhanced can be identified

· Issue 1

Both peer entities need to be aware about their TNL IP address(es) in case ACL functionality is implemented in a network node.
· Issue 2
There is a need to allow transfer of multiple IP addresses per eNB, and to indicate the purpose of the address
3. Proposed solution
Issue 1

In order to solve issue 1, it’s proposed to provide the “X2 TNL Configuration Info” already in the SON Information Request (as indicated in the yellow marked text in the sketched message flow above)
Issue 2
In order to allow transfer of multiple IP addresses per eNB, and to indicate the purpose of the IP@es new IEs should be specified and added in the X2 TNL Configuration Info.

The solution is briefly sketched in the blue parts below:

******************************************************************************************************************************

9.2.3.26
SON Configuration Transfer

This IE contains the SON Information and additionally includes the eNB identifier of the destination of this SON information and the eNB identifier of the source of this information. 

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	SON Configuration Transfer
	
	
	
	

	>Target eNB-ID
	M
	
	
	

	>>Global eNB ID
	M
	
	9.2.1.37
	

	>>Selected TAI
	M
	
	TAI

9.2.3.16
	

	>Source eNB-ID
	M
	
	
	

	>>Global eNB ID
	M
	
	9.2.1.37
	

	>>Selected TAI
	M
	
	TAI

9.2.3.16
	

	>SON Information
	M
	
	9.2.3.27
	 

	> X2 TNL Configuration Info
	O
	
	9.2.3.29
	Source eNB X2 TNL Configuration Info


9.2.3.29
X2 TNL Configuration Info

The X2 TNL Configuration Info IE is used for signalling X2 TNL Configuration information for automatic X2 SCTP association establishment.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	eNB X2 Transport Layer Addresses
	
	1 to <maxnoofeNBX2TLAs>
	
	

	>Transport Layer Address
	M
	
	9.2.2.1
	Transport Layer Addresses for X2 SCTP end-point.

	eNB X2 Extended Transport Layer Addresses


	
	0 to < maxnoofeNBX2ExtTLAs >
	
	

	> IP-Sec Transport Layer Address


	O
	
	9.2.2.1
	Transport Layer Addresses for IP-Sec end-point



	> eNB GTP Transport Layer Addresses

	
	0 to < maxnoofeNBX2GTPTLAs>
	
	

	>> GTP Transport Layer Address
	M
	
	9.2.2.1
	GTP Transport Layer Addresses for GTP end-points




	Range bound
	Explanation

	maxnoofeNBX2TLAs
	Maximum no. of eNB X2 Transport Layer Addresses for an SCTP end-point. Value is 2.

	maxnoofeNBX2ExtTLAs
	Maximum no. of eNB X2 Extended Transport Layer Addresses Value is XX

	maxnoofeNBX2GTPTLAs
	Maximum no. of eNB X2 GTP Transport Layer Addresses for an GTP end-point. Value is YY


*****************************************************************************************************************************
Please note, the new IEs have been put on the same hierarchical level, as SA3 allows plenty of possibilities to convey the different planes, even to have the user plane traffic outside of a secure tunnel. The current design serves all the variations allowed by SA3.
With regards to introducing constrains between TNL & RNL, the IE’s have been designed in a flexible way. By agreeing on a sufficient high, but still reasonable number of allowed IP addresses in the lists (marked in red), quasi independence of RNL&TNL is maintained.
4. Way forward

It’s proposed to elaborate on the solution above to provide the source TNL IP address to the target eNB in the “SON Configuration Transfer IE” and to enhance the TNL address exchange as outlined above, respectively specified in the related CR in [3]
5. Reference

[1]
3GPP TS 36.413: " Evolved Universal Terrestrial Radio Access Network (E-UTRAN);  S1 Application Protocol (S1AP)"
[2]
R3-102942: " Reply LS on transfer of source eNB IP address via SON Configuration Transfer IE

[3]
R3-103302: "Enhancement of the IP address exchange mechanism for ANR purposes”[image: image1.jpg]
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