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1. Introduction

In order for ANR to set up the X2 interface and to configure newly discovered neighbors the TNL IP address of the target eNB needs to be discovered. The “SON Configuration Transfer IE” defined in [1] is used for this purpose. Currently the IE is defined in [1] as below:

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	SON Configuration Transfer
	
	
	
	

	>Target eNB-ID
	M
	
	
	

	  >>Global eNB ID
	M
	
	9.2.1.37
	

	  >>Selected TAI
	M
	
	TAI

9.2.3.16
	

	>Source eNB-ID
	M
	
	
	

	  >>Global eNB ID
	M
	
	9.2.1.37
	

	  >>Selected TAI
	M
	
	TAI

9.2.3.16
	

	>SON Information
	M
	
	9.2.3.27
	 


For security reasons in some networks, network nodes are equipped with a kind of firewall checking the source IP addresses, whether a certain source node is authorized to communicate with a respective node or not. 
For this purpose the network nodes are maintaining an Access Control List (ACL) where valid communication partners are maintained, whereas other communication partners would be rejected on TNL level.
2. Problem description
In case of ANR, the necessary information on RNL level are exchanged by “X2 TNL Configuration Info IE” to allow a subsequent X2 SETUP. 

Nodes having implemented ACLs for security reasons would reject the X2 SETUP REQUEST on TNL level as the source IP address of the network node requiring the X2 set up would not be known by the target eNB. In order to avoid this behavior, it would require to preconfigure eNodeBs with IP addresses of possible X2 relations.

In this case the automatic nature of ANR wouldn’t be able to be exploited, and the value of ANR would be drastically reduced, or not any more not any more there at all.
3. Proposed solution
In order to provide the necessary information to network nodes having implemented ACLs and to allow them correct maintenance of ACLs, it’s proposed to provide the source TNL IP address to the target eNB in the “SON Configuration Transfer IE” as outlined below.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	SON Configuration Transfer
	
	
	
	

	>Target eNB-ID
	M
	
	
	

	  >>Global eNB ID
	M
	
	9.2.1.37
	

	  >>Selected TAI
	M
	
	TAI

9.2.3.16
	

	>Source eNB-ID
	M
	
	
	

	  >>Global eNB ID
	M
	
	9.2.1.37
	

	  >>Selected TAI
	M
	
	TAI

9.2.3.16
	

	>SON Information
	M
	
	9.2.3.27
	 

	> X2 TNL Configuration Info
	C-

ifX2TNLConfInfo
	
	9.2.3.29
	


	Condition
	Explanation

	ifX2TNLConfInfo
	This IE shall be present if the SON Information IE is set to “SON Information Request” and the SON Information Request is set to the “X2 TNL Configuration info”.


A respective CR will be provided once there is agreement on the solution, way forward.
4. Way forward

It’s proposed to elaborate on the solution above to provide the source TNL IP address to the target eNB in the “SON Configuration Transfer IE” initially in RAN3.

As there are probably other issues in case of IP-Sec configurations need to be considered as well, it’s proposed to involve SA3 in this matter as well, and to send an liaison statement to SA3 after an initial discussion in RAN3. 

5. Reference

[1]
3GPP TS 36.413: " Evolved Universal Terrestrial Radio Access Network (E-UTRAN);  S1 Application Protocol (S1AP)"[image: image1.jpg]
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