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1. Overall Description:
RAN3 invited SA3 to take the content of the LS into consideration and asked SA3 to indicate if there are any additional security requirements for RN OAM connections. 
SA3 would like to respond as follows: 
SA3#60 discussed the following sentence contained in the LS from RAN3: “The RN has a direct secure TLS connection to its OAM through the Donor eNB.” SA3 felt that this sentence implied certain assumptions that were not shared by SA3:
1) SA3 thinks that the secure connection between RN and OAM may or may not go through the DeNB in all cases. 
a. The only proposal discussed at SA3#60 where the communication between RN and OAM would not go through the DeNB was for enabling secure communication between RN and OAM server before the RN attach procedure to a DeNB in the sense of TS 36.300 was successfully completed. One benefit of this proposal pointed out in several contributions to SA3#60 would be the possibility to provide the RN with security configuration data that would need to be available prior to a secure RN attach procedure. 
b. It was further proposed to SA3#60 that the IP connectivity required for the RN to be able to contact the OAM server could be provided, e.g. by the RN connecting to a fixed access at the operator premises or by the RN connecting to an ordinary eNB as an ordinary UE. This was assuming that appropriate restrictions on the destinations reachable by the RN prior to RN attachment could be put in place.

2) SA3 thinks that the secure connection between RN and OAM may or may not be direct. 

a. Instead of an end-to-end security model also a hop-by-hop security model is conceivable. Both models are e.g. applied in the case of connecting a H(e)NB to an OAM server.

b. Some concerns were raised against the hop-by-hop model, but SA3 would like to study further which of the two models would be preferable and whether both should be specified.

c. SA3 agreed that, in case the hop-by-hop security model was used, the intermediate hops would have to be trusted by the operator for this purpose; but no concrete proposals were made as to which these intermediate hops would be.


3) SA3 thinks that, while TLS was most probably a good choice, other possibilities should not be ruled out at this point in time. 

4) It was observed during SA3#60 that the model presented by RAN3 in the LS does not seem to cover the case of management data sent directly from the DeNB.

a. However, SA3 is not sure whether management data have to be sent directly from the DeNB and is ready to acknowledge that this question is not within the competence of SA3. 

b. It was briefly discussed whether such data could be sent in a secure way from the DeNB if a hop-by-hop security model between RN and OAM server was employed with the DeNB being an intermediate hop, or whether a separate model was needed (assuming the need to send such data from the DeNB existed). 
SA3 would also like to point RAN3 to another LS from SA3#60 sent to RAN2 and cc’ed to RAN3 and SA5 (Tdoc S3‑100901). The latest version of the living Tdoc maintained by SA3 is attached to that LS. It reflects the latest state of discussion in SA3 on security for relay node architectures. 

2. Actions to RAN3:

SA3 kindly asks RAN3 to comment on the above observations and, in particular, provide feedback on the validity of the options mentioned in the four bullets above as SA3 may want to base part of their future work on some of these options. SA3 also kindly asks RAN3 to take any architectural changes resulting from valid options into account and communicate these to SA3. 
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