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1 Introduction 
When UE not involved SRNS relocation happens, if the source RNC and target RNC use different encryption algorithms, there will be an encryption problem with UE. 
This contribution tries to discuss this problem and solve it.
2 Discussion
UE not involved SRNS relocation procedure is as below:

[image: image1.emf]UE

RNC

Source

RNC

Target

CN

Relocation Required

Relocation Request

Relocation Request Ack

Relocation Command

Relocation Detect

UTRAN Mobility Information

UTRAN Mobility Information Confirm

Relocation Commit

Relocation Complete

Iu Release Command

Iu Release Complete


This is a soft handover via Iur triggerred SRNS relocation. Target RNC sends UTRAN Mobility Information message to inform UE the SRNS relocation. UE acknowledges the complete of SRNS relocation by sending UTRAN Mobility Information Confirm message. CN releases the source RNC after receiving Relocation Complete message from the target RNC. 
The source RNC initiates the procedure by sending a RELOCATION REQUIRED message. The source RNC shall include the Chosen Integrity Protection Algorithm IE and Chosen Encryption Algorithm IE in the Source RNC to Target RNC Transparent Container IE in RELOCATION REQUIRED message. The CN may include the Encryption Information IE in RELOCATION REQUEST message. Upon reception of the RELOCATION REQUEST message, the target RNC shall initiate allocation of requested resources, and select to use an appropriate ciphering alternative according to its capability. 
There are three Encryption Algorithms now, which are no encryption (0), standard UEA1 (1), and standard UEA 2 (2). In such a scenario, all of the three Encryption Algorithms are supported in source RNC, but only no encryption (0) and standard UEA1 (1) are supported in target RNC. For example, before the relocation, source RNC used standard UEA 2. The source RNC and UE used standard UEA 2 to encrypt signalling data and CS/PS data. When relocation happens, because the target RNC doesn’t support standard UEA 2, the target RNC selects standard UEA 1. The target RNC will use standard UEA 1 to encrypt UTRAN Mobility Information message and send it to UE. At the same time, UE still uses standard UEA 2. When UE receives UTRAN Mobility Information message ciphering with standard UEA 1, UE can ot recognize the message. The target RNC won’t receive UTRAN Mobility Information Confirm message sent from UE. This relocation will fail. CN has sent Relocation Command message to the source RNC, this relocation can’t rollback. The call will drop.
To solve this problem, not to drop the UE, it is proposed: 

If the target RNC cannot support the ciphering alternatives used by the source RNC, it shall return a RELOCATION FAILURE message with the cause "Chosen Encryption Algorithm not supported".

By this way, the source RNC can prevent triggering relocation to the same target RNC which is "Chosed Ciphering algorithms not supported" and reduce the system call drop rate.

3 Conclusion 
It is proposed that:

When UE not involved SRNS relocation, if the target RNC cannot support the ciphering alternatives used by the source RNC, it shall return a RELOCATION FAILURE message with the cause " Chosen Encryption Algorithm not supported".
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