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1. Introduction
In the previous RAN2 and RAN3 meetings the following consensus were achieved:

· For both UMTS and LTE we will have the preliminary access check in the UE: network only has to initiate handover preparation for cells for which the UE has verified the CSG. (from RAN2#66bis chairman’s minute)
· Even if the UE is able to perform preliminary access check, an additional access control has to be performed in the network.

· In Rel.8, the accessibility check is performed in MME.[1]
This document clarifies further the understanding on the required information for Access Control in the NW, discusses the alternative methods to perform access control. 
2. Information needed for access control purpose
The access control in the network is performed to ensure that a UE has a valid subscription at a CSG where it performs an access. [2]
The access control mechanism in the network is assumed to be performed as the following:

1. Step1: A network entity will decide whether network access control needs to be performed or not, based on the target cell access mode and possibly the UE preliminary check result.
2. Step2: Access Control is performed by comparing the following information:

· Info1: The mapping between [(H)eNB-ID and CSG-ID] info
This mapping can be obtained from each concerning (H)eNB or HeNB-GW during S1 Setup procedure

· Info2: The reported [Target (H)eNB-ID] info in the HO signalling.
· Info3: UE’s [CSG Subscription Information]
How to decide whether access control needs to be performed or not in step1

There are at least 2 ways to decide whether access control needs to be performed or not

Option1: Based on the Access Control Request from the Source eNB. 

Here, it is assumed that the source eNB is aware of the access mode of the target cell from the PCI reported by the UE, i.e. from the PCI reservation.

Source eNB decides whether access control is needed or not, by comparing the UE preliminary access check result and the access mode of the target cell.

The source eNB will decide that the access control is needed if the UE preliminary access check is TRUE (access allowed) and the PCI reported shows that the cell is hybrid or closed. 
The access control request (bit) will be included in the HO signalling.
Option2: Based on target cell access mode obtained from within the NW.

The entity performing the access control obtains the target cell’s access mode information from the Target HeNB of HeNB-GW, e.g. in S1 Setup or eNB Configuration Update procedure, together with (H)eNB-ID, CSG-ID information. 
Considering the purpose of the access control and the mechanism of the access control, it is clear that the control is performed based on the fact that the UE can not be trusted. Therefore, it should be ensured that the information used for access control is the information that has already existed or been created in the network.

From the analysis above, it can be seen that there is no need for the UE to report the target cell’ CSG-ID nor access mode for access control purpose.

Proposal 1:
It is proposed to confirm the mechanism and the information needed for access control in the network as explained above.
Proposal 2:
It is proposed to agree that for access check purpose, the CSG-ID and the access mode of the target cell is not necessary to be reported from the UE

Proposal 3: 
It is proposed to discuss how the network should decide whether the access control should be performed or not. (option1,2 in section 2)

3. Which node in the NW should perform the access control
3.1 Problem in Rel.8 architecture

Although it is stated in [2] that (in Rel.8) the access control is performed in the MME, assuming that the necessary information for access control as stated in section 2 is applied, in the case where HeNB-GW is deployed, the MME can not obtained the exact mapping of [(H)eNB-ID and CSG-ID] because the HeNB is designed to be hidden from the MME.
Taking into account the abovementioned problem, the possible alternatives to perform the access control is discussed in the following sub-sections.
3.2 Possible Alternatives

3.2.1 Alternative1: 
Access Control performed in the MME, [(H)eNB-ID and CSG-ID] mapping info is obtained from HeNB-GW
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Figure1: Access Control in MME solution1
This alternative requires the following steps:

· Proposed solution in alt.1:

During S1 Setup procedure, HeNB-GW to MME is modified so that it can convey the actual [HeNB-ID and CSG ID] info

· In Rel.8, it can only covey its own eNB-ID and the concentrated CSG IDs (connected to it)

· During S1 Handover:

· Step1. UE send its MR to eNB

· Step2. eNB decides the Target ID

· Step3. eNB sends HO REQUIRED with Target ID = Target HeNB ID

· Step4. MME performs the Accessibility Check by comparing the following info

· [eNB-ID to CSG ID] mapping table, owned by itself

· Target HeNB ID in step3

· [UE CSG Subscription Info], owned by itself 

3.2.2 Alternative2: 
Access Control is performed in the MME, [(H)eNB-ID and CSG-ID] mapping info is obtained from Target HeNB-GW.
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Figure2: Access Control in MME solution2

· Proposed solution:

The mapping of [HeNB-ID to CSG-ID] of the target HeNB ID is obtained during the HO procedure (HO REQUEST, HO REQUEST ACK)
· Modification on S1 Resource Allocation procedure

· During HO procedure:

· Step 1 to 3 are the same as the previous case

· Step 4,5: Target HeNB2 is requested to send its CSG ID to the MME

· Step 6: MME performs Accessibility Check by comparing the following info

· [Target HeNB-ID] in the HO REQUIRED

· [CSG-ID] corresponding to the Target HeNB–ID obtained in HO REQUEST

· [UE CSG Subscription Info], owned by itself
3.2.3 Alternative3: 
Access Control is performed in the HeNB-GW
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Figure3: Access Control performed in HeNG-GW

· Proposed solution:

· The [UE subscription info] is conveyed from MME to HeNB-GW in HO REQUEST

· HeNB-GW has to obtain the [Target HeNB ID] by reading it from the Source eNB to Target eNB transparent container IE

· After S1 Setup, the  [eNB-ID to CSG-ID] table will be created in the HeNB-GW.

· During HO procedure:

· Step 1 to 3 are the same as the previous case

· Step 4. MME send HO REQUEST to the HeNB-GW containing [UE Subscription Info]

· Step 5, The HeNB-GW performs the Accessibility Check, by comparing:

· [eNB-ID to CSG ID]  mapping table, owned by itself

· [Target HeNB ID], obtained from HO REQUEST’s transparent container

· [UE CSG Subscription Info], sent by MME in HO REQUEST

3.2.4 Alternative4: 
Access Control is performed in the Target-HeNB
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Figure 4: Access Control performed in Target HeNB

· Proposed solution:

· The [UE subscription info] is conveyed from MME to Target HeNB in HO REQUEST

· During HO procedure:

· Step 1 to 3 are the same as the previous case

· Step 4. MME sends HO REQUEST to the HeNB-GW, the HeNB-GW transferred the message to the target HeNB2

· In step 5, the Target HeNB performs the Accessibility Check, by comparing

· [eNB-ID to CSG ID]  mapping info, owned by itself

· [Target HeNB ID], obtained from HO REQUEST’s transparent container

· [UE CSG Subscription Info], sent by MME in HO REQUEST

3.3 Alternatives Comparison

Table 1: Alternative comparison on which entity to perform access control
	Comparison  Item
	Alt.1: MME solution 1

	Alt.2: MME solution 2

	Alt.3: HeNB GW

	Alt.4: Target (H) eNB

	Solution specific constraint
	No constraint

	No constraint

	-GW to read transparent container in HO REQ

-If the check does not pass, HeNB-GW needs to send HO FAILURE (additional I/F function)

	No constraint

	Security due UE CSG-ID List transfer
	Secure

CSG Subs Info stays in MME

	Secure

CSG Subs. Info stays in MME
 
	(Less) Secure (*1)

CSG Subs Info transferred to HeNB-GW

	Not Secure 

CSG List Info transferred to T-eNB

	S1 Procedure Impact
	S1 SETUP: modification to convey the actual HeNB-ID and its CSG-ID

	HO REQ ACK: modification to convey target CSG ID

	HO REQ: Modification to convey UE Subscription Info

	HO REQUEST: Modification to convey UE Subscription Info

	Necessary time until the checking is performed (*2)
	The same as convention way (case1)

(before prep. In target

	Very Long

(after prep. In target

	Slightly longer than 1

(before prep. in target

	Long

(during prep. In target

	Architectural changes
	MME sees HeNBs directly
	No changes
	No changes
	No changes

	Total Evaluation
	++++
	++++
	++++
	+++


*Legend: Grey Colour = -1 evaluation
· Solution specific constraint in HeNB-GW will cause additional functionality in HeNB-GW. Considering that the HeNB-GW is an optional entity, it is preferable if the solution does not cause impact to HeNB-GW.

· Transferring UE’s CSG Subscription Info (i.e. the list of CSG-ID) to the ‘Home’ eNB should be avoided.

· It is preferable if the Access Control can be performed before handover preparation is finished to avoid unnecessary UE Context cancellation procedure if the Access Control fails.
· Considering that the access control functionality already resides in the MME in Rel.8, maintaining access control functionality in MME also for inbound mobility is the solution which has the least impact towards the standard. 
Proposal 4: It is proposed to agree that the access control is performed in the MME.

Proposal 5: It is proposed to discuss the details (alt.1 or alt.2) when access control is performed in the MME.
4. Summary and proposal
The necessary information to perform access control in the network was identified, and alternatives for which network entity should perform the control were discussed.
Proposal 1:
It is proposed to confirm the mechanism and the information needed for access control in the network as explained in section 2.

Access control is performed by comparing the following information:

· Info1: The mapping between [(H)eNB-ID and CSG-ID] info

This mapping can be obtained from each concerning (H)eNB or HeNB-GW during S1 Setup procedure

· Info2: The reported [Target (H)eNB-ID] info in the HO signalling.

· Info3: UE’s [CSG Subscription Information]

Proposal 2:
It is proposed to agree that for access check purpose, the CSG-ID and the access mode of the target cell is not necessary to be reported from the UE

Proposal 3: 
It is proposed to discuss how the network should decide whether the access control should be performed or not.

Option1: Based on the Access Control Request from the Source eNB.
Option2: Based on target cell’s access mode obtained from within the NW.

Proposal 4: 
It is proposed to agree that the access control is performed in the MME.

Proposal 5: 
It is proposed to discuss the detail method (alt.1 or alt.2 in section 3.2) when access control is performed in the MME.
5. Reference
[1] TS 36.300 v.8.9.0, ‘Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2 (Release 8)
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