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Abstract of the contribution: This paper considers possible error cases due to lack of differentiation between the two transparent containers defined in HANDOVER REQUIRED and HANDOVER COMMAND. 
Discussion

In the design of the S1AP support for SRVCC handover to GERAN, it was decided to provide two generic transparent containers to handle the PS-CS and PS-PS needs of the target. This came about after the decision to define a single generic transparent container IE, and therefore a logical extension of that decision was simply to include two identical IEs in the messages HANDOVER REQUIRED and HANDOVER COMMAND.

In RAN3#63bis, one paper [1] raised some issues with this approach; specifically that if somehow one of the containers has an issue, there is no possibility to detect or signal back which of the containers has a problem. The proposed change (e.g. labelling the second container needed for GSM something like “supplementary container”, with a new IE definition) was not agreed, however. The argument seems to be that in any case the procedure has failed, and the proposed functionality would mainly allow for optimization which is not essential at this stage of Release 8.

In this paper, we try to explore further failure scenarios, with the intention to ascertain whether or not the impacts are sufficiently large that a change is justified.

In all scenarios discussed below, we assume that an SRVCC handover to GSM is initiated and two containers should be sent in the messages

1. Scenario #1: missing container in HANDOVER REQUIRED

In this scenario, the syntax check cannot detect an error, i.e. the message is valid. An error may perhaps be detected if e.g. two or more bearers are currently active for the UE to be handed over, and the SRVCC indicator is on, since in this case the MME could deduce that two containers should have been expected. However even in that case the MME cannot be sure since for example the UE might not support DTM handover to GSM.

As a result it is possible that the MME decides to continue with the handover rather than reject the procedure at S1AP level. The problem is that the MME is likely to assume (this being an SRVCC HO) that the received container is the Old BSS to New BSS Information. If this is not the case (e.g. the container has the “wrong” information), errors will be caused further down stream as the procedure is continued.

This error could easily be caught if the containers were labelled. For example the message has clearly a problem if the secondary container IE (assumed to contain the Old BSS to New BSS Information) is missing in a HO to GERAN and the SRVCC indicator is on. This could be considered a logical error, and there would be no impact to application layers or other network elements / protocols.

Scenario #2: containers out of order in HANDOVER REQUIRED

Currently the only way to differentiate the two containers at the MME is to assume a specific order. This already means that an out-of-order condition cannot be spotted during ASN.1 decoding. If two containers are delivered, and the SRVCC indicator is on, the message is accepted, and the MME continues with the procedures towards the 2G system.

In this case, unless the MME checks the contents of the “transparent” containers, the wrong information will be delivered both to the CS and PS 2G domains. Again the resulting behaviour is somewhat unpredictable; it can be expected that the procedures will be rejected at some level, however the failure has been propagated to the 2G nodes.

This error would be caught (or would not even have existed) if the containers were labelled. For example, the checking at the MME might allow for the containers to be out of order and still send the right containers onwards.

Scenario #3: missing container in HANDOVER COMMAND

In this scenario, the syntax check at the eNB cannot detect an error, but is possible that a logical check may do so. For example, if initially the eNB started out a DTM handover, it obviously expects two containers in this message.

Unfortunately even this is not clear since one of the handover components might have been denied by the target system. To account for this, the eNB must be prepared to continue even in the case of one container, and use the contents to issue the RRC HO Command to the UE. If the lack of one container is an error (e.g. by the MME), then obviously the UE will expect to initiate a CS or PS only HO when the 2G side expects a DTM HO.

It is not clear that labelling the containers will help in this case.

Scenario #4: containers out of order in HANDOVER COMMAND

The eNB should be able to handle this scenario by looking into the contents, however labelling the containers would ensure that the ASN.1 decoder would either reject the message (“out-of-order IEs”) or deliver them to the application level in the right order. Therefore the impact would be contained.

Scenario #5: wrongly repeated container in either message

In this scenario, we could have for example two instances of the Source BSS-to-Target BSS Transparent Container in a HANDOVER REQUEST message for SRVCC / DTM HO. This type of error would normally be caught at ASN.1 syntax level. However in the current specification, it would be propagated at least to logical checking. At this level, the receiver (MME) may realize there is a problem if e.g. only one bearer is currently active and the SRVCC indicator is on.

A similar scenario is when two containers are expected but somehow the same container is provided twice by the eNB. Obviously the MME cannot detect this unless it looks at the contents of the transparent container.

Similar considerations apply regarding the HANDOVER COMMAND message.

Proposal

From the brief analysis above, it seems that the lack of differentiation between the two containers leads to lack of detection at syntax or logical level of a number of possible error cases. This then transforms an ASN.1 error into a much larger system malfunction involving potentially 2G nodes and/or the UE. Although the eventual result may be the same, propagating detectable errors to other nodes is not desirable and could be avoided with relatively small specification impact.

As such, Motorola believes there is a case to reconsider the proposal made in [1]. Motorola will be happy to assist in putting together a CR based on [1] or otherwise, during the course of RAN3#64.
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