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1
Introduction
2 In last RAN3 meetings, it is an open issue that how HNB GW and HNB get the UE IMSI list for UE access control of a specific HNB. This contribution discusses this specific character of the UE list and gives a preference.

2.1 Discussion
2.2 Character of Allowed UE IMSI List 

1. The allowed UE IMSI list is related to HNB’s service, but it is not an operator decided parameter. The user has the authorization to update this under some rules.  So it is not a common configuration data for HNB as HNB’s URAFCN, PSC etc. it is actual a part of HNB subscriber information as HNB owner’s private information. It has some special requirements on its recording and delivery.

2. Security Requirement: 
This list should be recorded in a high reliable and secure server, some problems on HNB or HMS should not impact on the list recording. The IMSI list should be distinguished from common configuration for HNB. HNB and HNB GW should get the information from a fully trusted node in operator side, not from a possible malicious node in user side.

2.3 Daily Management:
When HNB’s location changed, the operator doesn’t need to transfer its information to its new serving nodes including HMS and HNB GW. This will bring more extra work on operator’s daily routine management and also threat the information’s security. It is a better way to manage the information in a centralized server. The central management can also provide the variety charging and access control strategies for variety application [1].

2.4  Delivery of IMSI list

It is the current agreement that the access control in HNB-GW is mandatory and the access control in HNB is optional. So both HNB and HNB GW can get the allowed UE IMSI list.

HNB GW: 

1. There are two options for HNB GW to get the allowed list:

2. From HNB.
UE IMSI list for HNB is configured in HMS. HNB will report its UE IMSI list to its serving HNB GW during HNB Registration procedure. And the IMSI list in HNB GW is build up by this. SA3 concerns that a malicious HNB may modify the IMSI list, so SA3 recommends that the UE IMSI list is not available in HNB. Following SA3’s concern, HNB GW can’t fully trust the UE IMSI list from the HNB side. A malicious HNB may also modify this list. It is a big security threat to 3G HNB system.

3. From a central database
This IMSI list should be downloaded from a central IMSI list database in operator side. The interface between HNB GW and the central database can be private or Itf-N like in SA5.The IMSI list is from a central database on operator side. This IMSI is transferred in operator internal network. It has no security issue.

Proposal 1: The UE IMSI list for access control in HNB GW should be downloaded from a central IMSI list database in operator side, not from HNB.

HNB:

1. There are also two ways for HNB to get the list:

2. From HNB GW.
HNB GW should configure and update this UE IMSI list to the HNB. And all the IMSI daily maintain is done in the central database. But some extra procedure or IEs should be added on Iuh to update and synchronize the IMSI list on HNB and HNB GW. 

3. From HMS
HNB can get the IMSI list from HMS during HNB data configuration. As the discussion in section 2.1, if the IMSI list is kept in distributed HMS, the IMSI list should be transferred between HMSs when HNB changes the serving HMS for location change. This will bring more extra work on operator’s daily routine management and also threat the information’s security. So it also recommends that HMS get the UE IMSI list from a central database.  This central database for HMS can be the same node as the central database for HNB GW, or a copy of the database, which depends on implementation. When the IMSI list needs update, HMS can send it to the HNB without introducing any new procedure on IE introduced on Iuh.

3 As the analyze above, HNB can get the IMSI list either from HNB GW or HMS. RAN3 need further discussion to choose one alternative. To avoid introducing new synchronization procedure on Iuh, it is more suitable not to transmit IMSI list on Iuh. If this list is from HMS, it recommends that a central database to keep the UE IMSI list information to reduce the daily maintain of the operator. But this is out of RAN3’s scope. 

4 Proposal
It is proposed to discuss section 2 and agree the following proposal into the new Stage 2 HNB TS:

Proposal 1: The UE IMSI list for access control in HNB GW should be downloaded from a central IMSI list database in operator side, not from HNB.

[1] 4
Reference

[2] R3-082890:  “Use of differentiated rejection causes for Access”, Orange.
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