3GPP TSG- RAN WG3 Meeting #61bis


R3-082857
Prague, Czech Republic, 30 Sept - 03 Oct 2008
Title:
[DRAFT]
 Reply LS on E-UTRAN security related issues
Response to:
LS (R3-082762/ S3-081121) on Reply-LS on KeNB handling at handover and 

(R3-082777/ S3-081175) on Reply LS on E-UTRAN security related issues from SA3
Release:
Rel-8
Work Item:
LTE-Interfaces
Source:
Ericsson
To:
TSG SA WG3, TSG RAN WG2
Cc:


Contact Person:


Name:
Ina Widegren


Tel. Number:
+46 70 552 34 98
E-mail Address:
ina.widegren@ericsson.com
Attachments:


1. Overall Description:

RAN3 would like to thank SA3 for the replies in LS-es on KeNB handling at handover in R3-082762/ S3-081121 and on E-UTRAN security related issues in R3-082777/ S3-081175. 
RAN 3 noticed that the requirement on topology hiding is no longer a strict requirement from SA3 and discussed how a simplification can be achieved in the S1 and X2 interfaces. RAN3 has discussed the key handling defined by SA3 on S1 and X2 interfaces and ask SA3 for comments on the following stage 3 assumptions:

1) At S1 handover the MME may choose to apply forward security in one step or select that the KeNB to be used with the UE shall be computed from the {KeNB*, NCC} pair received from source eNB.
· 1 hop forward security: MME provides one or two {NH, NCC} pair(s) to the target eNB in HANDOVER REQUEST message. Target eNB shall use the first NH and the PCI when computing the KeNB to be used with the UE. Target eNB may store the second NH to be used in future handovers. The {KeNB*, NCC} pair received from source eNB in HANDOVER REQUIRED message shall not be used.
· Use received {KeNB*, NCC} pair:  MME receives the {KeNB*, NCC} pair from source eNB in the HANDOVER REQUIRED message. MME thereafter sends the received {KeNB*, NCC} pair to the target eNB in the HANDOVER REQUEST message. Target eNB shall use the received KeNB* as the KeNB to be used with the UE.
· All the above key related IEs ({key,NCC} pair) is visible on message level in the S1 interface and hence available for the MME.
2) An MME that is configured not to apply forward security for the S1 handover shall also have the option not to apply forward security at X2 handover. The consequence is that NH in PATH SWITCH REQUEST ACKNOWLEDGE message should be optional. RAN3 is also aware that in this case, the only way to retrieve a fresh KeNB (not derived from previous KeNB) is by performing KeNB change on-the-fly procedure.
3) MME shall, when sending a {“key”, NCC} pair to eNB, always use a NCC value not sent before to eNB, neither in a {KeNB*, NCC} pair nor a {NH, NCC} pair. With this rule the target eNB does not have to send any key related information to MME in PATH SWITCH REQUEST message. The rule will guarantee that NCC is never decreased at the UE (which should not be allowed to happen).

4) The eNB may use the stored NH (if available) or the current KeNB when computing the KeNB* :
· to be used in the next X2 or intra-eNB handover.
· to be included in the HANDOVER REQUIRED message sent to MME during S1 handover
5) The {NH, NCC} pair to be stored and used in future handovers is introduced as an optional IE in the following S1 messages:

· INITIAL CONTEXT SETUP
· UE CONTEXT MODIFICATION REQUEST
· (S1 AP) HANDOVER REQUEST
· PATH SWITCH REQUEST ACKNOWLEDGE
Question 1: are the above principles for S1 and X2 interfaces in line with the security requirements from SA3 regarding key handling and forward security?
Question 2: does a stage 3 implementation in line with the assumptions listed in bullets 2 to 4 fulfil the security requirements of SA3? 
RAN3 notes that the algorithm for ciphering includes the 128-EEA0 = Null ciphering algorithm. RAN 3 would like to know if all UEs are required to support 128-EEA0.
Question 3: is 128-EEA0 mandatory to support for all LTE UEs.  If so is it a correct assumption that there is no need to include 128-EEA0 in the UE security capabilities list.
Question 4: is it possible that a UE may report no security capability, i.e. no support for any integrity algorithm or no support for any ciphering algorithm (not even 128-EEA0), for example when an emergency call is setup?
RAN 3 discussed whether all IEs of UE Security Capabilities sent to eNB by MME are applicable to both NAS and AS or if some elements are only applicable to NAS and other only applicable to AS.

Question 5: are all IEs that are contained in the UE Security Capabilities sent to eNB by MME applicable to both NAS and AS?
In RANAP the chosen algorithms are signalled to the target RNC in SRNS relocation procedures:
Question 6: is it required that the source eNB sends the chosen algorithm for integrity and ciphering to target enB.
2. Actions:
To TSG-SA WG3:

RAN3 kindly asks SA3 to provide feedback on the assumptions 1 – 5 and on the Questions 1 – 6 above.
TO TSG-RAN WG2:

RAN3 kindly asks RAN2 to take the assumptions in 1 – 5 above into account.
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