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1. Overall Description:

RAN3 has agreed that, for pre-release 8 UEs, access control functionality location is mandatory in the HNB-GW and optional in the HNB. Furthermore, it is RAN3’s current understanding that the IMSI, obtained from UE via air interface, is utilized for performing the access control.
However, the IMSI from the UE over the radio interface is un-authenticated. RAN3 had discussed if the CN assisted method could be used to alleviate the security problem. During the discussion, RAN3 can not ensure if the security threat is valid.

RAN3 would like to check with SA3 if there is valid security threat associated with utilizing IMSI obtained via the above-mentioned mechanism. Specifically, RAN3 would like SA3 to further analyze the below mentioned scenarios:

1) Is there possibility of the UE reporting a spoofed (i.e. falsely constructed) IMSI instead of its own IMSI when HNB request IMSI from the UE, in order to access this HNB?
2) Is there possibility of the HNB reporting a spoofed IMSI to HNB GW instead of received IMSI from the UE via ‘Identity Request’ message, in order to let this UE access to the network?

2. Actions:

To SA3
ACTION: 
RAN3 kindly asks SA3 to clarify questions listed above.

3.  Dates of Next TSG RAN WG3 Meetings:
3GPP RAN3#62
Nov. 10th – Nov. 14th, 2008
Prague
Czech Republic 

