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1 Introduction 
Access control for 3G HNB was discussing during last meeting, but there is no detailed discussion due to limited time. This contribution is going to discuss the Access control mechanism in 3G HNB and some impacted issues.

There are two alternatives for access control solution, one is HNB performing access control, the other is H-GW performing, this contribution is mainly discuss how H-GW performs access control in HNB system.

2 Discussion
2.1 Scenarios for access control

· Initial attach: For the first initial attach, normally the IMSI will be provided in the NAS message of attach request and will be provided in the RRC connection request.

· Attach or RAU: if the UE is not first attach to network or perform RAU, normally a valid P-TMSI/TMSI  and old RAI will be provided in the NAS message and RRC connection request message. In this case, HNB will initiate id request from UE to get IMSI. 

The principle for 3G HNB to request IMSI is different compared to normal ID request from CN. The reason is for the normal ID request from CN is performed only when IMSI is unknown in CN nodes. But, in order to support 3G HNB system to perform AC and no impact to current 3G CN, the IMSI request from HNB is a compromised solution. Therefore, this contribution is going to provide the full secured solution to support AC.

· HO: It will not be discussed, since inbound HO in 3G HNB is handled as low priority.

The above cases are only for first attempt UE to HNB, if UE has already been granted access control, the UE registration for AC will not be performed.

2.2 Which nodes to perform access control: HNB or HNB-GW.

The focus for which node to perform AC is based on which node to store IMSI list. There are two alternatives for access control solution, one is locating in HNB, the other is locating in H-GW. This contribution is mainly focus on how H-GW perform access control.

Since H-GW locates in operator domain, our assumption is H-GW storing IMSI list. But the impact problem for H-GW with IMSI list is how H-GW to download the IMSI list? Normally, the IMSI list is pre-configured in H-GW via OAM.

The advantages for H-GW to store IMSI list are: H-GW is trusted entities and locates in operator domain network, if IMSI list is stored in H-GW, it will avoid bunch of IMSI list exposed to the public. The current 3G HNB system should try to avoid expose IMSI and TMSI in the air.

2.3 other impact problem: i.e.whether the CN shall trust the unauthenticated UE.
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Upon the above cases, if the IMSI is not provided in RRC or first NAS message, IMSI request will be performed by HNB, then HNB shall send IMSI in UE registration message to H-GW. Since the H-GW stores IMSI list, the AC shall be performed by H-GW. H-GW will compare the IMSI provided from UE and the IMSI stored in H-GW. If those two are matched, then RAU or Attach shall be continued.

However, it is not safe that the IMSI is only provided from the UE side, the network shall perform another checking for this UN-authenticated UE. So, the following solution is illustrating how to provide IMSI from CN side.
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3 Proposal

· add a new Class 2 message in HNBAP, “UE de-registration”, if UE fails in the access control checking from the CN side, then H-GW should release Iu connection to CN, and send UE de-registration message to HNB to release Iuh connection.

· Update access control in UE registration procedure in Stage2 spec.
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