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1. Introduction
This document discusses the necessity of Path Switch procedure during Intra eNB Handover caused by the necessity to derive KeNB, and shows that if needed the normal Path Switch procedure can be reused. In addition, this document also shows the changes needed in the Path Switch procedure to support KeNB derivation procedure 

Note that this document contents is based on the assumption that the following RAN2#63 agreements are adopted in / in alignment with SA3:

· -The NCC (NH Chaining Counter) value is signaled to the UE in Handover Command

· PCI binding for KeNB derivation is done in Source eNB

· Whether C-RNTI binding for KeNB derivation in the target eNB is always or conditionally performed, is up to SA3 (including the necessity of “index increase indicator”parameter) 
2. Review of KeNB derivation procedure in X2 Handover and S1 Handover
The following Table 1 summarises the KeNB derivation procedure in X2 handover and S1 handover.

Table 1: KeNB derivation procedure in X2 and S1 Handover
	Procedure
	KeNB handling in X2 Handover
	KeNB handling in S1 Handover
(according to S3-080906)

	Handover Preparation 
and 
Handover Resource Allocation in S1 HO
	(KeNB* generated from the NH parameter)
- The S-eNB calculate the KeNB* with input parameter (maintained NH, PCI)
- The S-eNB conveys KeNB*, NCC to the T-eNB via HO REQUEST
- The T-eNB creates the Handover Command message for the UE containing the NCC, and send it to S-eNB via HO REQUEST ACK
	(1-hop security is performed)
- Upon receiving HANDOVER REQUIRED from the S-eNB, the MME identified the NCC value from its memory. 
- Based on the identified NCC, the MME calculates the NH* twice,( NH*[+2], NH*[+3]), increments the corresponding NCCs and conveys the NHs & the corresponding NCCs towards the T-eNB in HO REQUEST.
- The T-eNB calculates the KeNB*
- The MME sends the updated NH*s and NCC towards the S-eNB in HO COMMAND
- The S-eNB sends Handover Command towards the UE including the NCC from the HO COMMAND from the MME.

	Handover Completion
	- The T-eNB send the PATH SWITCH REQ. containing the NCC parameter, to notify the Counter of present NH parameter
- The MME calculates the new NH for the next HO, increment the NCC, and notify the new NH and the corresponding NCC to the T-eNB.
	- After the MME receives the HO CONFIRM, MME stores the new NH*[+3] as NH for the next HO.
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Figure1: KeNB generation during X2 Handover
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Figure 2: KeNB derivation procedure during S1 Handover
3. Discussion on Path Switch procedure in Intra eNB Handover
As indicated in the LS from SA3 (S3-08923/R3-082039) in the following:

‘The visibility of different types of handovers for the UE is minimized. The key index is sent in the HO Command for all types of handovers, as it is required to synchronize the number of key derivations in UE and MME.’
SA3 has invented a KeNB update procedure which is able to minimise the visibility of handover type (Intra eNB, X2 or S1 handover) by conveying the key index (NCC) towards the UE. The visibility of handover type is minimised by supporting all combinations of NCC values (e.g. NCC+0, NCC+1, NCC+2) during Intra eNB, X2 and S1 handover, can be used.

However, for handovers that do not involve MME during the handover preparation phase, the current KeNB update procedure requires that a fresh NH (NH[n+1] in Fig.1) is obtained by the Target eNB from the MME to prepare for the next handover, if the Source eNB derives the KeNB* from the stored NH. This would require the Target eNB to contact MME. In case of X2 handover, this is already the case as the Target eNB would send the Path Switch Request to MME. A fresh NH can then be given to the Target eNB by the Path Switch Ack from the MME. However, in case of Intra-eNB, it is yet unclear whether the normal Path Switch procedure can be used or a similar procedure needs to be defined specifically for this purpose.

Hence, there was a discussion in RAN2, on whether the procedure to obtain the new NH parameter from MME can also be supported by utilising Path Switch Request procedure in the Intra eNB Handover case, as indicated in the action to RAN3 in the LS R2-084907:
‘RAN2 kindly asks RAN3 to take the above into account and study whether NCC +1 and +2 cases for intra-eNB HO can be supported by the normal S1 path switch procedure.’
The following section shows that the normal Path Switch Request procedure is able to support the update of NH parameter.
3.1 The impact of utilising Path Switch Request procedure during Intra eNB Handover
KeNB update during Intra eNB Handover with Path Switch performed is illustrated in figure 3 and without Path Switch is illustrated in figure 4.
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Figure 3: KeNB update procedure during Intra eNB HO without Path Switch support
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Figure 4: KeNB update procedure in Intra eNB HO with Path Switch

The possible impacts of utilising Path Switch Request procedure during Intra eNB Handover are the following:

1. So far Intra eNB handover only required procedures that can be terminated within the eNB. However, the use of Path Switch Request procedure would involve the MME also in case of Intra eNB handover.
2. The use of normal Path Switch Request procedure would cause unnecessary signalling in the S11 interface between MME and S-GW. 
When the Path Switch Request procedure is initiated, PATH SWITCH REQUEST message is sent towards the MME. The MME, having received the PATH SWITCH REQUEST via S1 i/f, sends the USER PLANE UPDATE REQUEST message towards the S-GW via S11 i/f.
In Intra eNB handover case, the path before and after the switch will be exactly the same.
However, as shown in Figures 3 and 4, the use of the Path Switch Request procedure allows the Source eNB to use the stored NH for deriving KeNB* instead of using the same KeNB. This would allow achieving the same security level of KeNB update procedure as performed in X2 handover.
From the discussion, it can be understood that the purpose of Path Switch Request procedure during intra eNB handover is solely to improve security at handover (by allowing the use of fresh NH at handover) and to hide the network topology from the user. However, which mechanisms (i.e., the combination of NCC +0, +1, +2 for Intra-eNB, X2 and S1 handover) are used is up to the operator’s policy.
Nevertheless, despite some drawbacks, it still seems possible that by using the current Path Switch Request procedure, the NH parameter update during Intra-eNB handover can be supported. That is, cases where NCC is incremented can also be supported for Intra-eNB handover. Hence, no strong motivation seems to be present for defining a new procedure for this purpose.
Proposal 1: 
If necessary, the normal Path Switch Request procedure can be utilised to support KeNB update (NH parameter update) during Intra eNB Handover. New procedure in S1AP for this purpose is NOT necessary.
4. Necessary changes in Path Switch procedure to support KeNB update during Inter eNB Handover
As reviewed in section 2 and shown in Figure 1, to support KeNB update, e.g. NH parameter update, during Inter eNB (X2) Handover, the following changes are needed in the Path Switch Request procedure:
1. Addition of Security Information IE in PATH SWITCH REQUEST message, which contains the NCC parameter.
The CR in S3-080906 does not explicitly describe this addition, instead MME uses the NCC value from its memory. However, it is considered necessary to conveys the NCC parameters to the MME so that the MME can explicitly identify the NCC (NH) used by the Source eNB to reduce the possibility of de-synchronisation of NH
2. Addition of Security Information IE  in PATH SWITCH REQUEST ACKNOWLEDGEMENT message, which contains the NCC and NH parameter.

Proposal 2:

The abovementioned changes 1 and 2 against Path Switch Request procedure are necessary.
The necessary CR is provided in [5].
5. Answers to LSs from SA3 and RAN2 with regard to KeNB update procedure

RAN3 still needs to answer the following questions from SA3 in S3-080923 (R3-082039) and RAN2 in R2-084907:
SA3 questions and proposed answers: 
· SA3 would like to ask RAN3 and RAN2 if there is a possibility to lose a Path Switch Acknowledgement message before the next handover (e.g. x2 handover) happens? 
· Proposed answer:
RAN3 confirms RAN2 assumption in R2-084907 that C-plane architecture adopted for E-UTRAN provides high reliability so that C-plane message loss will be a very rare occurrences. 
With regard to the time needed for Path Switch procedure, although it may vary due to network topology, taking a typical maximum delay value of 20 ms on the interface, and considering one round trip of signalling S1-MME and S11, RAN3 also foresees that the Path Switch Request procedure take less than 100 ms. As such, it would be safe to assume that a Path Switch Request procedure is always complete before the next handover is triggered.
· SA3 would also like to ask RAN3 and RAN2 if there is a possibility that the path switch message is not always sent during a handover (e.g. intra-eNB inter-cell handover)? 
· Proposed answer:
It is also RAN3’s understanding that during Intra eNB handover, the Path Switch Request procedure is not necessary since the Path (Transport Network Layer Address) is not changed. It would be desirable to avoid mandating any extra signalling over interfaces.
RAN2 questions and proposed answers:
· RAN2 kindly asks RAN3 to take the above into account and study whether NCC +1 and +2 cases for intra-eNB HO can be supported by the normal S1 path switch procedure.
· Proposed answer:
RAN3 has studied the impact on supporting NCC+1 and +2 for KeNB update during Intra eNB handover, and concluded that if necessary the already defined Path Switch Request procedure may be utilised for the purpose.

Proposal 3: 

It is proposed to discuss and agree on the proposed answers towards the LSs from SA3 and RAN2.

6. Conclusion and proposal
1. The KeNB update procedures in Intra eNB, X2 and S1 handover were reviewed.
2. The necessity and impact of performing Path Switch during Intra eNB Handover were discussed in section 3.
3. It is proposed for RAN3 to agree on the following proposals:

Proposal 1: If necessary, the normal Path Switch Request procedure can be utilised to support KeNB update (NH parameter update) during Intra eNB Handover. New procedure in S1AP for this purpose is NOT necessary.
Proposal 2: The following changes against the Path Switch Request procedure are necessary to support KeNB update procedure in X2 Handover:
· Addition of Security Information IE in PATH SWITCH REQUEST message, which contains the NCC parameter.

· Addition of Security Information IE  in PATH SWITCH REQUEST ACKNOWLEDGEMENT message, which contains the NCC and NH parameter.

(CR available in [5])
Proposal 3: It is proposed to discuss and agree on the proposed answers towards the LSs from SA3 and RAN2 as described in section 5.
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