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1. Introduction
3GPP has previously discussed the connectivity of a HeNB to the operator core network (e.g. [1], [2]). The key ideas addressed are how the S1 control plane and user plane are managed in the HeNB Gateway, and the roles of the Security Gateway (SeGW) and the Home Base Station Controller (HBS-C).
2. Discussion
The HNB Gateway (HNB-GW) presented in [1][2] consists of three logical functions for LTE:

· Security Gateway (SeGW)

· Concentrator / Distributor (CNT/DST)
· Home Base Station Controller (HBS-C)

The following sections propose a relationship between these logical functions and builds on the work in [1].

2.1. E-UTRAN Logical Architecture for HeNB

Figure 1 shows a logical architecture for the HeNB that has a 
· Set of S1 interfaces to connect the HeNB to the EPC;

· An OAM interface with the HBS-C for Registration and Configuration; and

· An IPSec interface for Authentication

The SeGW and HBS-C are common to the Iu-based architecture proposed for the HNB. Also, the IPSec interfaces as shown should be common to HeNBs and HNBs.
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Figure 1 E-UTRAN HeNB Logical Architecture
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Figure 2 E-UTRAN HeNB Logical Architecture (co-located in a single box)
Network Elements:
The HeNB is a logical entity that supports the functions described in [1], i.e., managing the CSG cells and UEs, registration, OAM as well as HNB-GW discovery, and the additional functions needed due to the untrusted transport network between the HeNB and the HNB-GW, namely HeNB authentication.
The HNB-GW is a logical entity that comprises of three independent logical functions
· Security Gateway (SeGW) which supports the HeNB authentication

· Concentrator / Distributor which supports the connection to the EPC for the S1 control plane
· Home Base Station Controller (HBS-C) which supports HeNB registration and OAM (re)-configuration

These three functionalities may be implemented as separate network entities as shown in Figure 1. Alternatively, these functional entities could be physically co-located in the same HNB-GW box as shown in Figure 2. The SeGW and HBS-C are common to the architecture proposed for the HNB, except we propose to split the Iuhc interface into 2 separate interfaces (IPSec for authentication and OAM for registration and (re)configuration). Note that there are no new interfaces defined between any of these elements, as IP can be used.
The advantages of enabling the HNB-GW to be deployed in this manner are:

· Modularizes the HNB-GW to allow independent upgrades for each element

· Removes the HBS-C and CNT/DST elements from the UE’s data plane since S1-U does not pass through either element. (The data plane scales differently from the control and management planes which allows for example, many SeGWs for a single CNT/DST or HBS-C)

· Separates the entities logically in the same manner that the SGW and MME are separated in the EPC.

Security Gateway:
The SeGW authenticates the HeNBs for access to the CN and provides the end-point for an IPSec tunnel to authenticate and encrypts traffic over the untrusted transport network between the HeNB GW and the HeNB. The SeGW functions are independent of any existing core network functions. As such, it should be a stand-alone logical entity. A stand-alone SeGW will allow the security needs of a HeNB to evolve independently of other HNB-GW functions.

Once the HeNB is authenticated by the SeGW, the SeGW should be transparent to the EPC and other nodes in the network and just extends the domain of the trusted network. Even to the HeNB, the SeGW should provide a secure IP transport, and be transparent at the application level. SeGW may even be an off-the-shelf VPN Server. The SeGW is transparent to both the HeNBs and the CN entities at the application level.
Proposal 1: SeGW for HeNB authentication and the CN IPSec tunnel end-point is a logically independent entity.
Home Base Station Controller:
A HeNB needs to register and download an initial configuration before it is allowed to turn on its radio transmitter. Once the HeNB has performed HNB-GW discovery, it registers with the HBS-C in order to complete its initial configuration. Like the SeGW, the HBS-C may be physically co-located at the HNB-GW, or supported at a separate core network entity. For instance, the HBS-C could be a part of the HeNB OAM system and run over the TR-069 interface. In fact, once the HeNB is authenticated by the SeGW, it may communicate over the same OAM interfaces as the eNBs. (In the same way that the HeNB is sharing the same S1 interface as the eNB does to the EPC.)
The HeNB may connect to the HBS-C through the IPSec tunnel with the SeGW, as shown in Figures 1 and 2. Alternatively, the HeNB may connect directly to the OAM system over the internet via a secure link, using native OAM security mechanisms. 

Proposal 2: HBS-C for initial configuration / registration functionality is a logically independent entity. 
Concentrator/Distributor:
Due to the potentially large number of HeNBs that are to be deployed, there may be a need for a CNT/DST to manage the S1 interface between the EPC and the HeNBs, i.e., to enable the MME to scale to support a large number of S1AP connections. The CNT/DST function is optional since the MME implementation may indeed scale to support the necessary number of HeNBs. As described in [3] the CNT/DST has the following properties:
1. CNT/DST acts only as a transport layer concentrator, i.e., S1AP connections are decoupled from SCTP associations. 

2. CNT/DST is transparent, and may be added/removed without impacting the rest of the EPC.

3. CNT/DST may be deployed as a separate physical device from the HeNB Gateway since the interface between the CNT/DST and the SeGW is only IP.

4. CNT/DST is forwards compatible for S1AP, i.e., does not require any changes to the CNT/DST when S1AP changes.

5. CNT/DST function is not required to maintain per UE state, so the implementation complexity and cost are reduced.

6. CNT/DST is independent of the other functions in the HNB-GW.

Proposal 3: CNT/DST which supports the connection to the EPC for the S1 control plane is a logically independent entity and optional.

 S1 Control and User Planes:
The control plane between the HeNB and EPC is shown in Figure 3 including the SeGW and CNT/DST functions. Note that the SeGW and CNT/DST functions are shown separately to show that the interface between these two logical entities is only IP, i.e., no new interface is needed to deploy a separate CNT/DST and SeGW functions. 
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Figure 3 Control plane for S1-MME Interface for HeNB
A proposal for the control plane is presented in [3] which enables the CNT/DST to use an (eNB id, MME id)-tuple in every packet as the equivalent to the source-destination IP address pair to forward the S1-AP packet in the appropriate SCTP association. The only state needed in the CNT/DST for the HeNB is the eNB id to HeNB’s SCTP association mapping, and for the MME is the MME id to MME’s SCTP association mapping. 
The impact on the user plane between the HeNB and EPC is shown in Figure 4 including the SeGW functions. Note that the S1-U interface does not pass through the CNT/DST since the CNT/DST does not touch the GTP-U header if proposal in [3] is adopted. This is because S1-MME allows the HeNB to define the GTP-U tunnel endpoint for each UE bearer. In this case the HeNB uses its Remote IP address as the tunnel end-point in the S1-MME messages. If the CNT/DST plays a more complex role as described in [2], i.e., it has to somehow translate the TEID in the GTP-U tunnel between the SGW and CNT/DST and the GTP-U tunnel between the CNT/DST and the HeNB, i.e., it has to now perform GTP-U translation for every packet on the user plane. This leads to a more processing complexity in CNT/DST without reducing the processing complexity requirements of the SeGW.
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Figure 4 User plane for S1-U interface for HeNB
3. Proposal
This document proposes a simplified architecture building on [2] and discusses the key principles for enabling a modular HNB-GW that maximizes the reuse of existing protocols already defined for LTE, as well as shares common OAM and IPSec interfaces for HeNBs and HNBs, i.e., common authentication, registration and (re)configuration functions. 
The result is a HNB-GW that is a collection of independent logical entities and as such could be deployed as a single physical device or as separate independent entities. There are no new interfaces defined between any of these elements, as IP can be used.

Proposal 1: SeGW for HeNB authentication and the CN IPSec tunnel end-point is a logically independent entity.

Proposal 2: HBS-C for initial configuration / registration functionality is a logically independent entity. 

Proposal 3: CNT/DST which supports the connection to the EPC for the S1 control plane is a logically independent, transparent and optional entity.
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