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1.  Introduction
In RAN2 #63, RAN2 received an LS from SA3 (also sent to RAN3) about KeNB handling at handover in [1]. This paper reviews the SA3 procedure described in [1, 2] regarding KeNB handling, and discusses potential issues of this procedure. This paper is introduced in RAN3 with a purpose to make RAN3 aware of the possible impact from RAN2 and SA3 decisions [3-5].
2. Discussion
2.1
Review of SA3 model

According to the SA3 model described in [1, 2], AS key chaining can be illustrated as in Fig.1. The model consists of NH chaining (1st chain, in the vertical direction) and KeNB chaining (2nd chain, in the horizontal direction). The model can be described as follows:

· The eNB should always (except for the short transition periods at handover) have the current KeNB, a fresh NH (the NH from the next row in Fig.1) and the corresponding NCC (NH Chaining Count) value.
· At initial setup, the first KeNB* and NH* values stemming from “(KeNB)” in Fig.1, as well as the initial NCC (NH Chaining Count) value (= 0), are given from the MME to the serving eNB.
· At handover, the NCC value to be used at the target cell is indicated by the HO command. If the NCC value remains the same, the UE updates the KeNB based on the previous KeNB (i.e., horizontal chain). If the NCC value increments, the UE uses the KeNB derived from a new NH value corresponding to the received NCC (i.e., vertical chain).
· In the network side, a KeNB* is given from the source eNB to the target eNB. If NCC is to be incremented at handover (i.e., a new NH is to be used), the source eNB must have obtained a fresh NH* from the MME prior to the handover. This requires a path switch to be performed.
· The KeNB handling is referred to as “one-hop” security procedure when NCC is incremented two times (or more) in a single handover procedure, so that the KeNB used by the target eNB cannot be known by the source eNB. However, this is only possible in case of S1 HO, since the required NH cannot be obtained by the target eNB prior to the handover in intra-eNB or X2 HO cases. Note that this does not imply that NCC +2 (increment NCC by two) is impossible for the intra-eNB and X2 HO cases. If the MME provides the eNB with a fresh NH corresponding to NCC +2 at path switch, this is still possible. It is just that the procedure would not provide “one-hop” security. The UE cannot distinguish whether NCC +2 implied intra-eNB, X2 or S1 HO.
The impact of this model to RAN2 specifications is that the NCC value needs to be signalled by the HO command (as well as the RRCConnectionReestablishment message).
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Fig.1  Key chaining (SA3 model).

2.2
Issues regarding SA3 model
An attempt made in SA3 was to decouple different handover procedures (intra-eNB HO, X2 HO and S1 HO) from the key chaining. This is accomplished by allowing the source eNB to choose the KeNB* from the one evolving from the current KeNB and the one derived from a new NH value. The NCC value signalled by the HO command gives an indication to the UE which one was chosen.

However, the SA3 solution seems to have a number of issues, especially regarding the network side:
Issue 1:
To support NCC +1 (increment NCC by one) in case of intra-eNB HO, path switch has to be supported also for intra-eNB HO. This is only to obtain a new NH value from the MME, and should not trigger a real path switch in the S-GW so that U-plane interruption is avoided. This implies that RAN3 may have to introduce a new S1 procedure, just for this purpose.
Issue 2:
C-RNTI binding is performed by the target eNB, depending on whether a new NH value was used or not (i.e., NCC has incremented or not). This requires the “index increase indicator” to be signalled from the source to target eNB. However, the benefit of having such different handling seems to be unclear, and either one seems to be unnecessary. That is, C-RNTI binding should either be always performed, or omitted altogether.

Issue 3:
To support NCC +0 (no NCC increment) in case of X2 HO, signalling of NCC and index increase indicator are necessary from the source eNB, in addition to the KeNB*. Moreover, the NCC value needs to be indicated in the path switch request from the target eNB to the MME. These signallings are unnecessary if the X2 HO is always handled as NCC +1.
Issue 4:
To support NCC +0 (no NCC increment) in case of S1 HO, signalling of KeNB*, NCC and index increase indicator are necessary from the source eNB. These are all unnecessary in case the S1 HO is always treated as NCC +1 or +2.

Issue 5:
PCI binding is performed by the source eNB (in deriving KeNB*). This would fail RRC re-establishment in a wrong cell even if the eNB had the UE context, due to KeNB mismatch. If the PCI binding is done by the target eNB instead, such re-establishment can succeed as the target eNB can derive the proper KeNB for any of the cell under the eNB.
2.3
Alternatives to be discussed in RAN2
Although the SA3 model provides various choices for the operator, the model seems to be overly complex. To resolve some of the above mentioned problems, some simplifications can be thought of:
Alt.1
The different procedures are aligned into one, i.e., the NCC +1 case. Hence, at each handover, regardless of intra-eNB HO, X2 HO or S1 HO, KeNB is created from the next NH value. (This seems to be the preferred approach in RAN2, according to the previous discussions.)
Benefits:
· This would eliminate NCC signalling in the HO command. The KeNB handling in the UE becomes unique (aligned to the NCC +1 case) regardless of the handover type.
· This would remove the 2nd key chain (KeNB evolution in the horizontal direction in Fig.1).

Drawbacks:

· This would mandate path switch also in case of intra-eNB HO (as well as intra-eNB re-establishment). In fact this may require a new S1 procedure to be defined in RAN3, to avoid a real path switch in the S-GW and to avoid U-plane interruption. That is, the procedure is in principle only needed to obtain a fresh NH value from the MME. Although a naive MME implementation may possibly avoid a path switch contact to S-GW, such details need to be studied in RAN3. In any case, this will increase signalling load in the network.
· One-hop security (NCC +2) cannot be supported even for the S1 HO case. This may not be desirable in case of outbound handover from HeNB, since the HeNB would be able to derive the KeNB being used in the target eNB, even if the target was a macro eNB. Although this can be solved by immediately triggering a subsequent intra-cell HO, this would increase signalling load in the network as well as U-plane interruption.
· This would make the KeNB handling less robust against possible KeNB desynchronisation.

Alt.2
The NCC signalling by the HO command is adopted, as suggested by SA3. (Some modifications are yet possible, as discussed in 2.5):
Benefits:
· This could remove path switch for intra-eNB HO (and also intra-eNB re-establishment).

· This will allow one-hop security (NCC +2) in case of S1 HO. This would be beneficial especially for HeNB.
· This is more robust against KeNB desynchronisation, as the NCC is explicitly signalled in the RRCConnectionReestablishment message.

Drawbacks:

· This will require NCC signalling in the HO command (and also RRCConnectionReestablishment).
· The UE has to change the KeNB handling depending on the received NCC value.
2.4
Standardisation impact
If Alt.1 is to be adopted, there is no impact to RAN2 specifications. However, Alt.1 has an impact in RAN3 that a new S1 procedure may have to be defined. In contrast, if Alt.2 is to be adopted, NCC signalling has to be supported in the HO command (and also RRCConnectionReestablishment). In addition, Alt.2 has some impact on RAN3, depending on the combinations of NCC (+0, +1 or +2) and the handover type (intra-eNB HO, X2 HO and S1 HO) to be supported. Table 1 summarises standardisation impact, depending on the combination of NCC and the handover type.

Table 1  Standardisation impact.

	NCC
	Intra-eNB HO
	X2 HO
	S1 HO

	NCC +0
	No impact (already supported).
	This has no impact in RAN2, but minor impact in RAN3:

- Index increase indicator signalling by X2 HO preparation.
- NCC indication by path switch request.
	This has no impact in RAN2, but minor impact in RAN3:

- KeNB*, index increase indicator and NCC signalling by S1 HO preparation.

	NCC +1
	This has no impact in RAN2, but may have impact in RAN3:

- A new S1 procedure to get a fresh NH without causing path switch in S-GW.
	No impact (already supported).
	No impact (already supported).

	NCC +2
	Same as above.
	No impact (already supported). Note that this does not provide “one-hop” security, however.
	No impact (already supported). This would provide “one-hop” security.


3. Conclusions
Regardless of the outcome in RAN2 and SA3 (either alt.1 or alt.2), as explained in Table 1 above, RAN3 needs to study how a fresh NH value can be obtained from the MME in case of NCC +1 or +2 for intra-eNB handover. RAN3 shall discuss whether this implies definition of a new Path Switch-like procedure. Moreover, RAN3 may be asked to define the necessary IEs in X2/ S1 messages to support NCC +0 for X2 and S1 handover.

References

[1]
R3-08xxxx/ S3-080923, “LS on Key derivation during handover,” SA3.
[2]
S3-080906, “KeNB forward security simplification,” CR 0010 rev 1 to TS 33.401 v 8.0.0, NTT DOCOMO, Qualcomm, Nokia, Nokia Siemens Networks.
[3]
R2-084443, “Draft LS to SA3 and RAN3 on KeNB handling at handover,” NTT DOCOMO.
[4]
R2-084419, “KeNB handling at handover,” NTT DOCOMO.

[5]
R2-084421, ”Short MAC-I for re-establishment request,” NTT DOCOMO

[image: image2.png]














































































PAGE  
2

_1279892928.vsd
NCC = 0


KeNB*


KeNB


KeNB


KeNB


KASME


(KeNB)


NH


KeNB*


KeNB


KeNB


KeNB


C-RNTI


C-RNTI


PCI


KeNB*


PCI


PCI


KeNB*


C-RNTI


PCI


KeNB*


NH


PCI


KeNB*


C-RNTI


PCI


KeNB*


KeNB


KeNB


KeNB


C-RNTI


NAS SN


PCI


KeNB*


C-RNTI


PCI


KeNB*


NH*


NH*


NCC = 1


NCC = 2



