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1. Introduction

The contribution addresses procedures required at the Home NodeB initial installation and connection to an operator network.
2. Discussion 
In order to protect the operator domain against various attacks and ensure the integrity of Home Node B subscriber authentication of Home NodeB and a secure connection towards the operator domain needs to be established as early as possible in the initialization procedure of Home NodeB. On the other hand the selection of HNB GW should preferably not be preconfigured, since this will have a major impact on the logistic chain of Home Node’s.
One solution to address this problem is to have separate internal and external DNS queries and only allow access to the internal DNS after Home NodeB authentication and established secure tunnel. The signalling flow in Figure 1below illustrates the principle. The principle mechanism depicted is part of SA3 framework and only shown as an example.
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Figure 1, Initial IPsec establishment connection
Once a secured connection towards the operator domain and HNB Management is established further configuration data can be exchanged and connectivity towards a preferred HNB GW established.  

The secure connection would allow HNB to query the HNB Management node supported by some dynamic data, e.g. measured cells, subscriber info, etc. for configuration data. The scope of this content is part of SA5 framework but the principles are depicted below. 
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Figure 2, Connection to HNB Mgm to configuration data
3. Conclusion and Proposal 
It is proposed to agree on that a secure connection need to be established prior to any exchange of dynamic subscription data and to use the principles is section 2 as baseline for continued discussions. 
It is also proposed to Liaise SA3 and SA5 updating on RAN3 assumptions.
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