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1. Introduction

In last RAN3 meeting, Samsung raised the concern about the security problem of HNB retrieve IMSI from the UE after HNB got the P-TMSI. The concern is in legacy system, after the Identity Request procedure, the authentication procedure shall be followed. If there is some security problem shall be answered by SA3. So this contribution list our concerns and proposed ask SA3 give some information on this issues.
2. Discussion

In UMTS, the Identity Request procedure for deriving IMSI purpose is occurred in Attach Procedure and the RA Update procedure. 

In the Attach procedure, the MS initiate the attach procedure by the transmission of an Attach Request to the SGSN. In the Attach Request message, the IMSI shall be included if the MS does not have a valid P-TMSI. If the MS has stored its old P-TMSI and P-TMSI signature, then the MS shall include the old P-TMSI and signature in the Attach Request message. 

If the P-TMSI and P-TMSI signature are included in the Attach Request message, the SGSN will send the Identity Request to the old SGSN. If the old SGSN store the UE context and the P-TMSI signature match, the old SGSN shall return the IMSI to the new SGSN. If the old SGSN doesn’t have the valid UE context, the old SGSN can not return the IMSI to the new SGSN. The SGSN sends an Identity Request (Identity Type = IMSI) to the MS. The MS responds with Identity Response (IMSI).
In attach procedure, after Identity Request the Authentication procedure is mandatory.

There is some difference in RA Update procedure. In the RA Update procedure, if the new SGSN send the old P-TMSI and old P-TMSI signature to the old SGSN, normally, old SGSN shall return IMSI and MM context to the new SGSN. This is normal case, in this case, the Identity Request will not occurred. In some error case, the new SGSN cannot get the IMSI and no MM context is returned from old SGSN also. This should initiate the security functions in the new SGSN. The Identity Request could be occurred after the Security Procedure.

In RA Update procedure, after the security procedure the Identity Request could be occurred.

So our understanding is in the current system, before or after the Identity Request procedure, some security procedure shall be performed. By this way, the UE could make detection of false base station. While in 3G HNB, after UE sends the Identity Request message, there is no way to allow UE could detect of false HNB station.
Another concern is the pair of IMSI and P-TMSI transmitted via air without security protection. In UMTS, the allocation of new T-TMSI is protected. SGAN knows the pair of P-TMSI and IMSI is transmitted without security protection. SGSN could apply some method to reduce the security threat. Now in 3G HNB, the pair of IMSI and P-TMSI is transmitted via air while the SGSN don’t know.

4. Conclusion
This contribution summary our concerns on the security issue. We proposed to ask the following questions to SA3. Samsung volunteer to write the LS. This LS aim to ask the below three questions.

· If there is security problem the HNB or HNB GW sends the Identity Request, without following on Authentication procedure?

· If there is security problem the Identity Request occurred before security function in RA Update procedure?
· If there is security problem the pair of IMSI and P-TMSI is transmitted via air without SGSN notified?
We though above question should be clarified by SA3. Samsung volunteer to write the LS.
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