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1
Introduction
This contribution describes 3G HNB-GW discovery procedure combined with the HNB initial configuration procedure, which it means all procedures after HNB’s power-on and before HNB registration procedure.
2 Discussion
It has been discussed how 3G HNB can be routed to the proper HNB-GW and RAN3 couldn’t make a clear conclusion. 

This contribution defines that HNB-GW discovery procedure includes a series of procedures to find a default security gateway of operator’s network, a serving HMS, a serving security gateway and serving HNB-GW, i.e. HNB-GW discovery procedures mean all procedures from IP address allocation of HNB to HNB-GW address allocation.

Below describes HNB-GW discovery procedures: 
[image: image1.emf]DNS query of SeGW

DNS response [ IP ]

3G HNB

DSL OP

’

s

DNS Server

Subscribe to 

femto service 

Bring femto to 

home

HNB init

user

Power switch on

Provisioning

 Server

Default 

SeGW

Minimum Default 

setting is stored.

   > Default SeGW

   > Provisioning Server

Serving 

HMS

Tear down IPSec Tunnel

Serving

HNB-GW

Mutual Authentication &

IPSec Tunnel[1] establishment

Mobile OP

’

s

DNS Server

DNS query of Provisioning Server

DNS response [ IP ]

DNS query of SeGW / Serving HMS

DNS response [ IP1, IP2 ]

Security

Gateway

Download of Security GW / Serving HMS Addresses

Mutual Authentication & IPSec Tunnel Establishment

Download of Radio/Transport Configuration, operator policies, S/W, HNB-GW address and so on

HNB Registration

H

N

B

-

G

W

 

D

i

s

c

o

v

e

r

y

H

N

B

 

R

e

g

i

s

t

r

a

t

i

o

n


1) Offline Procedures: It’s an example for explanation. Many scenarios for HNB deployment can be possible. 

· User subscribes to HNB service by offline.

· HNB is pre-configured with FQDNs of default security gateway and provisioning configuration server. 

2) Power-On procedures via DSL line
· HNB gets an IP address via DSL network’s DHCP.

· HNB performs DNS query to retrieve an IP address of Mobile Operator’s default security gateway.

3) Mutual Authentication and IPSec Tunnel Setup 

· Since HNB can be owned/ managed by subscribers, the mobile operators need to authenticate HNB’s owner and HNB itself. Furthermore, HNB also need to authenticate the mobile operator network because HNB can be wrongly routed to malicious mobile operators with any recognition.

· To provide a secure signaling/data transmission between HNB in public network and Mobile operator’s private network, HNB should make a secure IPSec tunnel with the default security gateway.

4) Getting an address of the serving HMS(HNB Management Server) and security GW

· Within the mobile operator’s private network, HNB gets an IP address of the provisioning configuration server via Mobile Operator’s DNS server. 

5) Getting configuration information, SW and the address of HNB-GW

· HNB gets IP addresses of serving HMS and security gateway via DNS query with mobile operator’s DNS server.

· HNB tears down the current IPSec tunnel to make a new IPsec tunnel towards the serving HMS.

· HNB again performs mutual authentication with new security gateway and establish a new IPsec tunnel. Here the secure gateway is choosen with consideration on the HNB’s l ocation and the load status between security gateways within mobile operator network.

· HNB requests serving HMS radio configuration parameters, transport configuration parameters, operator’s policies and other configuration parameters and HNB also downloads software based on the current location of HNB, subscription type, HNB type and so on. 

· HNB should provides the following informations to the provisioning HMS as example :

· HNB identity 

· HNB type 

· HNB capabilities (e.g. service type, …) 

· Location Information

· Measured neighbor’s physical cell id. list 

· ….

· HNB should get the following informations :

· Radio Configuration Information : details are FFS

· Transport Configuration Information : details are FFS

· Other Configuration Information : details are FFS

· Operator Policy for operation of HNB : details are FFS

· Software : details are FFS

· HNB-GW address and (optionally) Security Gateway address : details are FFS

· ….

· The serving HMS can control the load information of each HNB-GW and can allocate the most appropriate HNB-GW

6) Establish a connection with HNB-GW

· Based on HNB-GW addess information received from the serving HMS, HNB can make a connection with HNB-GW.

· Security gateway can be same or different with the current connected to the serving HMS. In case of different security gateway, serving HMS also provide an address of security gateway for HNB-GW. 
3 Proposal
Samsung propose that HNB-GW discovery procedure should include
· Authentication between HNB and default security gateway
· Authentication between HNB and serving HNB Management System via security gateway
· Discovery of security gateway(s)

· Secure IPsec tunnel establishment between HNB and Security Gateway(s) of mobile operator

· Discovery of provisioning configuration server and serving HNB Management System
· Download of radio configuration parameters and transport configuration parameters
· Download of configuration specific for HNB, operator policies and address of HNB-GW

Additionally we propose to capture the above described HNB-GW functions and the flow of HNB-GW discovery procedure in R3.020 and in new TS 25.4xx on HNBAP.
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