3GPP TSG RAN WG3 meeting #61
R3-082028
Jeju, Korea, 18th – 22nd August 2008

Title:
UE Access Control and UE Registration

Source:
Huawei
Agenda item:       11.2.10
Document for:
Discussions & Approval

1
Introduction
1) Since pre-rel8 UE does not support CSG feature or other access control function, access control to pre-rel8 UE can not depends on the CSG mechanism as for Rel-8 LTE UE. Therefore, access control to per-rel8 UE can only be performed by network side. Considering backward compatibility with legacy core network, it is better that access network entity performs the access control function.  So in this contribution, it is assumed that either HNB or HNB GW controls the UE access. According to previous discussion, it seems that the main divarication on this topic is:
2) Whether UE is allowed to camp on unauthorized HNB cell during idle mode?
2)  Which access network entity (HNB or HNB GW) performs the access control?

2 This contribution aims to analyze above issues and gives proposal for UE registration.
3 Discussion
2.1 Access control for UE camping

It is obvious that if UE is not allowed to camp on unauthorized HNB, access control needs to be executed each time UE moves into a new HNB cell. That means that every HNB cell needs to have a different LAC with its neighbour cell (either HNB cell or Macro cell). 
1) Before such mechanism is selected, the following possible disadvantages concerned mostly need to be considered:

2) Signalling load and battery consumption due to increased RA/LA update procedure when UE moves between HNB cells during idle mode. 
This may happens in case that UE moves between two or among more HNB cells very often. However, it needs to be pointed out that that requires these HNB cells overlap with one another. HNB is kind of Users’ home equipment normally with small coverage and in normal case we can assume that the HNB cells are discretely deployed. Even in some cases it needs dense Home NodeB deployment (i.e., deployed by enterprise to provide service to her employees or customers), some special method, i.e., allocating the same LAC to one HNB cell group, can be used to avoid frequent LA/RA update. 
2)  The number of available LAC is not enough to meet the requirement that every HNB cell can have a unique LAC.

As analyzed in the contribution R3-081177, the amount of available LAC is far less than amount of deployed HNBs. It seems impractical to give a unique LAC to each HNB cell. 
However, performing access control for UE camping does not require that each HNB have a LAC unique in the whole UTRAN, but have a LAC different with its neighbour. And such requirement can be implemented by some appropriate LAC reuse method.
Based on above analysis, it can be concluded that the above possible disadvantages concerned mostly can be solved by some approach. However, this should not be the only reason to prove that access control should be performed for UE camping. Instead of that, what’s the advantage is more important factor.

1) According to previous discussion and analysis, at least following advantages can be found:

2) Quicken UE call/service  setup

If UE always camps on authorized HNB cell, the time and increased signalling for redirecting and handed over the UE from an unauthorized HNB cell can be saved.  Otherwise, if a UE can camps on an unauthorized HNB cell, it has to be redirected to another cell (macro cell or HNB cell) before UE call/service can be set up.
3) What’s more, if the access control is performed when UE camps on the HNB cell, Call/service request can be forwarded to CN directly without access control. Thus the time consumed for access control can be saved.
4) Make Paging optimization possible
Paging optimization requires that HNB GW can know exact location of UE. HNB GW can know exact location of UE only if access control is performed each time UE camps on a HNB cell. Therefore, paging optimization can be realized on the condition that access control is performed for each UE camping. 
On the other hand, paging optimization can avoid paging for the UE at potentially thousands of connected 3G HNBs sharing the same Location Area. That also means that signalling of paging thousands of unauthorized UE between HNB GW and a HNB can be saved, which is very important benefit and seems to be a requirement since the transport resource between HNB and HNB GW is very limited.  
3)  Decrease the additional cost to HNB due to handling unauthorized UE  

If those unauthorized UEs are allowed to camp on a HNB cell, the HNB has to redirect these UE to other cell once UE originates a call/service or is paged. However, that may be unwanted by HNB owner since it may add cost to HNB.
4）Avoid possible unpleasant User experience 
If UE is allowed to camp on an unauthorized HNB cell, then rejected by network when originating a service ( it may happens that HNB can not redirect a service request to another cell), it will make the user confused and may complain why service/call request can not be served by network even with a good signal quality.  
So it can be concluded from above analysis that access control should be performed for each UE camping during idle mode from both disadvantages and advantage aspects.
2.2 Where to perform access control function 
As proposed in section 2.1, access control will be performed by UTRAN entity before UE is allowed to camp on the HNB cell. This section aims to analyze how to implement such function.

Since access control based on UE permanent identity seems to be the only way available on the table, it is assumed that access control function decide whether the UE is allowed to camp on the HNB cell by checking IMSI of UE.  

Considering backward compatibility with legacy UE and CN, the only possible entity who can perform such function is HNB or HNB GW. Therefore, the two possible approaches for access control: 1) Access control by HNB (as figure1); and 2) Access control by HNB GW (as figure 2), need to be compared with each other. 

In case that access control is performed by HNB, it means that HNB does not relay any uplink message until it makes sure the message comes from an authorized UE. In such way, at least the following benefits compared to the other case (HNB GW control) can be found:
1) Save signalling load on the Iuh interface since signalling from thousands of unauthorized UEs is not have to be sent to HNB GW. As it is known to all, this is very important benefit due to the limited transport resource of luh.
2) Save the time for the access control. If IMSI is not carried by UE in the initial L3 message, access function has to acquire IMSI by sending identity request to UE. Therefore, if access control function locates in HNB, at lease time for transferring identity request/response message over luh can be saved. 

3) Save the time for the redirection and handover a UE from unauthorized HNB. It is obvious that it can quicken the whole procedure for UE camping on another cell if the access control and redirection /handover performed by HNB.
Accordingly, if access control is performed by HNB GW, signalling load over Iuh and time for access control and redirection increase much. Of course, there may exist argument like that HNB GW controlling method may have some advantages from security point of view, i.e., preventing the HNB owner modifying his HNB to provide Access Service to a UE who does not really subscribe to it for some purpose such as eavesdropping. 

However, it should be pointed out that HNB can still modify the permanent identity carried sent from UE when forwarding the identity response message to HNB GW. Therefore, access control by HNB GW as figure 2 showing still can not provide more secure access control than alternative 1 at all. 

A more secure way is that HNB GW performs access control based on the real UE identity carried in Common ID message from CN（as figure 3 shows）.  As it known to every one, signalling load on the core network will increase significantly due to the fact signalling from even millions of unauthorized UEs must be relayed to the CN and UE is not rejected by CN until completion of Common ID procedure. So Alternative 3 should not be preferred from efficiency point of view.
What’s more, SA3 has started to study the possible method to make HNB itself more secure.  Conception like Trusted computing techniques and trusted environment has been brought out.  So if such kind of solution is used to protect HNB, it can be assumed that alternative 1 is secure enough. 

Even though HNB is not secure enough, the method to combine alternative 1 and alternative 3 seems also acceptable from either efficiency or security point of view. That is, HNB can behave as a first door to rule the UL signalling from authorized UE out of Iuh and Iu interface, and HNB GW behave as a second door to rechecking whether the UE authorized by HNB really subscribes to the HNB from security point of view.
From above, it can be concluded that alternative 1 can be selected if it can be assumed that HNB is securely protected. The method to combine alternative 1 and alternative 3 can and only can be used if it is assumed that HNB is not secure..
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 Alternative 3   HNB GW control

2.3 UE registration 
  UE registration feature is to let HNB GW know which HNB cell UE locates. During previous meeting method by sending explicit registration specific message over Iuh has been proposed. 
However, based on the fact that HNB GW can know which HNB cell that a UE locates implicitly since it knows which HNB relay initial L3 message for the UE, an implicit method is proposed in this paper.











                                              

UE registration procedure
1. RRC connection setup between UE and HNB after UE select a HNB cell.
2. Attach request message is sent over the RRC connection with UE identity TMSI or IMSI.
3. UE sent TMSI as its identity in attach message, Permanent identity Enquiry procedure between UE and HNB&HNB GW.

4~5 Access control based on IMSI is performed either by HNB. HNB check whether the UE is allowed to camp on the HNB cell based on permanent identity, before it forwards the attach request to HNB GW.

6. HNB GW knows that which HNB cell UE locates since it knows which HNB forward the initial L3 message.  HNB GW then memorizes location of UE.
Editor note: How HNB GW knows the UE permanent identity is ffs.

7. Initial L3 message will be forwarded to CN.
8Authentication of the user and generation of new security keys (AKA) may be performed between UE and Core network.
9. Attach accept message is sent to UE after successful AKA.

10. Common ID procedure is performed.
HNB GW may get UE permanent identity from Common ID message and re-check whether the User is subscribed to the HNB cell.

Editor note: Whether HNB GW should have the second access control from security point of view is ffs.
3
Proposal
It is proposed to add the UE registration procedure as described section 2.2 into TR R3.020 with the following conclusions:
1. An unauthorized UE is not allowed to camps on a HNB cell. To achieve that, access control shall be performed each time UE moves into a new HNB cell and each HNB shall have a unique LAC different with its neighbours.

2. HNB shall be able to implemented access control to block the signalling load from unauthorized UE to Iuh/Iu.
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11.  Access control (ffs)
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9 initial L3 accept





8. Authentication and Key agreement procedure
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4. Check whether IMSI is allowed
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10 Access control 





5. AKA procedure
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