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1. Introduction

This contribution proposes a realization method for HNB GW discovery, HNB registration, and configuration updates between the HNB and HNB GW aligned with the 3GPP SA1 contribution S1-082360 titled “OA&M Requirements for HNB/HeNB” [2] and subsequent requirements identified by SA1 [7].
2. New Terminology

BD


Broadband Device

BDMS

Broadband Device Management System
HMS

Home Node B Management System

HGWMS

Home Node B Gateway Management System
3. Discussion

3G HNBs are consumer products which provide 3G Services in the home utilising the internet connection, provided by the Consumer’s Broadband Device, to connect to the Mobile Operator’s Core Network HNB Gateways. The Mobile Operator’s Business model may also include the broadband service offering and therefore support for a consolidated Management Platform needs to be taken into account by 3GPP SA5 for HNB-GW Discovery Procedures.
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Figure 1: HNB/HNB-GW architecture with O&M interfaces

Figure 1 is the Home Node B equivalent to Figure 9 in the 3GPP specification TS 25.401 [6] and depicts both an integrated HNB on the left side and standalone HNB with a co-located Broadband Service on the right hand side.  

The logical OAM is the signalling associated with the control of logical resources owned by the Management Platform but physically implemented in the HNB and notified to the HNB-GW. This contribution suggests that the messages needed in the information exchange between the Management Platform and the HNB are an integral part of TR-069 as defined by the Broadband Forum [3]. The subsequent messages needed in the information exchange between the HNB and the HNB-GW are an integral part of HNBAP as defined by 3GPP RAN3.

Implementation Specific OAM functions are heavily dependent on the implementation of the HNB, both for its hardware components and for the management of the software components. This contribution suggests that the messages needed in the information exchange are an integral part of TR-069 as defined by the Broadband Forum [3]. 

The TR-069 communication to the Management Platform can be direct or as an alternative deployment option the transport of the O&M can be routed from the HNB to the Management Platform via the Security Gateway on the HNB-GW. In this case, the O&M interface and Iuh interface share the same physical bearer between the HNB and the Security Gateway on the HNB-GW but the O&M traffic exchanged over this signalling link is completely transparent to the Security Gateway on the HNB-GW.

This contribution breaks the HNB service initialization and activation process into three Stages as follows:
· Broadband Connectivity

· HNB-GW Discovery

· HNB Registration

The contribution also identifies a mechanism to provide configuration updates between the HNB and the HNB-GW.

· HNB Configuration Update
The interaction between the Management Platform and the HNB is recognised as a 3GPP SA5 defined capability but is included in the procedural flows to provide end to end clarity with regard to the subsequent HNB to HNB-GW interaction using HNBAP.

3.1. Broadband Connectivity Procedure

Broadband connectivity has to be provided before the HNB can establish 3G services for the consumer and is the responsibility of the Broadband device in the consumer’s home. Mobile Operators also supplying Broadband Service to the home will require the ability to manage their own Broadband Device prior to IPSec establishment which shall be achieved by utilizing a secure communication transport between the Broadband Device and the Management System as recommended by TR-069 as defined by the Broadband Forum [3].  
This section may not be relevant for most Mobile Operators who are Broadband agnostic but is included for the complete HNB startup sequence.
The Broadband Device is factory programmed with default TR-069 based Management Platform information (BDMS URL/IP-Address) to gain access to the Management Platform for Broadband Configuration information. 

Broadband Device is also referenced as BD within this section.
Broadband Connectivity Procedure below assumes that the Factory Set BDMS on the 3G HNB isn’t the same as the BDMS operationally serving the 3G HNB in the network:
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Figure 2: Broadband Connectivity Procedure
1. The consumer powers-up the BD and connected devices (e.g. 3G HNB) and the Broadband Device establishes IP connectivity to the Operator’s Network providing the Broadband Device Service (e.g. using pre-configured defaults or DHCP).
2. BD requests DNS (Domain Name Server) for the address of the Factory Set BDMS URL, using the DNS server IP address provided along with IP configuration above.
3. DNS responds with the IP addresses of the BDMS.
4. SSL Connection established between BD and BDMS to carry the following TR-069 HTTP transactions as HTTPS.

5. The BD sends an Inform Request containing registration information such as BD Serial Id to the Factory Set BDMS.
6. BDMS decides whether the BD is authorized or not. If the connection is permitted, BDMS sends an Inform response which permits both entities to establish communication.
7. The BDMS then obtains the Serving BDMS Information (e.g. URL/IP-Address) and sets the value on the BD using the Set Parameter Values Message.
8. The BD acknowledges the update of information from the BDMS by sending a Set Parameter Values Response.
9. The BD releases the SSL connection.
10. BD requests DNS (Domain Name Server) for the address of the Serving BDMS URL, using the DNS server IP address provided along with IP configuration above.
11. DNS responses with the IP-Addresses of the BDMS.
12. SSL Connection established between BD and BDMS to carry the following TR-069 HTTP transactions as HTTPS.

13. The BD sends an Inform Request containing registration information such as BD Serial Id to the operationally Serving BDMS.
14. BDMS decides whether the BD is authorized or not. If the connection is permitted, BDMS sends an Inform response which permits both entities to establish communication.
15. The BDMS then obtains the information for Broadband Service and sets the value on the BD using the Set Parameter Values Message.
16. The BD acknowledges the update of information from the BDMS by sending a Set Parameter Values Response.
17. The BD releases the SSL connection.
18. The BD establishes north-bound connectivity to the Internet and south-bound connectivity to the HNB using a Local Area Network. 
3.2. HNB-GW Discovery Procedure 
The HNB on connection to the Mobile Operator’s Network through the Internet needs to establish a connection to a HNB-GW in-order to provide 3G Services to the consumer. The Serving HMS in the network provides the HNB with the Serving HNB-GW information as well as the Service Information required to establish and provide 3G Services.

The HNB is factory programmed with default TR-069 based Management Platform information (HMS URL/IP-Address) and optionally with default IPSec/SEC-GW information to allow the establishment of a Secure Tunnel if this is a pre-requisite to gain access to the Management Platform for Configuration information.

HNB-GW Discovery Procedure below assumes that the Factory Set HMS on the 3G HNB isn’t the same as the HMS operationally serving the 3G HNB in the network:
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 Figure 3: HNB-GW Discovery Procedure
1. The 3G HNB obtains connectivity to the Internet as a result of the Broadband Connectivity Procedure
2. If Factory Set IPSec/SeGW information is available and required for HMS connection then a Secure Tunnel is established between the 3G HNB and SeGW.

3. 3G HNB requests DNS (Domain Name Server) for the address of the Factory Set HMS URL, using the DNS server IP address provided along with IPSec tunnel if established above, or the original DNS server otherwise.
4. DNS responses with the IP-Addresses of the HMS.
5. SSL Connection established between 3G HNB and HMS, which will go directly to the HMS public interface, or will go via the IPSec tunnel, depending on the Security Policy of the IPSec tunnel.

6. The 3G HNB sends an Inform Request containing registration information such as 3G HNB Serial Id to the Factory Set HMS.
7. HMS decides whether the 3G HNB is authorized or not. If the connection is permitted, HMS sends an Inform response which permits both entities to establish communication.
8. The HMS then obtains the Serving HMS Information (e.g. URL/IP-Address) and sets the value on the 3G HNB using the Set Parameter Values Message. The HMS can optionally provide Serving IPSec/SeGW information at the same time which is used to establish a new secure tunnel before subsequent HMS interaction.
9. The 3G HNB acknowledges the update of information from the HMS by sending a Set Parameter Values Response.
10. The 3G HNB releases the SSL connection.
11. if Serving IPSec/SeGW information is available and a Secure Tunnel is already established then the Secure Tunnel is released between the 3G HNB and SeGW otherwise the Secure Tunnel remains established.

12. if Serving IPSec/SeGW information is available and required for HMS connection then a Secure Tunnel is established between the 3G HNB and SeGW.

13. 3G HNB requests DNS (Domain Name Server) for the address of the Serving HMS URL, using the DNS server IP address provided along with IPSec tunnel if established above, or the original DNS server otherwise.
14. DNS responses with the IP-Addresses of the HMS.
15. SSL Connection established between 3G HNB and HMS, which will go directly to the HMS public interface, or will go via the IPSec tunnel, depending on the Security Policy of the IPSec tunnel.

16. The 3G HNB sends an Inform Request containing registration information such as 3G HNB Serial Id to the operationally Serving HMS.
17. HMS decides whether the 3G HNB is authorized or not. If the connection is permitted, HMS sends an Inform response which permits both entities to establish communication.
18. The HMS then obtains the information for 3G Service as well as the Serving HNB-GW and sets the value on the 3G HNB using the Set Parameter Values Message. The HMS can optionally provide Serving IPSec/SeGW information at the same time which is used to ensure a secure tunnel is established before subsequent HMS and HNB-GW interaction.
19. The 3G HNB acknowledges the update of information from the HMS by sending a Set Parameter Values Response.
20. The 3G HNB releases the SSL connection.
21. if new Serving IPSec/SeGW information is available and a Secure Tunnel is already established then the Secure Tunnel is released between the 3G HNB and SeGW otherwise the Secure Tunnel remains established.
As mentioned above, this document introduces a TR-069 mechanism to support the discovery of the HNB-GW and supply of the Service Information from the Home Management System to the 3G HNB to establish 3G Services.
3.3. HNB Registration Procedure 
Once the HNB has discovered the Serving HNB-GW and Serving IPSec/SeGW from the HMS it establishes a connection to a HNB-GW in-order to provide 3G Services to the consumer. 

The HNB-GW Information provided to the 3G HNB can be a dedicated HNB-GW for the 3G HNB or through various techniques such as load-balancing and service availability the HNB-GW address can be used to register the 3G HNB on one of many HNB-GWs within a pre-defined pool of HNB-GWs.

HNB Registration Procedure below:
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 Figure 4: HNB Registration Procedure
1. The 3G HNB obtains the Serving HNB-GW, Serving IPSec/SeGW, and 3G HNB Service Information as a result of the HNB-GW Discovery Procedure
2. If a Secure Tunnel isn’t already established to the SeGW the 3G HNB establishes a Secure Tunnel between the 3G HNB and SeGW.

3. 3G HNB requests DNS (Domain Name Server) for the address of the Serving HNB-GW URL, using the DNS server IP address provided along with IPSec tunnel if established above, or the original DNS server otherwise.
4. DNS responses with the IP-Addresses of the HNB-GW.
5. An SCTP Session is established between the 3G HNB and the HNB-GW.

6. The 3G HNB sends an HNBAP Register Request to the HNB-GW containing registration information such as 3G HNB Serial Id, location, software/hardware version, and 3G HNB Service Information relevant to the HNB-GW (e.g. Subscriber White-List).
The HNB-GW determines if the 3G HNB can be serviced by itself or should be re-homed to another HNB-GW within the same pool using the 3G HNB supplied information as a determining criteria along with the load on the HNB-GW. 
7. In the case that the HNB-GW can service the 3G HNB the HNB-GW sends an HNBAP Registration Response with the RNC-Id allocated to that particular Serving HNB-GW. 
8. In the case that the HNB-GW can not service the 3G HNB and can not offer re-homing to another HNB-GW the HNB-GW sends an HNBAP Registration Reject with a Reject Cause Code.
9. In the case that the HNB-GW can not service the 3G HNB but can offer re-homing to another HNB-GW the HNB-GW sends an HNBAP Registration Reject with a Redirect Cause Code and Redirect Parameters which includes the new Serving HNB-GW URL/IP-Address, and optionally provides new Serving IPSec/SeGW information to access the new Serving HNB-GW.
10. In the event of a Registration Reject the SCTP connection is released. 
11. In the event of either a Registration Reject other than Redirect Cause Code or a Registration Reject with a Redirect Cause Code with new Serving IPSec/SeGW information provided then the existing Secure Tunnel is also released.
As mentioned above, this document introduces the supply of the Service Information to the HNB-GW from the 3G HNB.
3.4. HNB Configuration Update Procedure 
Once the HNB has registered on the Serving HNB-GW the 3G Services will be provided to the consumer and will only be affected if the Mobile Operator updates the configuration of the 3G HNB on the HMS which impacts the 3G HNB operational state of the 3G Services provided. 
To update the 3G HNB of service changes the HMS establishes a connection with the 3G HNB using TR-069 and then the 3G HNB subsequently passes up any HNB-GW relevant changes via HNBAP using an additional HNBAP Message HNB Configuration Update. This is equivalent functionality to S1-AP: ENB Configuration Update Procedure contained within the 3GPP TS 36.300 Title “E-UTRA and E-UTRAN Overall Description Stage 2” document [5].

HNB Configuration Update Procedure below:
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 Figure 5: HNB Configuration Update Procedure
1. The 3G HNB is registered on the Serving HNB-GW as a result of the HNB Registration Procedure

2. The HMS requests DNS (Domain Name Server) for the address of the 3G HNB URL.
3. DNS responses with the IP-Addresses of the 3G HNB.
4. A TCP Session is established between the HMS and the 3G HNB to carry the following TR-069 HTTP transactions, and this connection will be carried within the IPSec tunnel.

5. HMS sends an HTTP Connection Request to the 3G HNB using HTTP Digest Access Authentication as specified by TR-069 [3].
The 3G HNB determines the validity of the Connection Request from the HMS using a combination of the username/password and HTTP Digest Access Authentication for transport security of the password as defined in TR-069 [3].
6. In the case that the Connection Request from the HMS is valid the 3G HNB sends a Connection Response with Status Code “200 OK” indicating that the 3G HNB will establish a connection to the HMS.
In the case that the Connection Request from the HMS is invalid the 3G HNB sends a Connection Response with a Status Code other than “200 OK” indicating that the 3G HNB will not establish a connection to the HMS. 
7. The TCP Session is released

8. SSL Connection established between 3G HNB and HMS, which will go directly to the HMS public interface, or will go via the IPSec tunnel, depending on the Security Policy of the IPSec tunnel.

9. The 3G HNB sends an Inform Request containing registration information such as 3G HNB Serial Id.
10. HMS decides whether the 3G HNB is authorized or not. If the connection is permitted, HMS sends an Inform response which permits both entities to establish communication.
11. The HMS then obtains the updated information for 3G Service as well as the Serving HNB-GW and sets the value on the 3G HNB using the Set Parameter Values Message. The HMS can optionally provide Serving IPSec/SeGW information at the same time which is used to ensure a secure tunnel is established before subsequent HMS and HNB-GW interaction.
12. The 3G HNB acknowledges the update of information from the HMS by sending a Set Parameter Values Response.
13. The 3G HNB releases the SSL connection.
14. The 3G HNB sends an HNBAP Configuration Update Request over the existing SCTP connection to the HNB-GW containing updated information such as location, software/hardware version, and 3G HNB Service Information relevant to the HNB-GW (e.g Subscriber White-List). 
The HNB-GW determines if the 3G HNB can be serviced by itself or should be re-homed to another HNB-GW within the same pool using the 3G HNB supplied information as a determining criteria along with the load on the HNB-GW. 
15. In the case that the HNB-GW can continue to service the 3G HNB the HNB-GW stores the updated information and sends an HNB Configuration Update Response with a Success Cause Code.
16. In the case that the HNB-GW can not continue to service the 3G HNB and can not offer re-homing to another HNB-GW the HNB-GW sends an HNBAP Configuration Update Reject with a Reject Cause Code.
17. In the case that the HNB-GW can not continue to service the 3G HNB but can offer re-homing to another HNB-GW the HNB-GW sends a HNBAP Configuration Update Reject with a Redirect Cause Code and Redirect Parameters which includes the new Serving HNB-GW URL/IP-Address, and optionally provides new Serving IPSec/SeGW information to access the new Serving HNB-GW.
18. In the event of a Configuration Update Reject the HNB is de-registered from the HNB-GW and the SCTP connection is released 
19. In the event of a Configuration Update Reject other than Redirect Cause Code or a Configuration Update Reject with a Redirect Cause Code with new Serving IPSec/SeGW information provided then the existing Secure Tunnel is also released.
As mentioned above, this document introduces a TR-069 mechanism to support the updating of the Service Information directly to the 3G HNB which then supplies the Service Information to the HNB-GW via the 3G HNB.

4. Conclusion and Proposal

In this contribution, an alternative proposal for the provision of Service Information to the 3G HNB from the Management Platforms and subsequent uploading of the information to the HNB-GW from the 3G HNB via HNBAP has been presented. 

In addition a new HNB Configuration Update Procedure with a new HNBAP Message has been proposed to provide updates to the HNB-GW from the HNB with respect to relevant HNB Service information updated by the Management Platforms on the 3G HNB.
With these methods, we can satisfy the contribution requirements contained within the SA1 S1-082360 document for configuration management [2] and S1-082224 [7].
As discussed above, we propose to reflect the above proposal in TR R3.020 [1] and update section 7.3.4 of TR25.820 [4] to include a new function defined as the 3G HNB Configuration Update Function which is equivalent to the S1-AP: ENB Configuration Update Procedure contained within 3GPP TS 36.300 [5].
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