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1. Overall Description:

CT1 thanks SA3 for their reply LS regarding outstanding NAS messages.
In the original LS from SA3 to RAN2, RAN3, SA2 and CT1 (C1-080351 (S3a071035)), two questions were asked to be answered concerning the correlation between an AS SMC and the triggering NAS message:

“Question 1: Is it correct that the UE can be sure which NAS Service Request message triggered AS SMC (i.e., will the UE and the MME always be able to derive the AS keys from the same uplink NAS sequence number).”

“Question 2: Is it correct that the UE can be sure which Attach Request message triggered the attach (i.e., will the UE and the MME always be able to derive the AS keys from the same uplink NAS sequence number).”

In the process of investigating these questions a number of scenarios have been identified that could possibly cause a problem when a triggering NAS message can not be related through the sequence number to the AS SMC. Two options to solve the cases have been identified as presented in a previous LS (R2-082086):
“

Option-1) No additional mechanism is defined for this case.  In case a received AS SMC is not correlated to the transmitted NAS message carrying the synchronization information, SECURY MODE FAILURE occurs. RAN2 assumes that when SECURITY MODE FAILURE occurs, the RRC connection would be released and, hence, the condition that re-transmission of the initial NAS message is done over a new RRC connection would be met. 

Option-2) correlation can be performed by echoing the synchronization information, or a part thereof, back in the AS SMC. "

CT1 agrees that the scenarios described in the previous LS C1-080574 can be handled by both options. For option 1, in the cases when the AS security mode control procedure fails and the attach or service request procedure needs to be started, existing error handling should be sufficient to recover from the error situation.

CT1 also agrees that in the scenario described in LS C1-081386, the authentication procedure with the subsequent security mode control will reset and thus re-synchronize the sequence numbers.

With regard to the scenario mentioned in the last LS from SA3 (S3-080525/C1-081634),
… where the UE would sent multiple (outstanding) Service Requests, which then could lead for the UE to take the wrong NAS SQN to derive the KeNB, leading to a MAC failure of the AS SMC. If an AKA would be triggered due to this, the consequence would be more load to the core network.  

CT1 would like to point out that according to the rules currently defined in TS 24.008, the UE will always proceed with the latest service request whereas the network will progress the first one received. The timer T3417 that supervises the service request procedure in the UE has been defined by CT1 as 5s. If due to a problem (e.g. congestion) in the radio or core network the time between transmission of the Service Request message and establishment of the user data bearers becomes longer than that and the UE sends another Service Request, the subsequent AS security mode control procedure is bound to fail.   
CT1 leave it up to RAN2 to decide whether the E-UTRAN has appropriate means to avoid the occurrence of such a situation (and option 1 can be chosen), or whether the AS security mode control procedure should be made a bit more robust against this kind of problem by including e.g. the two least significant bits of the NAS sequence number that was used for the generation of the key KeNB (option 2).

2. Actions:

To RAN2

ACTION: 
CT1 kindly asks RAN2 to investigate the scenario described in this LS and to decide which is the best option to choose.
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